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BRAND PROTECTION IN THE AGE OF DEEPFAKES

AUTHORED BY - HARSHIT SINGH

1. Introduction
In this report, a growing number of companies are using deep faked images and videos to create
fake products that look like existing products from those companies. As a result, companies

are facing many different types of financial risk.

Deep fakes using advanced technology have already created significant amounts of financial
loss for many companies, due to the rapid increase in deep fake technological advancements.
The number of deep fake related incidents has dramatically increased over the past two years.
It is estimated that, globally, there will be approximately 8 million instances by the year 2025

alone. Fraud attempts related to deep fakes have also been on the rise over this time period.

There is no longer a question of whether or not deep fakes will cause financial losses to
companies. Many of these companies have already lost millions of dollars due to employees
being tricked into sending money via wire transfer to thieves that were posing as a legitimate
company. Employees, including CFOs, have participated in video calls with other fake
participants that were actually deep fakes. In addition to the loss of funds due to wire transfer
fraud, deep fakes have also caused many companies to be caught up in public scandals due to
the use of fake celebrities, via deep fakes, to promote fraudulent investments and

cryptocurrency.

Regulators and courts are struggling to keep pace with the rapid increase of deep fakes, and
how they affect businesses. As such, companies face multiple types of regulatory investigations,
litigation and reputational crises, in addition to traditional forms of business litigation and

investigations.

2.Learning about Deepfakes
Deepfakes are artificially created using Al models, typically either GANSs or Diffusion Models,
that detect and learn the patterns of the data from a set of examples to replicate and produce

something that appears to look like a human. Deepfakes used to only deal with swapping facial
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images, now, the same types of tools can be used to:
— Clone the voice of people
— Create fake ads that feature products from companies,
— Replicate the voice of corporate spokespeople, and

— Create entirely fake but credible-sounding announcements.

As these types of tools have become easier and more affordable for anyone to create, people
who do not have any technical experience or knowledge can create extremely realistic-looking
examples of deepfakes. The ability to create deceptive content that can be used for malicious
purposes has become drastically reduced, allowing almost countless amounts of deceptive

content to be created for almost no cost.

3.How Brands are Impacted by Deepfake Technology
3.1 Reputational Harm
Deepfake videos of a CEO confessing to doing something wrong or saying something
controversial can create a lot of problems for the brand. Because people will not take the time
to look for verification before they react, the perception of the problem can spread faster than

the evidence can be corrected.

3.2 Consumer Deception and Counterfeiting

Deepfake advertisements can portray counterfeit products as being authentic, can show non-
authentic features of a product, and can portray sales that don't exist. This type of deception
makes it difficult for consumers to develop loyalty to a brand, and takes away years of

investment in marketing it.

3.3 Executive Impersonation

There have already been instances where voice cloning, which utilizes deepfake technology,
has been used to commit fraud. Scammers have used the technology to impersonate a company
executive to approve a fraudulent financial transaction, making the trust that is normally placed

in internal communication vulnerable.

3.4 Market Manipulation
Synthetic media can be used to manipulate the stock market. For example, if a synthetic media
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outlet were to release an announcement that a company was going bankrupt, it could negatively
impact the company's stock and create significant turmoil in the market, even in the short run.

3.5 Loss of Authenticity

If the market is flooded with synthetic media, it will cause consumers to become cynical about
brands and the messages they receive. This "fatigue" with regards to authentic brands will
negatively affect the trust that exists between the consumer and the brand.

4. egal frameworks in place

They do not provide a full complement of legal tools to combat the misuse of Deepfake

Technology; however, there are still many existing gaps.

4.1 Trademark Law (TTL)

Traditional Trademark Laws are based on the premise of direct, tangible use by the infringer;
therefore, a person using a deepfake image will likely be considered to be misusing the mark.
However, with the use of Al generated images or likenesses on social networks, this is
changing.

4.2 Copyright Law

Deepfake Technology will be a factor in many Copyright Law violations, such as when an
individual uses a deepfake image of a musician, author, artist, and so forth. Copyright Law also
sets forth rules on ownership and derivative works, which will add additional confusion in the

context of Al generated digital content.

4.3 Publicity and Personality Rights
A deepfake can be an infringement of a publicity right if it is made without proper authorization
from the celebrity or CEO whose likeness is being used. Brands who rely heavily on

endorsements will be more vulnerable to unauthorized usage.
4.4 Consumer Protection Laws

False advertisements that use deepfakes could be classified as unfair trade practices, thus

allowing regulators to take action against them.
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4.5 Cybercrime Laws

Deepfake Technology is currently being used to perpetrate Fraud, Identity Theft, and Phishing
Schemes; however, many of the characteristics associated with deepfake Technology—
Anonymity and Cross-Border Activity—make it difficult to hold accountable those responsible

for these acts.

4.6 Gaps in Existing Legal Frameworks

Absence of clear standards for Impersonation or Fraudulent use of Al-generated images Lack
of accountability for social media platforms

Lack of mandatory labeling of Synthetic Media

The Slow Pace of Legal Processes Compared to the Fast Spread of Misinformation online

5.Case Studies

Though deepfake incidents involving brands are becoming more frequent and more visible,

they are not usually reported accurately.

In one incident involving the use of Artificial Intelligence, a European utility company suffered
a loss of €220,000 due to a fraud scheme in which criminals successfully imitated the voice of
the CEO using Deepfake technology, which resulted in reputational embarrassment for the

company and financial loss caused by its failure to properly vet the authenticity of the call.

Another example of how brands are being affected by Deepfakes can be seen through
promotional ads for counterfeit luxury goods that used virtual versions of models wearing
branded clothing that were digitally created with deepfake technologies. These ads have been
shared extensively on social media in many Asian countries and have led to confusion for

consumers.
Another example is the creation of a deepfake video made by a political party endorsing a
controversial political ideology that went viral. As a result, the political party had to issue

clarification statements to address the confusion created by the misleading videos.

These examples show that Deepfake technology has multiple ways of leveraging a Brand's

Identity (Commercially, Socially, Politically, and Financially).
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6. Ethical Considerations
Although synthetically-created media may seem immoral, they are very much a part of our
society and their potential for abuse is going to become increasingly prevalent as technology
advances. We must find a way to protect users from misusing it, while also allowing them the
freedom to express themselves through their own creativity (and humour!), through warning

labels.

7.The Future of Brand Protection
Deepfakes in the future are likely to become increasingly realistic and sophisticated, due to
advances in technology and the increased use of predictive threat modelling. As there will be
more and stronger laws governing the use of synthetic media, the use of technology by brands
to help maintain and create brand authenticity will become an integral part of brand strategy,

rather than a trendy buzzword.

By employing the use of technologies and by having clear communication and rapid-response
systems to help combat rapidlychanging-perceived- reality, brands will be best equipped to
survive and thrive in a digitally- driven world where the illusion of brand opportunity will be

easily created with just a few clicks.

8.Conclusion
Deepfakes pose an unprecedented threat to the integrity of brands and create a host of new
vulnerabilities to brand reputations, consumer confidence, and company security. While some
protections do exist through existing laws, they don’t adequately cover the multifaceted nature
of Al-generated deception; therefore, these laws need to evolve in order to keep pace with the
growing complexity of such deceptions. The creation of comprehensive protective solutions
will require strong partnerships among brands, government agencies, technology firms, and

end users.

While it has been easy to manufacture truths through advertising, brands must find new ways
to protect themselves beyond legal recourse by working together with technology companies
and creating clear lines of communication with consumers. Gone are the days when authenticity
was a bright and guiding light; brands now must actively support and maintain authenticity

amid an environment saturated with digital imitations.
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