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IMPACT OF DATA PROTECTION LAW ONRIGHT TO
INFORMATION: ANALYZING CONFLICT BETWEEN
INDIVIDUAL PRIVACY AND PUBLIC TRANSPARENCY

AUTHORED BY - VISHAL KUMAR" & DR. MAHENDRA KR. BAISHYA"

Abstract
Right to information is a powerful weapon that enables citizens to access information from the
government. Thereby it should not be exploited for obtaining unnecessary personal
information, but also at same time information should not be withheld under the aegis of
privacy specially in case of involved public interest. Privacy is a crucial aspect of individual
autonomy while public transparency is essential norm of constitutional democracy. In India,
where personal privacy and individual autonomy are cherished, Digital Personal Data
Protection Act, 2023 emerges as a pivotal instrument, however the absolute privacy protection
in public affairs can pose significant challenges to public transparency. The Right to
Information (RTI) generally focuses on accessing information under the control of public
authorities. When it comes to privacy, RTI Act in India had already an exemption to protect
sensitive personal information. In many instances in India, personal information had been
withheld if its revelation would infringe upon personal privacy rights. However, the
amendment to RTI Act through DPDP Act has introduced potential conflict between privacy
rights and right to information. It has also been asserted that such amendment prioritizes
privacy over public transparency that potentially undermines the paramountcy of RTI law. The
study focuses on desired need for balancing both constitutional rights by considering expert

opinions, judicial rulings and democratic principles.

Keywords: Right to Privacy, Right to Information, Transparency & Accountability, Public

Interest, Constitutional Principles.

Introduction
Technological development has led to the digitization of global data, and India is also
witnessing rapid digitalization which has transformed the frequency of sharing of personal data
and information, prompting significant concerns around personal privacy of any person.

Currently, we are part of a modern society where information about our lives is constantly
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acquired and exchanged by different institutions and groups. Technological dependency and
usage have facilitated the collection and circulation of data at a higher frequency, ignoring
privacy rights as insignificant.t Thus, in order to tackle the challenges posed by mass data
collection and circulation, the government has introduced the Digital Personal Data Protection
Act, 20232 (hereinafter referred to as DPDP Act) to regulate collection, storage and circulation

of personal data in lawful manner while protecting personal privacy.

The DPDP law described as a crucial piece of legislation to safeguard personal data in
this digital era. However, the amendment made to the Right to Information Act, 20053
(hereinafter referred to as RTI Act) through the DPDP Act has altered the scenario of
information disclosure by granting absolute protection to personal information from public
access. This amendment sparked a significant apprehension among numerous activists, civil
societies, and information commissioners who argues that the amendment is an attempt to make
the functioning of the RTI obsolete by undermining democratic right.* The RTI Act, which
empowers and enable the citizens to participate in public governance, is recognized as an
inherent component of freedom of speech and expression under Article 19 of the Indian
Constitution by the Supreme court in several of its landmark judgments.’ In India, this
development reflects the complex constitutional challenge of guaranteeing two rights
simultaneously, i.e. protecting fundamental right to privacy and citizens’ freedom of speech &

expression through the right to information in public matters.

The research aims to analyse the legal and practical implications of the two competing
rights through examining the provisions of Indian Constitutional law, statutory frameworks,
and judicial decisions. The article highlights the development of privacy rights in India and the
role of RTI as an instrument of public accountability, and analyses the jurisprudence by which
courts have attempted to harmonize these rights through their decisions. As India is going

through digital transition, striking a constitutional balance between the right to privacy and the

1 Ishaan Singhee, “The Effect of the Digital Personal Data Protection Bill on the RTI And Freedom of Speech” Il

JLRJS 130 (2023)

2 The Digital Personal Data Protection Act, 2023, (Act 22 of 2023).

3 The Right to Information Act, 2005, (Act 22 of 2005).
https://timesofindia.indiatimes.com/city/jaipur/activists-seek-withdrawal-of-amendments-to-rti-

act/articleshow/120244037.cms (visited on 15 Oct 2025).

® Bennett Coleman and Co v. Union of India, AIR 106 (SC:1973); SP Gupta v. Union of India AIR SC 149 (1982);

Indian Express Newspapers (Bombay) Private Ltd v. Union of India, AIR 515 (SC:1986); State of U.P v. Raj

Narain AIR 865 (SC:1975), Union of India v. Association for Democratic Reforms, AIR 2110 (SC:2002), People’s

Union for Civil Liberties v. Union of India SCW 2353 (SC 2003).
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right to information is crucial for ensuring transparency in governance, public accountability,

data protection, and privacy rights.

Conceptualizing Right to Privacy in Information Age
Adequate privacy protection is an essential component of an individual’s ability to develop and
maintain their identity. The method of data collection, storage, and process by private
organizations and public authorities has posed a new challenges and concerns in the field of
privacy protection.® Personal data can be turn out to be a potentially harmful asset if not
collected, processed and transferred ethically and lawfully in a transparent manner. In this

digital age, handling data lawfully and ethically is essential for a working democracy.’

The right to privacy has emerged as a cornerstone of India's constitutional framework,
though its explicit recognition in the text of the Indian Constitution occurred only through
judicial interpretation. Article 21 of the Indian Constitution®, which guarantees fundamental
right to life and personal liberty forms the constitutional ground for recognition of right to
privacy as fundamental right by the Supreme Court in the case of Justice K.S. Puttaswamy
(retd.)®, an outcome of Constitutional interpretation by the apex court in the light of evolving
society and rapid digitization. Previously the supreme court in the cases such as M.P. Sharma
v. Union of India®® and Kharak Singh v. State of Uttar Pradesh, invalidated the concept of
privacy as an inherent fundamental right under the Indian Constitution. However, the coming
decades witnessed a gradual shift in judicial reasoning, with subsequent decisions establishing
privacy protection in certain cases without firmly confirming privacy an essential fundamental
right.22 But, the Supreme Court in Justice K.S. Puttaswamy (Retd.) v. Union of India®® held that
right to privacy is an inherent fundamental right protected under Article 21 of the Indian
Constitution. This landmark judgment acknowledges that privacy has become indispensable to
individual autonomy and human dignity in the contemporary society. However, the Supreme

Court after declaring privacy as a Fundamental Right has not expressly defined it but extended

6 Attila Peterfalvi, “Data Protection and Freedom of Information on Digital Platforms” 2021 (2) Law Review of
Kyiv University of Law 348 (2021).

7 Salman Qasmi, “Impact of Data Protection Laws on The Right to Information: A Comparative Analysis of India
and The United Kingdom” ILI Law Review (2024).

8 The Constitution of India, art. 21.

9 Justice K. S. Puttaswamy (retd.) v. Union of India, (2017) 10 SCC 1.

101954 AIR 300.

1T AIR 1963 SC 1295.

12 https://blog.ipleaders.in/different-aspects-of-right-to-privacy-under-article-21/ (visited on 10.11.2025).

132017 10 SCC 1.

Page | 19


http://www.ijlra.com/
https://blog.ipleaders.in/different-aspects-of-right-to-privacy-under-article-21/

www.ijlra.com
Volume 3 Issue 1 | March 2026 ISSN: 2582-6433

to include bodily integrity, personal autonomy, dignity, covering intimacies like family,

marriage, sexual orientation and personal data protection.

After Puttaswamy judgement, the Government of India appointed Justice B. N.
Srikrishna Committee (2017)* to examine and analyse the challenges and issues involved in
legal framework for data protection and privacy rights in India. Thereafter, the Personal Data
Protection Bills of 2019 & 2022 were introduced by the Central Government which had been
withdrawn later due to lag in provisions related with data localization, transparency,
compliance, etc. as well as major changes suggested by Joint Parliamentary Committee.'
Subsequently, the Parliament enacted The Digital Personal Data Protection Act, 2023 for

protecting and regulating personal data of the individuals.

Like the other fundamental rights, right to privacy is also not absolute right. The
judgment safeguards the right of an individual to control his personal data on the internet but
not absolutely.”” The supreme court in R. Rajagopal vs. state of Tamil Nadu,*® laid down
important principles regarding privacy, freedom of speech, and the limits of state authority.
The court recognised privacy rights as implicit in article 21 but it is not absolute and can be
restricted in matter involving public interest. Therefore, public officials cannot demand privacy
protection for acts related to their official conduct. Similarly, in Justice K.S. Puttaswamy*®
judgement, supreme court states that right to privacy is not an absolute right and therefore
subjected to reasonable restrictions where limitations on privacy rights must satisfy the triple
test of legality, necessity and principle of proportionality. This judgement balances privacy
rights with public interest by allowing reasonable restrictions and not excessive.

Right to Information for Transparent and Accountable Governance

The Indian Constitution does not expressly mention a "right to information”, courts have
recognized that this right has a genesis in Article 19(1)(a) of the Constitution, which guarantees

14 Justice K.S. Puttaswamy vs. Union of India (2017) 10 SCC 1; Gobind v. State of Madhya Pradesh (1975) 2
SCC 14.

15 Justice B.N. Srikrishna Committee, “A Free and Fair Digital Economy Protecting Privacy, Empowering
Indians” Government of India (2017).

16 https://economictimes.indiatimes.com/tech/technology/government-to-withdraw-data-protection-bill-
2021/articleshow/93326169.cms?from=mdr (visited on 12.11.2025)

17 Nandini Chhabra, “Striking a balance between Right to Privacy and Right to Information: Critically studying
the Indian Scenario” Indian Journal of Integrated Research in Law (2022).

18 AIR 1995 SC 264.

19 Supra note 9
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"freedom of speech and expression™ to all citizens and has been interpreted to encompass a
right to access information held by the state.?® The democratic value underlying the right to
information rests on the premise that citizens in a democracy must be able to make informed
decisions about public affairs and that public accountability requires that government actions
and decisions be subject to public scrutiny.? Citizens cannot meaningfully participate in
elections or engage in political discourse if they are denied access to information about
government operations.?? The right to know a every public act of the government authority
serves as a significant check on arbitrary or corrupt government action, allowing civil society
organizations, media, and informed citizens to scrutinize government conduct and advocate for
changes.® In the case R. Rajagopal v. State of Tamil Nadu?, court observed that “our system
of government demands constant vigilance over exercise of governmental power by the press

and media amongst others.”

Enabling the realization of constitutional right to information, Parliament introduced
the Right to Information Act, 2005.% The RTI Act is characterized as a symbol of democracy
as it prevails over colonial law of Official Secrets Act, 1923,% which deny disclosure of
government information except under narrow circumstances. In contrast, the RTI Act
incorporates a presumption in favour of disclosure, allowing citizens to seek information
without furnishing any reasons for their requests®” and mandating public authorities to respond
within thirty days.?? RTI Act also provides exceptions to the general rule of disclosure for
certain categories of information needs to be protected.?

Since the enactment of RTI Act, it has played a vital role in promoting transparency
and accountability in government offices. The study shows that RTI has improved the efficacy
of public service delivery system by eradicated the secrecy culture and corruption in public
offices to some extent.® Thus, it became necessary for the country of democratic values to

protect and promote the core provisions of RTI law to uphold constitutional democracy.

20 Bennet Coleman & Co. v. Union of India, AIR 1973 SC 106.

2 People’s Union for Civil Liberties v. Union of India, 2003 SCW 2353 SC.
22 State of U.P. v. Raj Narain, AIR 1975 SC 865.

23 SP Gupta v. Union of India, AIR 1982 SC 149.

2 AIR 1995 SC 264.

% Supra note 3.

2 |bid., s. 22.

27 Ibid., s. 6(2).

2 |bid., s. 7(1).

2 |bid., s. 8(L).

%0 Chetan Agarwal, “Right to Information: A tool for combating corruption in India” Journal of Management &
Public Policy (2012).

Page | 21


http://www.ijlra.com/

www.ijlra.com
Volume 3 Issue 1 | March 2026 ISSN: 2582-6433

Impact of Digital Personal Data Protection Act on

Right to Information Law
The RTI Act is a vital tool that make government authorities more responsible and empowers
citizen to seek any information under the control of public authorities while the DPDP Act,
2023, regulates the processing of digital personal data in a manner that safeguards individuals'
privacy rights. The interplay between these two laws, especially DPDP Act’s amendment to
RTI Act, introduces potential conflict between right to privacy and public’s right to know.*
However, Section 38(2) of DPDP Act® says that in case of conflict between DPDP law and
other laws (including RTI Act), the data protection law shall prevail. Thus, this provision
directly undermines the sanctity of RTI law having overriding effect on most democratic and
citizen centric law of the land. Another contentious provision of the DPDP Act is Section 44(3),
which amended the Section 8(1)(j) of the RTI Act. Section 44(3) of DPDP Act insert a
provision “information which relates to personal information” which replaces Section 8(1)(j)
of RTI Act granting absolute protection to personal information under the RTI law. Under the
original Section 8(1)(j) of the RTI Act, personal information could be denied from disclosure

unless the public authority was satisfied that disclosure was justified by "larger public interest".

The DPDP Act substantially eliminates the expression clearly mentions the "larger
public interest” by amending section 8(1)(j) of the RTI Act, granting absolute exemption to
disclosure of all personal information. However, the government asserts that DPDP Act, 2023
aims to reconcile the conflicting rights by justifying that the amendment does not nullify the
possibility of disclosure under larger public interest doctrine, as the Section 8(2) of the RTI Act
continue to allow disclosure where public interest outweighs harm to protected interests.
However, it can be argued that public information officer may deny disclosure of information
citing privacy protection even if larger public interest outweighs the protected interest under
the pretext of Section 38(2) of DPDP Act which has overriding effect on other laws (including
RTI Law) while the section 8(2) of the RTI Act is discretionary in nature and public authority
cannot be compelled to disclose information despite larger public interest involves. Also, the
application related to third-party information under the RTI Act, 2005 poses significant
challenges even in case where larger public interest warrants disclosure under the RTI

framework because the right to erasure or restriction under DPDP framework may prohibit

31 PRS Legislative Research, 2023.
32 Supra note 2.
33 https://www.pib.gov.in/PressReleasePage.aspx?PRID=2158506&reg=3&lang=2 (visited on 15 Nov 2025)
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public authorities from disclosing personal data sought through the RTI requests. For instance,
information may be denied if a third party exercises their right to erasure of data essential for
public accountability.3

Several concerns have been raised by the activists and information commissioners that
this amendment will institutionalize the denial of information under the excuse of being
personal information.® First, the amendment allows public authorities to broadly categorize
and declare certain information as "personal information” and deny disclosure without
considering genuine public interest analysis.®® Second, the amendment has increased the risk
of compromising transparency and accountability in matters of significant public concern. For
example, performance of public servant, disciplinary actions taken against government
officials, approval of public projects or environmental clearances, and allocation of public
resources could all potentially be categorized as "personal information™ and withheld from
disclosure.®” This enables a secrecy culture in the areas where public accountability and
transparency is significant. Third, the amendment may negate the jurisprudence and principles
evolved by the courts that establishes "larger public interest" test to serve legitimate democratic
purposes. Hence, the amendment attempts to erode the established jurisprudence by making
disclosure dependent on the discretion of the public authority even where the larger public

interest is involved.

The original provision of the RTI Act was the only law that addressed ‘privacy’ in a
limited sense and offered public servants the ability to protect their personal information from
disclosure, which has no link to any public activity or involves large public interest. However,
the majority of RTI applications were rejected by public information officials under the guise
of section 8(1)(j), intended to shield the public servants from scrutiny or action against their
corrupt practices. The objectives of the Act were not fully realized because of the colonial
mindset of withholding information and secrecy culture in public offices. The ultimate

34 Dharmendra Kumar, “Impact of the Digital Personal Data Protection Act, 2023 on Third-Party Information
under the Right to Information Act, 2005: A Critical Analysis” International Journal for Multidisciplinary
Research (1JFMR) (2025).

3 Gaurav Vivek Bhatnagar, Activists, “Information Commissioners Fear Data Protection Bill Will Crush RTI Act
Provisions” The Wire (14 Dec 2022) https://thewire.in/rights/activists-information-commissioners-fear-data-
protection-bill-will-crush-rti-act-provisions (visited on 27 Nov 2025).

% Shailesh Gandhi, “Ten instances show how the digital data protection bill will undermine the RTI Act” Scroll.in
(Feb  2023) https://scroll.in/article/1042602/these-instances-show-how-the-digital-data-protection-bill-will-
undermine-the-rti-act (visited on 28 Nov 2025).

37 Ibid.
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objective of this legislation is to allow public scrutiny of the official conduct of every public
servant, which is a significant democratic norm.* Before such amendment there were several
grounds on which personal information could still be disclosed.*® The original Section 8(1)(j)
clarifies the scope of protection provided to personal information of public servant and outlines
exceptions of disclosure in the larger public interest. The section 8(1)(j) had effective provision
that adequately balanced both the rights by allowing access to information in public interest on
one hand while protecting public servant from the harm due to unwarranted invasion of privacy

on the other.4

The amendment made to section 8(1)(j) of the RTI Act has rendered accountability
mechanisms ineffective. Citizens cannot meaningfully participate in governance if information
regarding major policy decisions and their implementation is classified as personal and
withheld from disclosure. This legal change will derail the purpose of the RTI law that
endeavours to exposing corruption and inefficiencies in public affairs for two decades and will
encourage a culture of secrecy, opaque decision-making processes and render public servants’
actions unaccountable. Thereby, such amendment leads to the weakening of the RTI Act by

depriving citizens’ constitutional right to access information.*

Balancing Individual Privacy with Public Transparency and

Accountability

A prosperous data protection law needs to strike a balance between competing constitutional
rights. One such conflict exists between the right to free flow of information through freedom
of speech and expression and the right to restrict such information which invades privacy rights.
In order to harmonize such constitutional rights and to ascertain when one right outweighs
another, it is significant to be guided by the principle of public interest test which was
established and applied by the Supreme Court in resolving many significant legal and
constitutional questions before it.

38 M Sridhar Acharyulu, “Personal Data Protection Bill’ vis-a-vis Freedom of Expression (including RTI)” P 32
Bennett Journal of Legal Studies (2020).

39 Ibid. P 39.

40 1bid.

4L P Arun, “Beyond Citizen Oversight Problems with the Trade-off between Transparency and Privacy” Economic
& Political Weekly EPW (May 2025) https://www.epw.in/journal/2025/20/commentary/beyond-citizen-
oversight.html (visited on 2 Dec 2025)
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The amendment clearly contrasts the A.P Shah Committee Report*> on Privacy which
noted that privacy is the narrow exception to the right to information under RTI law where
public interest necessitates disclosure of personal information. The committee also
recommended five exceptions to the right to privacy namely, national security; public order;
disclosure in public interest; Prevention, detection, investigation, and prosecution of criminal
offences; and Protection of the individual or of the rights and freedoms of others.* Thus,
disclosure of information in public interest is recognised as an important exception to privacy

rights.

The unamended section 8(1)(j) of RTI Act, 2005 had provided balanced approach
where personal information of any individual granted protection from disclosure, but such
protection is not absolute, as it can be circumvented by establishing that "larger public interest”
justifies disclosure of personal information or if it is related to any public activity.* This was
also recognised by the Supreme court in Thalappalam Service Cooperative Bank Limited and
Others v. State of Kerala and Others,* which stated that the RTI Act contains adequate

safeguards for privacy protection.

Judicial Approach towards Balancing Conflicting Rights

Indian courts have continuously recognized that fundamental rights may frequently coincide
with one another and with legitimate public interests. When such conflicts arise, courts have
laid down the effective mechanism for harmonizing competing rights rather than treating them
as absolute and irreconcilable. The application of the "larger public interest” test has been
extensively developed through judicial rulings. In Girish Ramchandra Deshpande v. Central
Information Commission,* the Supreme Court held that the performance and conduct of public
servants was primarily a matter between employer and employee which falls under the
expression ‘personal information’ and the disclosure of such information has no connection to
any public interest. In another case, CPIO, Supreme Court of India v. Subhash Chandra
Agarwal,*” the Court upheld the disclosure of information regarding judges' asset declarations,
affirming that while such information is personal in nature, the public interest in judicial

accountability justified disclosure. The court also provides detailed guidance for balancing

42 Justice A.P. Shah Committee, “Report of the Group of Experts on Privacy, Government of India” (2012).
#1d. P 57.

4 Supra note 3, s. 8(1)(j).

45(2013) 14 SCR 479.

46 (2013) 1 SCC 212.

47(2019) 16 SCALE 40.
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privacy and transparency in RTI context. The Court also held that information about
individuals' core personal and intimate relationships such as details of medical condition,
family matters, religious beliefs, or sexual orientation warrants the highest protection from
disclosure. However, information related with public servants' compliance with legal rules,
financial disclosures made to the government, or decisions affecting public welfare receives

less protection, as such information has clear relevance to public activity and accountability.

In practice, Section 8(1)(j) of RTI has been mostly used to deny information on privacy
grounds and concerns have been raised that courts and Information Commissions have
sometimes granted excessive protection to personal information at the cost of legitimate public
interests.*® In some cases, civil society organizations have reported instances where courts and
Information Commissions have refused to disclose public servant’s salary and benefits related
information, despite the fact that such information is relevant to public accountability regarding

utilization of public funds.*

Through balancing both the rights, RTI Act worked as a due diligence mechanism for
protection of personal information and regulation of public information but DPDP Act’s rigid
approach towards privacy protection in government functioning may erode the RTI Act’s
transparency mechanisms. Citizens cannot meaningfully participate in governance if
information regarding major policy decisions and their implementation is classified as personal
and withheld from disclosure. As India implements the DPDP Act, it must ensure a balanced
legislative and judicial jurisprudence to uphold both the right to privacy and citizen’s right to

information.

Conclusion
Privacy is fundamental need for human being. No one can compel any individual to reveal their
personal information which is not relevant to general public interest. However, prioritizing
individual privacy over public transparency by amending section 8(1)(j) of the RTI Act through
DPDP Act creates significant challenge for constitutional democracy. Consequently, such

amendment will have negative implication in realizing the purpose of RTI law. New legal

48 Shailesh Gandhi, “How the Supreme Court’s flawed judgment in Girish Ramchandra Deshpande case has led
to denial of information under Section 8(1)(j) of the RTI Act” ( 29 April 2022) https://theleaflet.in/information-
and-transparency/how-the-supreme-courts-flawed-judgment-in-girish-ramchandra-deshpande-case-has-led-to-
denial-of-information-under-section-81j-of-the-rti-act (visited on 25 Nov 2025).

49 RK Jain vs. Union of India (2013) 14 SCC 794; Canara Bank vs. C.S. Shyam (2018) 11 SCC 426.
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framework has existing loopholes, such as the absence of a public interest test and undefined
term ‘personal Information’, lead to legal ambiguity and inconsistent application, undermining
the role of RTI Act in ensuring transparency and accountability in public activity. Legal and
policy reform to reinstate a balanced public interest test and defining ‘personal information’ in
RTI context are significant to align the two frameworks. It also requires the cooperation
between Central Information Commission and Data Protection Board to ensure consistent and

equitable application of both laws.

Balancing privacy and transparency in governance require the robust legal framework
with several key insights. First, both fundamental rights must be balanced through context-
specific analysis guided by constitutional democratic principles. Second, the principle of
proportionality emphasized in the Justice K.S. Puttaswamy ruling laid down a framework basis
for striking balance, enabling courts and public authorities to determine whether limitations on
one fundamental right are warranted by the need to protect another fundamental right. Third,
the "larger public interest™ test emerged through judicial interpretation for determining whether

certain information requires privacy protection or disclosure to serve democratic purposes.

Addressing conflict between right to privacy and right to information does not require
favouring or protecting one right over another. Instead, it demands formulation of holistic and
inclusive framework that embrace and promote privacy and transparency as complimentary
rights within a constitutional democracy. The coexistence of privacy rights and right to
information depends on the constitutional balance through context-specific evaluation rooted
in principle of proportionality and public interest. Thus, individuals can be protected from
unwarranted disclosure of legitimate personal information while also having access to
information necessary to make public authorities accountable. Government agencies can
employ precautionary measures in place for protecting personal data while being subject to
adequate public scrutiny. Indian constitutional framework has been enriched by decades of
judicial philosophies on both privacy and transparency, provides the conceptual strategies
necessary to maintain this balance. Political will is required for establishing comprehensive

framework that respect both fundamental rights rather than that prioritizes one over another.
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