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ABSTRACT 

The quick development of technological devices for communication and information has made 

digital evidence a crucial part of contemporary criminal investigations. Mobile phones, 

computers, CCTV cameras, emails, social media platforms, cloud storage, and GPS systems 

are examples of modern electronic devices that produce useful data that can help identify and 

prove criminal offenses. Investigating agencies can use digital data to reconstruct crime scenes, 

identify suspects, create timelines, and support court processes. However, due to its extreme 

fragility and ease of alteration, deletion, or damage, electronic data must be properly collected 

and preserved in order to guaranty its authenticity and admissibility in court. 

 

The concept, significance, gathering, and storage of digital evidence in criminal investigations 

within the Indian judicial system are all examined in this paper. It examines the legal 

recognition and procedural protections for electronic evidence found in the Information 

Technology Act, 2000, the Bharatiya Sakshya Adhiniyam, 2023, and the Bharatiya Nagarik 

Suraksha Sanhita, 2023. The study also emphasizes how important it is to uphold the chain of 

custody, employ forensic methods, and adhere to established protocols while conducting an 

investigation. 

 

Both conceptual and empirical approaches are used in the study. While secondary data was 

gathered from books, legal journals, court rulings, government papers, and research articles, 

primary data was gathered from 102 respondents, including advocates and government 

workers, using a standardized Google Forms questionnaire. The findings indicate that although 

digital evidence has significantly improved the efficiency of criminal investigations, 

http://www.ijlra.com/


www.ijlra.com 

Volume 3 Issue 7 | Oct 2026 

 

ISSN: 2582-6433 

 

 

Page | 1481 
 

 

challenges such as inadequate forensic infrastructure, the efficient use of electronic gadgets is 

nevertheless hampered by a lack of technical know-how and careless handling. The study 

comes to the conclusion that maintaining the integrity, dependability, and admissibility of 

digital evidence in the criminal justice system requires bolstering cyber forensic capabilities, 

improving investigator training, and guaranteeing strict adherence to legal procedures. 

 

INTRODUCTION 

Every element of human existence has been transformed by the quick development of 

information and communication technology, including how crimes are committed and 

investigated. Electronic gadgets including cell phones, computers, laptops, CCTV cameras, 

cloud storage, emails, social networking platforms, and GPS-enabled systems have become 

essential components of everyday life in the current digital era. As a result, practically every 

criminal offense leaves behind some kind of digital imprint that can help investigating agencies 

identify perpetrators, reconstruct events, and establish facts in court. Consequently, one of the 

most important types of evidence in modern criminal investigations is digital evidence. 

 

Any information created, transferred, or kept in an electronic format that may be used as proof 

in court is referred to as digital evidence. Emails, text messages, call logs, CCTV footage, 

digital photos, audio and video recordings, internet browser histories, financial transaction 

information, and social media correspondence are all included. In contrast to conventional 

kinds of evidence, digital evidence is extremely brittle and, if improperly handled, may be 

readily changed, erased, or ruined. In order to preserve its integrity and validity, its gathering 

and preservation necessitate the use of specialized forensic techniques, accurate 

documentation, and rigorous adherence to legal regulations. 

 

Significant legal advancements have resulted from India's increasing dependence on digital 

evidence. The legal basis for the admission and handling of electronic documents in criminal 

proceedings is provided by the Information Technology Act, 2000, the Bharatiya Sakshya 

Adhiniyam, 2023, and the Bharatiya Nagarik Suraksha Sanhita, 2023. Law enforcement 

organizations have been motivated to use cutting-edge technology techniques by the growing 

significance of cyber forensics and digital investigations. This research looks at how digital 

evidence is gathered and stored, the laws that control its use, the difficulties investigators 

encounter, and the steps necessary to guaranty its accuracy and admissibility in the criminal 

justice system. 
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RESEARCHED QESTIONS 

1. How familiar are you with digital evidence? 

2. Which digital source is most difficult to collect as evidence in criminal investigations? 

3. Do encryption, passwords and locked devices create major difficulties in 

collecting digital evidence? 

4. Do you think AI-generated deepfakes and manipulated videos make it difficult to 

identify genuine digital evidence? 

5. How important is maintaining the “chain of custody” of digital evidence? 

6. Which one should be given the highest priority to improve digital evidence handling? 

7. In your opinion, what is the single biggest challenge in the collection and preservation 

of digital evidence in criminal investigations? 

8. What is the biggest challenge in collecting digital evidence? 

9. How concerned are you about the possibility of digital evidence being tampered with 

during investigation? 

10. What do you think is the biggest problem in preserving digital evidence? 

 

OBJECTIVES OF THE STUDY 

Examining the idea, importance, and use of digital evidence in contemporary criminal 

investigations is the main goal of this study. Digital communication and electronic gadgets have 

become crucial sources of evidence in criminal proceedings due to the quick development of 

technology. In order to maintain justice and openness in the criminal justice system, the study 

aims to comprehend how digital evidence helps detect, investigate, and prosecute crimes. 

 

Analyzing the different approaches used for the gathering, storing, and analysis of digital 

evidence is another goal of the study. The study focuses on how investigative agencies apply 

appropriate forensic methods and chain of custody to preserve the trustworthiness, authenticity, 

and integrity of electronic information. 

 

This study evaluates recent technological advancements and legislative reforms that enhance 

the role of digital evidence in criminal investigations. To assess real-world awareness and 

practical experiences regarding digital evidence collection and preservation, an empirical 

survey was administered via Google Forms to 102 legal professionals and government officials. 

Grounded in these findings, the research highlights key operational challenges faced by 
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investigators and proposes targeted legal and technical reforms specifically, upgrading cyber 

forensic infrastructure, providing specialized training for law enforcement, and streamlining 

legal procedures to improve the reliability and efficiency of digital evidence. 

 

RESEARCH METHODOLOGY 

This research adopts a descriptive and analytical methodology. Both primary and secondary 

sources were used. Primary data was collected through a structured Google Forms 

questionnaire shared with advocates and government employees to understand their awareness, 

practical experiences, and opinions regarding collection and preservation of digital evidence. 

Secondary data was collected from books, journal articles, statutes, government publications, 

judicial decisions, and reliable online legal resources. The study uses qualitative analysis of 

legal provisions together with survey observations to draw conclusions. 

 

This research adopts a descriptive and analytical methodology. Both primary and secondary 

sources were used. Primary data was collected through a structured Google Forms 

questionnaire shared with advocates and government employees to understand their awareness, 

practical experiences, and opinions regarding collection and preservation of digital evidence. 

Secondary data was collected from books, journal articles, statutes, government publications, 

judicial decisions, and reliable online legal resources. The study uses qualitative analysis of 

legal provisions together with survey observations to draw conclusions. 

 

LEGAL FRAMEWORK GOVERNING DIGITAL EVIDENCE 

The legal framework governing digital evidence in India has developed significantly with the 

rapid growth of technology and the increasing use of electronic devices in criminal activities. 

Digital evidence refers to any information stored, transmitted, or generated in electronic form 

that can be used as evidence in legal proceedings. To ensure its authenticity and admissibility, 

India has enacted several laws that regulate the collection, preservation, and use of electronic 

evidence during criminal investigations. 

 

The Information Technology Act, 2000 is the primary legislation governing electronic records 

and cyber offences. It grants legal recognition to electronic records and digital signatures while 

providing provisions to address cybercrimes such as hacking, identity theft, and data breaches. 

The Act also empowers the Government to appoint Examiners of Electronic Evidence to 
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provide expert opinions in legal proceedings. 

 

The Bharatiya Sakshya Adhiniyam, 2023 (BSA) recognises electronic records as admissible 

evidence before courts. It provides legal validity to emails, digital documents, CCTV footage, 

audio and video recordings, mobile phone data, and other electronic records, provided they are 

collected and preserved according to legal procedures. TheBharatiya Nagarik Suraksha 

Sanhita, 2023 (BNSS) further strengthens criminal investigations by encouraging the use of 

technology in search, seizure, documentation, and trial proceedings. 

 

In addition, Article 21 of the Constitution of India protects the right to privacy, requiring 

investigating agencies to collect digital evidence through lawful procedures. Landmark 

judgments such asAnvar P.V. v. P.K. Basheer, Arjun Panditrao Khotkar v. Kailash Kushanrao 

Gorantyal, andJustice K.S. Puttaswamy v. Union of Indiahave also clarified the admissibility 

and protection of electronic evidence. Together, these laws and judicial decisions provide a 

comprehensive legal framework for ensuring the reliability, integrity, and admissibility of 

digital evidence in India's criminal justice system. 

 

RECENT DEVELOPMENT 

Recent technological advancements have significantly transformed the process of criminal 

investigation in India, particularly in the collection and preservation of digital evidence. With 

the implementation of the Bharatiya Sakshya Adhiniyam, 2023 (BSA)and the Bharatiya 

Nagarik Suraksha Sanhita, 2023 (BNSS), greater emphasis has been placed on the use of 

electronic records, digital documentation, and forensic science in criminal investigations. 

These reforms have strengthened the legal recognition of digital evidence and promoted the 

use of technology to improve transparency, efficiency, and accuracy in the criminal justice 

system. 

 

One of the major developments is the introduction of thee-Sakshya application, which enables 

investigating officers to collect, document, and securely store digital evidence through 

electronic means. The expansion of Crime and Criminal Tracking Network & Systems 

(CCTNS)and the Inter-Operable Criminal Justice System (ICJS)has also improved 

coordination among police, courts, prisons, prosecution agencies, and forensic laboratories. 

These digital platforms facilitate faster sharing of information and enhance the efficiency of 

investigations. 
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At the same time, emerging technologies such asartificial intelligence (AI), cloud computing, 

blockchain, encrypted communication applications, and deepfake technology have created new 

challenges for law enforcement agencies. Criminals increasingly use sophisticated digital tools 

to conceal evidence, making investigations more complex. As a result, investigating officers 

require specialised training, advanced forensic tools, and updated technical knowledge to 

effectively handle digital evidence. 

 

Overall, recent developments demonstrate India's commitment to modernising its criminal 

justice system through technology. Continuous investment in cyber forensic infrastructure, 

legal reforms, and capacity building is essential to ensure the secure collection, preservation, 

and admissibility of digital evidence while protecting individual rights and maintaining public 

confidence in the justice system. 

 

FINDINGS 

1. Growing Importance of Digital Evidence The majority of respondents agreed that 

digital evidence has become an essential component of modern criminal investigations 

and plays a significant role in solving criminal cases. 

2. Common Sources of Digital Evidence Most respondents identified mobile phones, 

CCTV footage, emails, social media platforms, computers, and cloud storage as the 

most frequently used sources of electronic evidence. 

3. Challenges in Collection and Preservation Many respondents believed that inadequate 

cyber forensic laboratories, delays in forensic examination, and improper handling of 

electronic devices adversely affect the quality and admissibility of digital evidence. 

4. Need for Technical Expertise A considerable number of participants expressed that 

investigating officers require specialised training in cyber forensics and digital evidence 

handling to ensure proper investigation. 

5. Legal Awareness The survey indicated that awareness regarding the legal procedures 

governing the collection and preservation of digital evidence is still limited among 

some investigators, highlighting the need for continuous legal and technical education. 

 

SUGGESTIONS 

1. Strengthen Cyber Forensic Infrastructure The Government should establish additional 

cyber forensic laboratories equipped with modern technology and qualified experts to 
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ensure timely examination of digital evidence. 

2. Specialised Training Regular training programmes should be conducted for police 

officers, prosecutors, judicial officers, and forensic experts to improve their knowledge 

of digital investigation techniques and legal procedures. 

3. Uniform Standard Operating Procedures (SOPs) Investigating agencies should strictly 

follow uniform SOPs for the seizure, collection, preservation, documentation, and chain 

of custody of electronic evidence. 

4. Enhance Cybersecurity Measures Investment in advanced forensic tools, cybersecurity 

infrastructure, and secure digital storage systems should be increased to protect 

electronic evidence from tampering or unauthorized access. 

5. Awareness and Capacity Building Awareness programmes and workshops should be 

organised for legal professionals and the general public to promote understanding of 

digital evidence, cybercrime reporting, and the importance of preserving electronic 

records. 

 

CONCLUSION 

The collection and preservation of digital evidence have become indispensable in modern 

criminal investigations due to the rapid growth of digital technology and the increasing use of 

electronic devices in everyday life. As most criminal activities now involve some form of 

digital communication or electronic transaction, digital evidence plays a crucial role in 

identifying offenders, establishing facts, and ensuring the successful prosecution of criminal 

cases. However, because digital evidence is highly fragile and susceptible to alteration, 

deletion, or unauthorized access, it must be collected, preserved, and examined using 

scientifically accepted forensic methods and in accordance with the law. 

 

India has made significant progress in strengthening the legal framework governing digital 

evidence through the Information Technology Act, 2000, the Bharatiya Sakshya Adhiniyam, 

2023, and the Bharatiya Nagarik Suraksha Sanhita, 2023. These legislative reforms have 

recognised the importance of electronic records and promoted the use of technology in criminal 

investigations. The empirical survey conducted among 102 advocates and government 

employees further highlights the growing acceptance of digital evidence while also identifying 

challenges such as inadequate forensic infrastructure, lack of specialised training, delays in 

forensic examination, and limited awareness of legal procedures. 
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The study concludes that the effective use of digital evidence requires a coordinated effort 

among investigating officers, forensic experts, prosecutors, advocates, and the judiciary. 

Continuous training, improved cyber forensic laboratories, strict compliance with standard 

operating procedures, and investment in advanced investigative technologies are essential to 

ensure the authenticity and admissibility of electronic evidence. By adopting these measures, 

India can strengthen its criminal justice system, enhance the quality of investigations, protect 

the rights of individuals, and ensure the fair and efficient administration of justice in the digital 

age. 

 

ANEXURE 

 

1. What is your age group? 

 

 

 

2. What is your gender? 
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3. What is your occupation? 

 

 

 

 

4. How familiar are you with digital evidence? 

 

 

 

 

5. Which digital source is most difficult to collect as evidence in criminal investigations? 
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6. Do encryption, passwords and locked devices create major difficulties in collecting 

digital evidence? 

 

 

 

 

7. Do you think AI-generated deepfakes and manipulated videos make it difficult to 

identify genuine digital evidence? 

 

 

 

 

8. How important is maintaining the “chain of custody” of digital evidence? 
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9. Which one should be given the highest priority to improve digital evidence handling? 

 

 

 

 

10. In your opinion, what is the single biggest challenge in the collection and preservation 

of digital evidence in criminal investigations? 

 

Sl. 

No. 

Major Challenge 

Identified 

Approximate 

Frequency 

Interpretation 

1 Maintaining integrity 

and authenticity of 

digital evidence 

24 The majority of respondents believed that 

digital evidence is vulnerable to alteration, 

deletion, or tampering, making proper 

preservation essential. 

2 Lack of technical 

knowledge and 

trained personnel 

12 Many respondents felt that insufficient 

technical expertise among investigators 

affects the proper collection and handling of 

digital evidence. 

3 Volatility and risk of 

data loss 

10 Respondents highlighted that digital evidence 

can disappear quickly due to deletion, 

overwriting, or device shutdown, 

requiring immediate preservation. 

4 AI-generated content 

and deepfakes 

6 Several respondents expressed concern that 

AI-generated images, videos, and deepfakes 

make identifying genuine digital evidence 

more difficult. 

5 Cloud storage, 

encryption, and 

8 Evidence stored in cloud platforms or 

protected by encryption presents challenges 
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access restrictions in collection and examination. 

6 Large volume of 

digital data and 

multiple devices 

10 Respondents noted that managing data from 

mobile phones, computers, CCTV, and other 

devices is complex and time-consuming. 

7 Lack of standard 

procedures and 

11 Many respondents emphasized the need for 

proper forensic laboratories, standard 

 Forensic 

infrastructure 

 operating procedures, documentation, and 

modern equipment. 

8 Legal, 

administrative, and 

jurisdictional issues 

5 Some respondents identified delays in 

approvals, cross-border investigations, and 

legal compliance as barriers to evidence 

collection. 

9 High cost and limited 

resources 

3 A few respondents considered the cost of 

forensic examination and limited 

technological resources as significant 

challenges. 

Total Responses Analysed 102 The findings indicate that preserving the 

integrity of digital evidence, improving 

technical expertise, strengthening forensic 

infrastructure, and addressing emerging 

technological challenges are the primary 

concerns in digital evidence collection and 

preservation. 

 

11. What is the biggest challenge in collecting digital evidence? 
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12. How concerned are you about the possibility of digital evidence being tampered with 

during investigation? 

 

 

 

 

13. What do you think is the biggest problem in preserving digital evidence? 
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