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Abstract 

The financial sector is one of the leading targets of advanced cyber attacks as India is rapidly 

moving towards digitisation. This paper reviews some critical incidents that happened in the 

State Bank of India (SBI), Aadhaar, MobiKwik, and Juspay. This study shows the 

vulnerabilities at the system level of India's digital ecosystem by examining these incidents in 

light of the Information Technology Act (2000), the Digital Personal Data Protection Act 

(2023), and judicial precedents. The study finds that although legal frameworks are developing, 

there are still many issues to address for financial stability and consumer trust, such as corporate 

accountability, transparency of reporting breaches, and strong encryption. 

 

1. Introduction 

The shift towards a “Digital India” has transformed the financial landscape by making it more 

inclusive, but it has also created a bigger target for cyber criminals. Financial institutions, the 

holders of highly confidential personal data, are under mounting pressure to be innovative 

whilst being secure. This paper assesses the nexus between technology, law and corporate 

responsibility on the basis of four historic case studies and a study of Indian privacy 

jurisprudence. 

 

2. Case Studies of Major Financial Data Breaches 

2.1 State Bank of India (SBI): The Vulnerability of Centralization 

In 2019, an unprotected server in SBI’s Mumbai data center exposed the personal information 

of millions of customers. The breach revealed account balances and masked account numbers 

due to a fundamental lack of password protection and encryption protocols.  
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 Legal Implications: Under Section 43A of the IT Act (2000), corporate entities are 

liable for negligence if they fail to implement “reasonable security practices.” The SBI 

incident exemplifies a failure to meet the standards set by the IT Rules (2011) and 

RBI’s cybersecurity frameworks. 

 Key Lesson: Centralized storage systems represent single points of failure. The 

incident underscores the necessity of decentralized security and mandatory breach 

notification. 

 

2.2 The Aadhaar Ecosystem: Systemic Flaws and Third-Party Risks 

Unlike isolated hacks, Aadhaar’s data exposure often stems from systemic vulnerabilities, such 

as insecure government portals and unauthorized third-party access points. 

 Legal Analysis: In Puttaswamy (Aadhaar-5J) v. Union of India, the Supreme Court 

emphasized that data collection must pass the tests of legality, necessity, and 

proportionality. Despite the Aadhaar Act (2016), the involvement of numerous private 

and public stakeholders complicates the enforcement of uniform security standards. 

 

2.3 MobiKwik: The Crisis of Corporate Transparency 

The 2021 MobiKwik breach, allegedly affecting 100 million users, highlighted a significant 

gap in corporate accountability. Despite evidence of data appearing on the dark web, the firm 

initially denied the breach. 

 Policy Conflict: This denial highlights the conflict between a firm’s reputational 

interests and the user’s right to know. The Digital Personal Data Protection Act 

(2023) now addresses this by mandating breach notifications to the Data Protection 

Board and affected individuals. 

 

2.4 Juspay: Third-Party Intermediary Risks 

The 2020 Juspay breach exposed 100 million records. While the company utilized encryption 

for sensitive card details, the leak of email addresses and phone numbers demonstrated that 

encryption is only one component of a holistic defense strategy. 

 The Intermediary Dilemma: As a payment gateway, Juspay sits between merchants 

and banks. This multi-layered structure makes assigning liability difficult, necessitating 

clear contractual obligations regarding data security. 
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3. The Judicial Landscape: Key Precedents 

Indian courts have been instrumental in defining the boundaries of digital privacy. The 

following table summarizes the foundational cases that govern data protection today: 

Case Law Legal Principle Established 

K.S. Puttaswamy (2017) 
Established Privacy as a Fundamental Right under 

Article 21. 

Canara Bank v. Collector (2005) Upheld privacy of financial and banking records. 

Shreya Singhal v. UOI (2015) 
Clarified intermediary liability and digital freedom of 

expression. 

Karmanya Singh Sareen (2017) 
Highlighted the necessity of informed consent in data 

sharing (WhatsApp case). 

Avnish Bajaj v. State (2008) 
Discussed corporate and individual liability for online 

offenses (Bazee.com case). 

 

4. Discussion: Regulatory Gaps and Challenges 

The analysis of these cases reveals three recurring themes: 

1. Enforcement Deficit: While the RBI and CERT-In provide guidelines, the lack of 

public enforcement actions following major breaches weakens the deterrent effect of 

the law. 

2. The Transparency Gap: Organizations often prioritize reputation over disclosure, 

preventing users from taking mitigative steps like changing passwords or monitoring 

for identity theft. 

3. Technological Obsolescence: As seen in the SBI and Juspay cases, “reasonable 

security” is a moving target. What was secure five years ago is now insufficient. 

 

5. Conclusion 

The evolution from the Information Technology Act (2000) to the Digital Personal Data 

Protection Act (2023) marks a shift toward a more robust data sovereign regime in India. 

However, the case studies of SBI, Aadhaar, MobiKwik, and Juspay serve as a reminder that 

legislation is only as effective as its implementation. Financial institutions must move beyond 

compliance based security to a “security by design” culture. Strengthening corporate 

accountability, mandating transparency, and adopting advanced encryption are essential steps 

to safeguarding India’s digital future. 
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