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THE ETHICAL DIMENSIONS AND SECTORAL
CHALLENGES FOR WORKPLACE SURVEILLIANCE

AUTHORED BY - SAlI KRISHNA CHEEKATI

INTRODUCTION

The significance of privacy rights within the workplace has emerged as a critical issue in
contemporary legal discourse, especially with the advent of advanced surveillance mechanisms
employed by organizations to monitor employee conduct.

The proliferation of technological tools such as Closed-Circuit Television (CCTV) systems,
biometric attendance mechanisms, GPS tracking, and digital communication monitoring
systems has raised substantial concerns regarding the extent to which an employee’s right to
privacy is protected under existing legal frameworks. While employers often justify
surveillance on grounds of enhancing productivity, preventing misconduct, and safeguarding
organizational assets, such practices may intrude upon the personal autonomy and dignity of
employees. This intrusion becomes particularly problematic when surveillance is conducted
without proper notification, consent, or adherence to legal safeguards. Despite the
acknowledgment of privacy as a fundamental right under Article 21 of the Indian Constitution,
the legislative framework governing workplace privacy in India remains fragmented and

inadequate.

This chapter seeks to critically analyse the importance of privacy rights within the
workplace by examining their legal recognition, ethical implications, psychological impacts,
and the necessity of evolving a comprehensive legislative framework that harmonizes employer

interests with the protection of employee privacy.

Additionally, the principle of proportionality—a cornerstone of international surveillance
jurisprudence—is insufficiently articulated in Indian law. This omission creates an
environment where blanket or excessive monitoring may go unchecked, eroding the privacy
and dignity of employees. The lack of judicial or administrative guidance on what constitutes

“necessary” or “proportionate” surveillance further exacerbates the uncertainty. To ensure a
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rights-respecting framework, Indian laws must embed proportionality as a guiding principle,
accompanied by judicially enforceable standards to assess and curb excessive surveillance in
the workplace.

LEGAL RECOGNITION OF WORKPLACE PRIVACY RIGHTS

The protection of privacy rights within the workplace is rooted in the broader constitutional
guarantee of the Right to Privacy, as established by the Supreme Court of India in
Justice K.S. Puttaswamy (Retd.) v. Union of India (2017). The Court, in its historic
decision, recognized privacy as a constitutionally protected right under Article 21,
encompassing various dimensions including informational privacy, bodily integrity, and
decisional autonomy. While this judgment primarily focused on governmental intrusions, its
principles are equally applicable to workplace environments where privacy infringements may
occur due to continuous monitoring. Furthermore, the Court emphasized that any
encroachment upon the right to privacy must adhere to the principles of legality, necessity, and

proportionality.

These principles necessitate that workplace surveillance must be sanctioned by valid
legislation, aimed at achieving a legitimate purpose, and proportionate to the objective sought.
In the context of employment relationships, it implies that employers must have clear policies
governing surveillance practices, and such practices must be reasonable and narrowly tailored

to achieve their intended objectives.

The recognition of privacy rights in the workplace is also intertwined with the fundamental
freedoms guaranteed under Article 19 of the Constitution. Excessive surveillance can infringe
upon the Freedom of Speech and Expression (Article 19(1)(a), particularly if monitoring
mechanisms are employed to scrutinize employee communications or restrict legitimate
expressions of dissent. Similarly, the Right to Practice Any Profession (Article 19(1)(g)) may
be compromised when surveillance measures create an environment of coercion or
psychological distress. Moreover, the Right to Equality (Article 14) mandates that
surveillance policies must be applied uniformly and without discrimination, ensuring that all

employees are treated equitably in terms of privacy protection.
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STATUTORY LANDSCAPE:

Concerning workplace privacy in India is primarily governed by the Digital Personal Data
Protection (DPDP) Act, 2023, the Information Technology Act, 2000, and various sector-
specific legislations. However, these statutes are largely inadequate in providing
comprehensive safeguards for privacy rights in workplace settings. The DPDP Act, 2023
represents a significant attempt to regulate the processing of personal data, including data
collected through surveillance mechanisms. Under this Act, employers, classified as Data
Fiduciaries, are required to obtain explicit consent from employees before collecting
personal data, which may include CCTV footage and biometric information. The principles of
purpose limitation, data minimization, and transparency mandate that surveillance must be
conducted only for legitimate and specified purposes, and the extent of monitoring should
be limited to what is necessary for achieving those purposes. Furthermore, the DPDP Act
obligates employers to implement stringent data protection measures, including safeguards
against unauthorized access, misuse, or disclosure of surveillance data. The Act also provides
for grievance redressal mechanisms, ensuring that employees have the means to seek recourse
against breaches of privacy. However, despite its comprehensive approach towards data
protection, the DPDP Act does not specifically address the intricacies of workplace

surveillance, thereby leaving room for potential misuse and ambiguity in its application.

The Information Technology Act, 2000, although primarily aimed at regulating electronic
commerce and cybersecurity, contains certain provisions that are relevant to workplace
surveillance. Section 43 and Section 66 address unauthorized access to computer systems
and data theft, which may extend to unauthorized retrieval or misuse of CCTV footage.
Additionally, Section 72 and 72A provide for penalties against the disclosure of personal
information obtained under lawful contracts, which could include employment agreements

where surveillance practices are stipulated

Sector-specific statutes such as the Factories Act, 1948 and the Sexual Harassment of
Women at Workplace (Prevention, Prohibition, and Redressal) Act, 2013 also intersect with
workplace privacy concerns. While the Factories Act is primarily focused on ensuring safety
and welfare within industrial establishments, the latter seeks to provide a safe working
environment for women, which may justify the use of surveillance mechanisms for security

purposes. However, surveillance conducted under such statutory frameworks must be
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proportionate to the intended objectives and should not exceed the permissible limits of

privacy intrusion.

ETHICAL AND PSYCHOLOGICAL IMPLICATIONS OF WORKPLACE
SURVEILLANCE:

The ethical dimensions of workplace surveillance are inherently tied to principles of
consent, transparency, and proportionality. Ethical surveillance requires that employees be
informed of monitoring practices and provided with mechanisms to challenge or contest
unwarranted intrusions. The absence of transparency not only undermines the legitimacy of
surveillance but also violates fundamental ethical standards of respect for individual autonomy
and dignity. Psychologically, excessive monitoring can have detrimental effects on employees,
including heightened stress, anxiety, diminished creativity, and loss of autonomy. Studies
have indicated that continuous surveillance may contribute to reduced productivity, decreased
job satisfaction, and erosion of trust between employers and employees. Such detrimental
effects emphasize the need for balanced surveillance practices that respect privacy while

achieving legitimate organizational objectives.

The importance of privacy rights in the workplace cannot be overstated. As the contours of
privacy law continue to evolve, it is imperative for India to adopt a comprehensive and
coherent framework that adequately addresses the complexities of workplace surveillance.
While the DPDP Act, 2023 provides a foundational structure for data protection, it remains
insufficient in addressing the specific challenges posed by workplace monitoring mechanisms.
The principles of legality, necessity, proportionality, and accountability must guide the
formulation of policies that strike a fair balance between organizational interests and employee
privacy rights. A robust and clear legislative framework is essential to ensure that privacy
rights are preserved, thereby fostering a conducive working environment that respects the

dignity and autonomy of employees.

ETHICAL CHALLENGES IN WORKPLACE SURVEILLANCE
The increasing prevalence of surveillance mechanisms within workplaces has not only raised
legal concerns but has also presented significant ethical challenges that require careful
consideration. Employers often justify monitoring systems as essential tools for enhancing

productivity, ensuring workplace security, and preventing misconduct. However, the ethical
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implications of such surveillance practices are profound, as they directly impact the personal
autonomy, dignity, and psychological well-being of employees. The deployment of Closed-
Circuit Television (CCTV) systems, biometric attendance systems, keystroke logging
software, and digital tracking mechanisms without adequate safeguards can lead to ethical
dilemmas that challenge the fundamental principles of fairness, transparency, consent, and
proportionality. This chapter seeks to critically examine the ethical challenges associated with
workplace surveillance, particularly focusing on the inherent conflict between privacy rights
and organizational security, as well as the ethical considerations that must guide employee

monitoring practices.

CONFLICT BETWEEN PRIVACY RIGHTS AND ORGANIZATIONAL SECURITY:
The ethical conflict between privacy rights and organizational security represents a
fundamental challenge in the realm of workplace surveillance. Employers have legitimate
reasons to implement surveillance mechanisms, such as safeguarding proprietary information,
preventing theft, ensuring employee productivity, and maintaining workplace safety. From a
utilitarian perspective, surveillance is often justified as a means to achieve the greater good
by enhancing organizational efficiency and protecting valuable resources. However, the
exercise of such surveillance powers must be balanced against the ethical obligation to respect
individual privacy. The right to privacy is not merely a legal entitlement but also an ethical
principle that acknowledges the inherent dignity and autonomy of individuals. Excessive
or unjustified monitoring can lead to a pervasive sense of distrust and psychological

discomfort among employees, undermining their ability to perform their duties effectively.

The ethical tension between organizational security and privacy rights becomes particularly
pronounced when employers implement surveillance measures without prior notification or
informed consent. Ethical principles demand that employees be made aware of the nature,
extent, and purpose of monitoring mechanisms. The absence of such transparency amounts
to an unethical intrusion into personal space, even if the surveillance is legally justified.
Moreover, surveillance practices must adhere to the principles of proportionality and
necessity. Monitoring should be limited to the least intrusive means necessary to achieve
legitimate objectives. For example, CCTV cameras placed in common areas for security
purposes may be justified, whereas surveillance in private areas such as restrooms or personal

workstations constitutes an unethical violation of privacy.
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The ethical conflict is further complicated by the evolving nature of workplace surveillance
technologies. Advanced mechanisms, such as Artificial Intelligence (Al)- powered monitoring
systems and biometric tracking, pose novel ethical dilemmas concerning the scope and
legitimacy of surveillance practices. The use of Al for monitoring employee behaviour
may result in disproportionate and discriminatory outcomes if not implemented with

adequate safeguards.

Ultimately, achieving a balance between privacy rights and organizational security requires
employers to adopt ethical policies that are transparent, proportionate, and justified. Mere
reliance on legal compliance is insufficient; organizations must adhere to higher ethical
standards that respect the personal dignity and autonomy of their employees.

a) Ethical Consideration in Employee Monitoring

Employee monitoring, when conducted without adherence to ethical principles, can undermine
the legitimacy of surveillance practices and result in adverse psychological and social
consequences. Ethical considerations in employee monitoring revolve around principles of
consent, transparency, accountability, proportionality, and respect for individual autonomy.
The principle of “informed consent™ is a cornerstone of ethical surveillance. Employees must
be informed about the existence of monitoring mechanisms, the nature of the data being
collected, the purposes for which the data is used, and the duration of data retention.
Consent should be obtained through clear and explicit policies that are accessible to all
employees. Merely incorporating surveillance clauses within employment agreements without
proper disclosure does not satisfy the ethical requirement of informed consent.
Transparency is another essential ethical consideration. Employers are ethically obligated to
disclose their monitoring practices in a manner that is comprehensible and readily available to
employees. Secretive or covert surveillance mechanisms are fundamentally unethical, as they
violate the principle of honesty and create an environment of mistrust. Transparency also
entails providing employees with the opportunity to challenge or contest unwarranted
monitoring practices.

Accountability is a critical ethical principle that requires employers to ensure that
surveillance mechanisms are not misused or applied discriminatorily. Clear policies must be
established to regulate the use of monitoring data, ensuring that the information collected is

utilized solely for legitimate purposes. Additionally, employers must provide grievance
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redressal mechanisms that allow employees to raise concerns about privacy violations and
seek appropriate remedies.

The ethical principle of proportionality demands that surveillance practices be limited
to what is necessary to achieve a legitimate aim. For instance, monitoring employee
productivity through CCTV cameras may be ethically acceptable if it is conducted in common
areas and for clearly specified purposes. However, monitoring personal conversations or
private digital communications without reasonable justification constitutes an unethical
intrusion.

Furthermore, the ethical consideration of respect for individual autonomy requires
employers to recognize that employees retain certain fundamental rights to privacy even within
the workplace. While employers may have legitimate interests in monitoring work-related
activities, employees’ personal information, private conversations, and non-work-related
activities should remain protected from unjustified scrutiny. Ethical monitoring policies must
also address the psychological impacts of surveillance. Excessive monitoring can contribute to
stress, anxiety, diminished creativity, and decreased job satisfaction. Studies have indicated
that employees who feel continuously monitored are likely to experience reduced morale and
productivity, thereby defeating the very purpose of surveillance. Employers must ensure that
their monitoring practices do not create a hostile or oppressive work environment.

The ethical justification for workplace surveillance must be based on a careful assessment of
the proportionality between the employer’s legitimate interests and the employee’s right to
privacy. Ethical monitoring practices require organizations to establish clear policies, provide
adequate safeguards, and continuously evaluate the impact of surveillance on employee
well- being.

The ethical challenges associated with workplace surveillance are multi- dimensional and
complex, involving a delicate balance between organizational interests and employee privacy
rights. While employers may legitimately seek to implement monitoring mechanisms to
enhance productivity and protect organizational assets, such practices must be guided by
ethical principles of transparency, accountability, proportionality, and respect for individual
autonomy. The absence of comprehensive statutory guidelines in India addressing the ethical
dimensions of workplace surveillance further underscores the necessity of adopting ethically
sound practices. As technological advancements continue to expand the scope and
sophistication of surveillance mechanisms, it is imperative for organizations to ensure that

their monitoring practices are ethically justified, transparent, and proportionate to their
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intended purposes. Adopting such an ethical framework will not only enhance
organizational integrity but also foster a more conducive and harmonious working

environment.

IMPACT ON WORKFORCE DYNAMICS

The impact of workplace surveillance on workforce dynamics is a subject of increasing concern
as organizations continue to implement monitoring mechanisms to enhance productivity,
ensure security, and safeguard proprietary information. The pervasive use of Closed-Circuit
Television (CCTV) systems, biometric authentication devices, keystroke monitoring, and
digital tracking technologies can significantly influence employee behaviour, job satisfaction,
psychological well-being, and interpersonal relationships within the workplace. While
employers often justify surveillance as a means of promoting efficiency, accountability, and
discipline, the human cost of such practices is frequently overlooked.

Excessive and unregulated surveillance can gradually foster a culture of suspicion, where
employees feel constantly watched and micromanaged. This perception of being under
continuous scrutiny may lead to heightened stress levels, anxiety, and a decline in mental
well-being. Employees may become overly self-conscious, cautious, or even robotic in their
interactions, fearing that a minor mistake or harmless deviation from routine might be
misinterpreted. In such an atmosphere, creativity, risk-taking, and collaboration—essential

ingredients for innovation and problem-solving—often take a back seat.

Furthermore, the erosion of trust between employers and employees is a serious and lasting
consequence. When individuals feel that they are not trusted to perform their duties without
constant oversight, it undermines their sense of autonomy and professional dignity. Over time,
this can diminish morale, hamper employee engagement, and lead to attrition, especially among
high- performing individuals who value a respectful and empowering work culture. Social
dynamics within teams may also be affected, as peer relationships become strained under
the perceived lens of surveillance, potentially discouraging open communication and

teamwork.

Page | 11


http://www.ijlra.com/

www.ijlra.com
Volume 3 Issue 2 | May 2026 ISSN: 2582-6433

EFFECTS OF SURVEILLANCE ON - EMPLOYEE TRUST,
ENGAGEMENT AND PRODUCTIVITY

The implementation of surveillance mechanisms in the workplace, such as CCTV
systems, digital monitoring software, and biometric tracking devices, has raised significant
concerns regarding their impact on employee trust, engagement, and productivity. While
employers argue that surveillance promotes discipline, enhances productivity, and protects
organizational assets, excessive monitoring can have detrimental effects on employee morale
and job satisfaction. Surveillance practices that are perceived as intrusive or disproportionate
may undermine trust between employers and employees, thereby negatively influencing
workforce dynamics and overall organizational performance. This section seeks to examine
how workplace surveillance impacts employee trust, engagement, and productivity, with a
particular focus on the psychological and social implications of intrusive monitoring.

The deployment of surveillance mechanisms within workplaces has a direct bearing on the
relationship between employers and employees, particularly concerning trust. Trust forms the
cornerstone of a productive and harmonious working environment, and its erosion can have far-
reaching consequences for employee engagement and organizational loyalty. When employees
perceive surveillance practices as unjustified, excessively intrusive, or disproportionately
targeted, it can generate a pervasive sense of mistrust and resentment. This erosion of trust
is often compounded by a lack of transparency in surveillance policies, where employers fail to

adequately disclose the nature, purpose, and extent of monitoring mechanisms.

Furthermore, Employee engagement is significantly impacted by the presence of surveillance
systems. Engagement refers to the emotional commitment and enthusiasm employees
demonstrate towards their work and the organization. Research indicates that employees who
feel monitored continuously are likely to experience heightened stress, anxiety, and a

diminished sense of autonomy.

Such psychological consequences directly influence employee engagement by reducing their

motivation, creativity, and willingness to contribute positively to organizational goals.

The intrusive nature of surveillance can also lead to a decline in psychological safety,

where employees feel constrained from expressing their opinions freely or engaging in
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collaborative initiatives due to fear of constant scrutiny. The negative implications of
surveillance on engagement are further exaggerated when monitoring mechanisms are
implemented without adequate justification or proportionality. For instance, employers who
excessively monitor employee communications, internet usage, or personal movements may
inadvertently create a hostile work environment where employees feel alienated and
undervalued. Moreover, the absence of proper grievance redressal mechanisms can exacerbate

employees’ perceptions of unfair treatment, thereby diminishing their overall engagement.

Productivity, which employers often cite as a primary justification for surveillance, is also
significantly affected by intrusive monitoring practices. While it is argued that surveillance
systems enhance productivity by deterring misconduct and ensuring compliance with
organizational policies, empirical evidence suggests that constant monitoring may have the
opposite effect. The “chilling effect” of surveillance —where employees alter their behaviour
due to the knowledge of being watched — can result in reduced creativity, reluctance to
take initiative, and overall decreased job satisfaction.

Moreover, surveillance mechanisms that prioritize productivity metrics over employee well-
being may lead to burnout, dissatisfaction, and high turnover rates. The psychological burden
of excessive monitoring can manifest in decreased performance levels, particularly when
employees feel that their privacy is being unnecessarily compromised. It is essential for
employers to recognize that productivity cannot be effectively sustained through coercive
measures; rather, it requires a balanced approach that respects employee autonomy and

encourages intrinsic motivation.

Ethical considerations further complicate the impact of surveillance on employee trust,
engagement, and productivity. Monitoring practices that are implemented without clear
policies, explicit consent, or proportionality violate the ethical principles of transparency,
fairness, and respect for individual dignity. The absence of ethical guidelines not only
undermines employee trust but also exposes organizations to potential legal liabilities,
particularly when surveillance mechanisms are employed in a discriminatory or abusive

manner.

In order to mitigate the adverse effects of surveillance on employee trust, engagement, and
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productivity, it is imperative for employers to adopt transparent policies, proportional
monitoring practices, and effective grievance redressal mechanisms. Clear communication
regarding the purpose, scope, and limitations of surveillance is essential to foster a sense of
mutual trust and respect. Additionally, employers must ensure that surveillance practices are
justified, necessary, and minimally intrusive, thereby safeguarding employee privacy while

achieving legitimate organizational objectives.

PSYCHOLOGICAL AND SOCIAL EFFECTS OF CONSTANT
MONTORING

The continuous and pervasive surveillance of employees through mechanisms such as
Closed-Circuit Television (CCTV) systems, biometric tracking devices, keystroke monitoring
software, and digital observation tools has profound psychological and social implications.
While employers argue that surveillance is essential for enhancing productivity, maintaining
workplace security, and preventing misconduct, the adverse effects of such practices on
employees’ mental health and social dynamics within the workplace cannot be disregarded.
The psychological ramifications of constant monitoring are well-documented and often

associated with heightened stress, anxiety, and diminished personal autonomy.

According to Frederick S. Lane in his book “The Naked Employee: How Technology is
Compromising Workplace Privacy” (2003), intrusive monitoring has the potential to reduce
individual autonomy, lower employee satisfaction, and degrade overall job performance.
Lane emphasizes that “unchecked surveillance has the potential to transform workplaces into
authoritarian spaces where employees’ personal dignity is consistently undermined.” Such
monitoring practices create a coercive work environment where employees feel perpetually
scrutinized, leading to adverse psychological outcomes that hinder productivity and job

satisfaction.

The phenomenon commonly referred to as the “chilling effect” is particularly relevant in the
context of workplace surveillance. David Lyon, a distinguished scholar in surveillance studies,
describes this effect as the tendency of individuals to alter their behaviour when they are
aware of being constantly monitored. This behavioural modification often results in reduced
creativity, reluctance to engage in collaborative efforts, and a diminished willingness to

express innovative ideas. According to Lyon, “when individuals believe that every move is
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being scrutinized, creativity dies a slow death.”” Such stifling of creativity and self-expression

directly impacts employee motivation and overall organizational performance.

Moreover, the psychological impact of excessive monitoring extends beyond mere
productivity concerns. The Justice Srikrishna Committee Report (2018), which addressed data
protection and privacy rights in India, highlighted the necessity of adhering to principles of
transparency, purpose limitation, and consent when implementing surveillance mechanisms.
The report recommends that monitoring practices should be “proportionate, reasonable, and
must not exceed the purpose for which they are intended.” The absence of these principles in
workplace surveillance not only violates ethical standards but also contributes to

psychological distress among employees.

Research by Dr. Vidushi Jaswal in her article “Psychological Effects of Workplace
Surveillance on Employees, and the Legal Protection: An Analysis” (Bharati Law Review, Jan.
—March, 2017) further emphasizes that constant monitoring leads to heightened stress, reduced
motivation, and deteriorating organizational loyalty. She contends that surveillance practices
perceived as unjustified or excessively intrusive contribute to an environment of mistrust and
alienation. Such findings are particularly relevant to India’s legal framework, which lacks
comprehensive statutory provisions specifically addressing workplace surveillance and its

psychological impact.

The social consequences of constant monitoring are equally troubling. Surveillance
mechanisms that prioritize organizational efficiency over employee well-being often

contribute to a culture of mistrust and resentment.

The article “Is Right to Privacy in Peril Due to Surge of CCTV Surveillance?” discusses how
unregulated monitoring can lead to strained employer-employee relationships, reduced team
cohesion, and increased turnover rates. When employees perceive surveillance as a tool of
coercion rather than legitimate oversight, it fundamentally alters workplace dynamics and

erodes the foundation of mutual trust necessary for a healthy work environment.

Furthermore, continuous monitoring disproportionately affects employee engagement and

morale. Research consistently demonstrates that employees who feel excessively monitored
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are less likely to exhibit enthusiasm, creativity, or loyalty towards the organization. The
chilling effect of surveillance extends beyond productivity concerns to include negative
psychological outcomes such as anxiety, frustration, and the loss of intrinsic motivation. Such
adverse consequences emphasize the need for employers to adopt balanced, proportionate,
and ethically justified monitoring practices that respect employee dignity and autonomy.
Ethical considerations must also guide the implementation of workplace surveillance. The
principles of informed consent, accountability, transparency, and proportionality are essential
in ensuring that monitoring practices do not unjustifiably infringe upon employee rights.
Without adherence to these principles, surveillance mechanisms are likely to undermine

organizational integrity and result in severe psychological and social repercussions.

The impact of constant monitoring on employee trust is particularly significant. When
employers fail to disclose surveillance practices adequately or implement monitoring without
clear policies, it creates a pervasive sense of insecurity and mistrust. This erosion of trust is
detrimental to organizational cohesion and productivity, as employees are less likely to engage

actively in their tasks or contribute positively to organizational goals.

It is imperative for employers to recognize that productivity cannot be effectively sustained
through coercive measures alone. Surveillance mechanisms that are perceived as excessive or
unjustified are likely to result in psychological distress, reduced performance, and heightened
turnover rates. The formulation of clear, transparent, and proportionate monitoring policies is
essential to achieving a harmonious balance between organizational interests and employee

rights.

INDUSTRY_- SPECIFIC IMPLICATIONS

Introduction: The implications of workplace surveillance are not uniform across all industries;
rather, they vary significantly depending on the nature of the work environment, the sensitivity
of the information handled, and the degree of employee interaction with digital systems.
Industry-specific surveillance practices are particularly pronounced in sectors such as
Information Technology (IT), Manufacturing, Banking, Healthcare, and Retail, where security
concerns, productivity metrics, and regulatory compliance are often prioritized. For instance,
the IT sector employs extensive monitoring mechanisms to safeguard proprietary data and

prevent cybersecurity breaches, while the manufacturing industry focuses on ensuring safety
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and efficiency through physical surveillance systems. However, the indiscriminate application
of monitoring practices without appropriate safeguards can infringe upon employee privacy
rights, resulting in ethical dilemmas, psychological distress, and diminished job satisfaction.
This section aims to examine the industry-specific implications of surveillance, with a focus
on how differing organizational objectives influence the implementation and impact of

monitoring mechanisms.

Surveillance Challenges: Tech, Factories and Service

The implications of workplace surveillance are particularly pronounced in industries such as
Technology (IT), Factories (Manufacturing), and Service sectors. Each of these industries
presents unique challenges concerning the implementation of monitoring mechanisms and the
protection of employee privacy. The disparate objectives of enhancing security, improving
productivity, and ensuring regulatory compliance often come into conflict with the

fundamental rights of employees, resulting in ethical, legal, and psychological dilemmas.

Technology Sector (IT and Cybersecurity)

The Information Technology (IT) sector is characterized by the extensive use of surveillance
technologies to ensure data protection, enhance productivity, and maintain cybersecurity.
Companies within this sector often deploy sophisticated monitoring mechanisms, including
network surveillance, keystroke logging, digital activity tracking, and biometric access
systems, aimed at preventing unauthorized access and data breaches. The sensitive nature of
information handled by IT companies necessitates stringent monitoring practices.

However, these practices frequently conflict with the Right to Privacy, particularly when
monitoring mechanisms are applied without adequate disclosure, consent, or proportionality.
As David Lyon emphasizes, “unchecked surveillance has the potential to transform workplaces
into authoritarian spaces where employees’ personal dignity is consistently undermined.” The
overzealous implementation of surveillance systems may also result in psychological
distress, reduced creativity, and erosion of trust between employers and employees.
Moreover, the IT sector’s reliance on remote working arrangements further complicates the
surveillance landscape. The monitoring of remote employees’ digital activities through
productivity software and network tracking tools raises serious privacy concerns, especially
when employers lack clear policies defining the scope and purpose of such monitoring. The

absence of comprehensive legal safeguards addressing these issues exacerbates the potential
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for abuse and overreach.

Factories (Manufacturing Sector)

The manufacturing sector presents unique challenges in terms of workplace surveillance due
to its emphasis on physical safety, operational efficiency, and regulatory compliance.
Surveillance systems in factories are predominantly used to ensure worker safety, monitor
productivity, and prevent theft or unauthorized access to restricted areas. CCTV cameras,
biometric scanners, and RFID (Radio- Frequency Identification) tracking systems are
commonly employed for these purposes.

While surveillance mechanisms are generally justified in industrial settings for safety and
productivity reasons, the proportionality principle demands that monitoring practices be limited
to what is necessary for achieving legitimate objectives. Intrusive surveillance that extends
beyond designated work areas or involves excessive scrutiny of employee behaviour may
constitute an infringement of privacy rights.

Additionally, the deployment of surveillance technologies in factories often disregards the
psychological well-being of employees. Studies indicate that constant monitoring can
contribute to workplace stress, decreased job satisfaction, and higher turnover rates. The
lack of transparent policies explaining the purpose and extent of surveillance exacerbates these
concerns, resulting in an environment of distrust and resentment.

Furthermore, the use of biometric attendance systems and other intrusive monitoring
mechanisms in factories raises ethical questions concerning informed consent, data protection,
and discriminatory practices. Employers must ensure that surveillance practices are clearly
communicated, justified, and implemented with appropriate safeguards to avoid legal and

ethical violations.

Service Sector (Retail, Healthcare, and Banking)

The service sector, encompassing industries such as Retail, Healthcare, and Banking, presents
distinct challenges regarding workplace surveillance. In retail environments, surveillance
mechanisms are predominantly employed for security purposes, including theft prevention,
inventory management, and customer safety. However, the continuous monitoring of
employees’ movements and activities can be perceived as coercive and may adversely affect
their psychological well-being. The healthcare sector faces particularly sensitive challenges, as

surveillance mechanisms are often necessary to maintain patient safety, ensure compliance
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with regulatory standards, and monitor healthcare professionals’ adherence to established
protocols. However, the constant surveillance of medical practitioners, particularly through
audio and video recordings, raises concerns about personal privacy, data confidentiality, and
the potential misuse of sensitive information. Balancing patient safety with employee privacy
requires a nuanced approach that prioritizes both ethical and legal considerations.

In the banking and financial services sector, the primary justification for surveillance is fraud
prevention, security, and regulatory compliance. Surveillance mechanisms include monitoring
of digital communications, CCTV systems, biometric authentication, and employee activity
tracking. However, overly intrusive monitoring practices can generate psychological stress
and diminish employee morale, particularly when implemented without clear policies or proper
justification.

Moreover, the service sector’s dependence on customer interactions further complicates the
ethical dimensions of surveillance. Employees in customer- facing roles often face heightened
scrutiny, which can adversely impact their productivity, engagement, and overall job
satisfaction.

Tech Revolution: Shaping Workplace Policies

The rapid advancement of technology has significantly influenced workplace policies across
various industries in India, reshaping how organizations monitor, evaluate, and interact with
their employees. The integration of sophisticated surveillance tools such as Artificial
Intelligence (Al)-powered monitoring systems, biometric authentication mechanisms,
productivity-tracking software, and data analytics platforms has fundamentally altered
traditional employer- employee dynamics. While these technological innovations are often
justified as necessary for enhancing productivity, ensuring cybersecurity, and maintaining
workplace safety, they have also raised significant concerns regarding privacy, ethics, and
proportionality.

The Digital Personal Data Protection (DPDP) Act, 2023, enacted on August 11, 2023, serves
as a foundational legislative framework aimed at regulating the processing of digital personal
data and establishing a structured approach to data privacy. The Act emphasizes principles
of purpose limitation, data minimization, transparency, and accountability. Employers,
classified as Data Fiduciaries, are required to obtain explicit consent from employees (Data
Principals) before processing their personal data unless the processing is directly related to

employment purposes, such as preventing corporate espionage or ensuring the confidentiality
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of trade secrets.

However, recent developments have highlighted the inadequacies of the existing legal
framework in addressing the ethical and psychological implications of excessive surveillance.
One of the most notable incidents occurred in December 2024, involving the tragic death of a
young executive at Ernst & Young (EY) due to overwork and mental stress. This incident,
which drew widespread attention, underscored the vulnerabilities faced by white-collar
workers in India who are often subjected to excessive productivity monitoring, unreasonably
high expectations, and continuous surveillance by employers.

Authorities in Maharashtra and Karnataka have since begun considering stricter workplace
regulations and inspections to protect corporate employees from exploitation and
unreasonable surveillance practices.

The EY incident not only highlighted the growing concern over the misuse of technological
tools for productivity tracking but also brought to the forefrontthe psychological and
social ramifications of unregulated monitoring. The reliance on Al-driven productivity
tools, keystroke logging software, and biometric tracking systems without adequate safeguards
has been increasingly criticized for contributing to employee burnout, heightened stress levels,
and diminished mental health.

The ethical implications of such practices are particularly concerning when employers
implement surveillance mechanisms without transparency, proper policies, or effective
grievance redressal mechanisms.

Recent trends reveal that employee monitoring practices have grown significantly, particularly
in the wake of the COVID-19 pandemic and the transition to remote and hybrid working
models. A 2022 study indicated that approximately 78% of companies® reported using
employee monitoring software to track worker performance and online activity. Such
monitoring tools include keylogger software, biometric tracking, video surveillance, screen
monitoring, and geolocation tracking through employer-provided smartphones. Additionally,
94% of employers monitor emails, 87% track calls and videos, and 85% oversee messages,
highlighting the widespread reliance on technological surveillance to monitor employee
performance.

The absence of comprehensive legal guidelines specifically addressing employee monitoring
continues to pose challenges for employers in balancing organizational interests with
employee privacy rights. While the DPDP Act, 2023 provides certain safeguards such as

the establishment of grievance redressal mechanisms and notification requirements for data
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breaches, it remains insufficient in regulating the deployment of Al-driven surveillance tools
and monitoring systems aimed at productivity assessment.

Furthermore, the Delhi High Court® made a significant ruling in October 2024, asserting that
personal information of employees, including service records, promotion documents, and
financial benefits, cannot be disclosed under the Right to Information (RTI) Act unless a

larger public interest is demonstrated.

33 Article (HR World Economic Times) “Employees privacy: 78% of employers are using
employee monitoring to tools to track work performance and activity”
3 Article (Sight in Plus) “RTI Act and Employee Privacy; Delhi High Court Sets

Precedent”

This decision reinforced the necessity of balancing transparency with privacy rights,

particularly when dealing with sensitive personal information.

The ethical implications of using Al-driven surveillance systems are increasingly coming
under scrutiny. Automated monitoring tools capable of analysing employee behaviour,
predicting productivity trends, and even making employment-related decisions have the
potential to infringe upon privacy rights and lead to discriminatory practices. Without proper
regulation, Al-based surveillance can undermine the foundational principles of fairness,

accountability, and transparency.

The technological revolution’s impact on workplace policies is further complicated by the
proliferation of remote working models, which have prompted employers to increasingly
rely on digital monitoring systems to track employee productivity, internet usage, and
communication patterns. Such practices blur the lines between professional and personal life,
creating a constant state of surveillance that significantly affects employees’ psychological

well-being, autonomy, and job satisfaction.

The Ernst & Young incident serves as a stark reminder of the urgent need to reform
workplace policies in India. The reliance on technological tools to monitor employee
productivity and adherence to organizational standards must be carefully balanced against the

protection of employee rights. Policymakers must ensure that surveillance mechanisms are not
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only legally compliant but also ethically justified and proportionate to their intended purposes.
The evolving regulatory landscape necessitates that employers adopt clear, enforceable, and
technologically adaptive policies that effectively balance legitimate surveillance practices with

the protection of employee privacy and well-being.

As the Justice Srikrishna Committee Report (2018) aptly noted, technological advancements
must be balanced against the principles of privacy, proportionality, and accountability. The
development of comprehensive workplace policies is indispensable to ensuring that the tech

revolution serves as a tool for progress rather than a mechanism of exploitation.

Technological Surveillance: Monitoring Government Employees®,the Indian government has
also adopted technological surveillance measures to monitor employee attendance and
punctuality. An electronic surveillance system, utilizing biometric authentication
mechanisms linked to employees' unique identification numbers (Aadhaar), has been
implemented to track the attendance of government officials. This system aims to ensure that
employees physically report to work, thereby reducing absenteeism and enhancing
productivity. The live biometric attendance system (BAS) allows real-time monitoring of over
50,000 employees from 148 departments, reflecting the government's commitment to
leveraging technology for improved administrative efficient.
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