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Introduction 

India’s financial ecosystem has undergone a significant transformation from a predominantly 

cash- based economy to a digitally driven payment infrastructure. This transition has been 

accelerated by governmental initiatives such as Digital India and the regulatory oversight of 

the Reserve Bank of India (RBI). Digital payment mechanisms including the Unified Payments 

Interface (UPI), Prepaid Payment Instruments (PPIs), and card-based systems have become 

deeply embedded in everyday commercial transactions. 

 

Within the State of Kerala, Ernakulam district represents a critical hub of this digital shift. 

Small commercial establishments in the region act as the primary interface between consumers 

and digital payment systems. While these technologies offer efficiency, speed, and 

convenience, they simultaneously introduce complex legal challenges. Small merchants often 

occupy the most vulnerable position in the transactional chain, lacking the legal literacy and 

institutional capacity to navigate disputes, liabilities, and compliance requirements. 

 

The existing regulatory framework—principally the Information Technology Act, 2000 and 

the Payment and Settlement Systems Act, 2007—presumes a level of legal and technical 

sophistication that micro-enterprises rarely possess. This article seeks to critically analyse these 

legal frameworks and examine the extent of legal awareness among small-scale commercial 

establishments in Ernakulam district. 

 

Legal and Regulatory Framework Governing Digital Payments 

The regulation of digital payments in India is primarily governed by two central legislations: 

the Information Technology Act, 2000 and the Payment and Settlement Systems Act, 2007. 

These statutes are supplemented by RBI guidelines and Master Directions that regulate 

payment intermediaries and ensure systemic stability. 
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The Information Technology Act, 2000 provides legal recognition to electronic records and 

digital signatures, thereby forming the backbone of digital transactions. However, its provisions 

relating to intermediary liability often create ambiguity, particularly when applied to small 

merchants who act merely as facilitators rather than independent service providers. 

 

The Payment and Settlement Systems Act, 2007 empowers the RBI to regulate and supervise 

payment systems in India. While the Act ensures institutional accountability, it does not 

adequately address the vulnerabilities faced by small merchants who are bound by standard-

form agreements imposed by digital payment service providers. 

 

Additionally, the enactment of the Digital Personal Data Protection Act, 2023 introduces 

further compliance obligations relating to data processing and consent. For micro-enterprises, 

these requirements often exist more as a legal fiction than a practical reality. 

 

Contractual Liabilities and Intermediary Obligations 

One of the most pressing legal concerns in digital payment systems is the nature of contractual 

relationships between payment intermediaries and small merchants. These relationships are 

typically governed by standard-form contracts, also known as contracts of adhesion, where the 

terms are unilaterally imposed by service providers. 

 

Small merchants often lack bargaining power and are compelled to accept clauses that shift 

liability in cases of transaction failure, fraud, or technical glitches. This raises important 

questions regarding fairness and enforceability. 

 

The application of the Doctrine of Informed Consent further complicates matters. While the 

doctrine assumes that parties fully understand and agree to contractual terms, in practice, many 

small merchants lack the legal awareness necessary to make informed decisions. As a result, 

consent becomes more symbolic than substantive. 

 

From a tortious liability perspective, the allocation of risk within digital payment ecosystems 

tends to disproportionately burden small merchants, particularly in cases involving 

unauthorised transactions or cyber fraud. 
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Evidentiary Challenges in Digital Transactions 

Digital payment disputes frequently involve complex evidentiary issues. Under Sections 65A 

and 65B of the Indian Evidence Act (now reflected in the Bharatiya Sakshya Adhiniyam, 

2023), electronic records must satisfy specific procedural requirements to be admissible in 

court. 

 

For small merchants, compliance with these evidentiary standards poses significant challenges. 

The requirement of certification, technical documentation, and proper record maintenance 

increases the burden of proof, making it difficult for them to effectively pursue legal remedies. 

 

This evidentiary complexity further discourages small-scale establishments from engaging in 

formal dispute resolution mechanisms, thereby perpetuating a cycle of vulnerability. 

 

Data Protection and Privacy Compliance 

The Digital Personal Data Protection Act, 2023 introduces a comprehensive framework 

governing the collection, processing, and storage of personal data. While the legislation aims 

to enhance data privacy, its implications for small commercial establishments are considerable. 

 

Micro-enterprises are now expected to adhere to standards of data protection, obtain informed 

consent, and ensure secure handling of customer information. However, the absence of 

institutional infrastructure and technical expertise makes compliance difficult. 

This creates a paradox where legal obligations increase, but the capacity to fulfil them remains 

limited. Consequently, small merchants face potential legal exposure without adequate support 

mechanisms. 

 

Empirical Realities: Awareness Among Small Merchants in Ernakulam 

A key aspect of this study is the examination of legal awareness among small-scale commercial 

establishments in Ernakulam district. Preliminary observations suggest that while digital 

payment adoption is widespread, legal awareness remains minimal. 

Many merchants are unfamiliar with: 

 Their contractual rights and obligations 

 Available grievance redressal mechanisms 

 Legal remedies in cases of fraud or transaction failure 
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Furthermore, barriers such as lack of legal literacy, procedural complexity, and time constraints 

discourage merchants from pursuing formal complaints. Instead, disputes are often resolved 

informally or absorbed as business losses. 

 

Research Findings and Analysis 

The study reveals a significant gap between technological adoption and legal preparedness. 

While digital payment systems have expanded rapidly, the corresponding legal awareness 

among small merchants has not kept pace. 

Key findings include: 

 Regulatory frameworks favour institutional actors over micro-enterprises 

 Standard-form contracts disproportionately shift liability onto merchants 

 Evidentiary and procedural barriers hinder access to justice 

 Data protection compliance requirements are impractical for small businesses 

These factors collectively contribute to a system where the smallest participants bear the 

greatest risks. 

 

Suggestions and Policy Recommendations 

To address these challenges, several reforms are necessary: 

1. Simplification of Legal Frameworks 

Laws governing digital payments should be simplified to ensure accessibility for small 

merchants. 

2. Awareness and Training Programs 

Government and regulatory bodies should conduct targeted awareness campaigns 

focusing on legal rights and obligations. 

3. Strengthening Grievance Redressal Mechanisms 

Faster, more transparent dispute resolution systems should be implemented at the local 

level. 

4. Revisiting the Definition of ‘Consumer’ 

The Consumer Protection Act, 2019 may be expanded to include small commercial 

establishments in specific contexts, particularly where they function as vulnerable 

entities. 

5. Regulation of Standard-Form Contracts 

Greater scrutiny should be applied to contractual terms imposed by digital payment 
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intermediaries to ensure fairness. 

 

Conclusion 

The expansion of digital payment systems in India represents a significant step towards 

economic modernisation. However, this transformation has also exposed structural inequalities 

within the legal framework, particularly affecting small-scale commercial establishments. 

 

In Ernakulam district, small merchants stand at the intersection of technological advancement 

and legal vulnerability. While they facilitate the growth of digital commerce, they remain 

inadequately protected by existing laws. 

 

Bridging this gap requires a coordinated approach involving legal reform, institutional support, 

and increased awareness. Only then can the benefits of digital payments be equitably 

distributed across all levels of the commercial ecosystem. 
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