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A CRITICAL STUDY OF CONSUMER RIGHTS IN E-
COMMERCE: NAVIGATING THE LEGAL LANDSCAPE UNDER
THE CONSUMER PROTECTION ACT, 2019 AND BEYOND.

AUTHORED BY - SNEHA SINGH & DR. ARVIND KUMAR SINGH

The digital revolution has completely transformed the international marketplace, shifting the
conventional "brick-and-mortar” business model to a sophisticated algorithm-based e-

commerce platform.

Although this shift has created unprecedented ease and accessibility, it has also given rise to a
new species of consumer risks. This research paper presents a thorough legal and managerial
examination of the safeguarding of consumer rights in the Indian digital marketplace,
particularly exploring the shift from the former Consumer Protection Act of 1986 to the
comprehensive framework of the Consumer Protection Act, 2019 and the Consumer Protection
(E-Commerce) Rules, 2020.

The research initiates with the identification of the systemic failure of the classical legal tenet
of Caveat Emptor (Let the Buyer Beware) in the virtual world, where the possibility of physical
examination of the product is not feasible and information asymmetry is widespread. As the
digital market evolves, the research emphasizes how the legal onus has shifted to Caveat
Venditor (Let the Seller Beware), requiring sellers to be transparent about pricing, origin, and
refund policies. A major part of this research paper is devoted to the "Critical Study" of the
current era's deceptive practices, particularly "Dark Patterns” — user interface designs that aim
to influence consumer decisions — and the legal complexities arising from automated decision-

making and algorithmic discrimination in personalized pricing.

Using a doctrinal research approach, this research paper investigates the widened definition of
"Consumer" and the concept of "Product Liability," which currently makes e-commerce
platforms, including marketplaces and inventory-based models, liable for defective products
and inadequate services. The discussion also delves into the effectiveness of the Central
Consumer Protection Authority (CCPA) as an investigative agency and the role of the E-

Daakhil portal in facilitating fast-track dispute resolution.
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The study also explores the complexities of jurisdiction that exist in cross-border e-commerce
transactions and the coterminous nature of consumer protection and the Digital Personal Data
Protection (DPDP) Act. Through the integration of recent judicial precedents established by
the NCDRC and the Supreme Court of India, the study examines whether the existing legal
framework is adequate to keep up with the fast-paced development of "Quick Commerce™ (Q-

commerce) and Al-powered retail.

The study concludes by recommending a multi-stakeholder model of consumer protection,
stating that while the 2019 Act is a historic milestone, the "Right to be Forgotten™ and more
stringent regulations against "False Urgency" and "Basket Sneaking" are necessary to ensure a
level playing field in the digital marketplace. This research paper is an invaluable tool for legal
counsel, business planners, and policymakers seeking to reconcile commercial development

with the inherent rights of the digital consumer.

Chapter 1: Introduction

1.1 The Genesis of Commercial Exchange

The history of human civilization is inextricably intertwined with the development of the
commercial process. From the primitive bartering of ancient Mesopotamia to the organized
merchant guilds of the medieval period, the underlying essence of trade has always been the
transfer of value. Yet, for many centuries, this transfer was regulated by a single, tough, and
uncompromising rule: Caveat Emptor—Let the Buyer Beware. In the physical marketplace,
this rule was, to a certain extent, fair; the buyer could touch the grain, feel the cloth, and weigh
the gold. The close proximity of the buyer and seller in the physical marketplace offered a
natural, if limited, protection.

The Industrial Revolution gave way to the Digital Revolution, and the marketplace underwent
atransformation. The "marketplace” ceased to be a physical geographical spot and transformed
into a non-linear, boundaryless digital "marketspace.” This transformation, while
democratizing access to worldwide goods, destroyed the age-old safeguards of physical spot
inspection. The modern-day consumer no longer deals with a seller over a wooden counter but

with a glass screen, dealing with pixels, metadata, and sophisticated algorithms.

1.2 The Rise of E-Commerce and Information Asymmetry
E-commerce in the 21st century is n't just a means of shopping; it's the driving force behind the
digital frugality of the world. In the Indian environment, the" Jio- effect” has led to millions of
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new consumers entering the digital sale world. still, this has also exposed a serious legal
weakness — Information Asymmetry.

In a digital sale, the dealer has complete and absolute information about the quality, origin,
and disfigurement status of the product, whereas the buyer is fully dependent on the precisely
drafted filmland and may be misled by manipulated reviews. This has led to a ripe terrain for"
illegal Trade Practices,” including™ Bait and Switch" advertising and the sophisticated use of"
Dark Patterns™ manipulative interfaces that trick the buyer into making a purchase they did n't
intend to make. This has led to the legal focus shifting from Caveat Emptor to Caveat Venditor
(Let the dealer Guard), where the onus is on thee-commerce platforms to insure translucency

and fairness.

1.3 The Statutory Transition From 1986 to 2019

The Consumer Protection Act of 1986 was the" Magna Carta" for Indian consumers for over
three decades. Although it was revolutionary in its time, the 1986 Act was written in apre-
internet age. The Act defined" goods™ and" services" in terms of physical delivery and
governance. still, with the rise ofe-commerce titans similar as Amazon, Flipkart, and Zomato
in the Indian request, the 1986 Act set up it delicate to define the liability of a" Marketplace
Central." Was the website liable for a imperfect product, or was it simply a digital mailman?
The Consumer Protection Act of 2019, which repealed the former Act, was the answer to this
digital riddle. It formally classified "E-commerce” as a separate order and introduced the
conception of Product Liability.

For the first time, the Act held that a digital platform could be held liable if it failed to exercise
due industriousness. This was farther corroborated by the Consumer Protection (E-Commerce)
Rules of 2020, which stated that everye-commerce business must appoint a Nodal Officer and

give transparent information regarding refunds, exchanges, and grievance redressal.

1.4 Statement of the Problem

Although the legislative framework is strong, the digital consumer is still vulnerable. The
advent of "Quick Commerce" (delivery within 10 minutes) has also created doubts about safety
and quality control.

Moreover, the growing trend of "Influencer Marketing" and "Deceptive Reviews" has made it
increasingly difficult to distinguish between natural recommendations and advertisements. The
overall problem that this research aims to solve is the disparity between Statutory Protection

(what the law says) and Practical Enforcement (what the consumer feels).
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Although the law has developed, the modus operandi of exploitation has become increasingly
technologically advanced, and hence, there is a need for a "Critical Study" in the context of Big
Data and Artificial Intelligence.

1.5 Scope and Objectives of the Study

The objectives of this research paper are to unravel the complex dynamics between the digital
service provider and the end-consumer. The objectives of this research paper are:

To examine the legal framework surrounding e-commerce in light of the Consumer Protection
Act, 20109.

To assess the impact of the Central Consumer Protection Authority (CCPA) in regulating
deceptive advertisements and dark patterns.

To assess the responsibility of intermediaries in the contemporary supply chain.

To recommend changes to make the Indian legal framework for consumers more harmonious

with international best practices, such as the Digital Services Act of the EU.

Chapter 2: The Legal Landscape of E-Commerce in India

2.1 The Transition: Moving Beyond the 1986 Framework

The foundation of consumer law jurisprudence in India was, until recently, the Consumer
Protection Act (CPA) of 1986. Although it provided the basic three-tier redressal mechanism,
it was, at its core, "analog" in its approach. It found it difficult to grasp the subtleties of digital
footprints, electronic transactions, and the "faceless" character of online merchants. The
Consumer Protection Act, 2019, which came into effect on July 20, 2020, was more than a mere
amendment; it was a radical overhaul of the legislation to "future-proof" consumer rights.
Perhaps the most important aspect of the 2019 legislation is the widened definition of the term
"Consumer" under Section 2(7). For the first time, the Act explicitly covers persons who
purchase goods or services through “electronic means, teleshopping, direct selling, or multi-
level marketing." This is the end of a long period of judicial uncertainty over whether online

consumers were to be treated on par with walk-in customers.

2.2 Institutional Oversight: The Central Consumer Protection Authority (CCPA)

The most significant and effective change brought about by the 2019 Act is the creation of the
Central Consumer Protection Authority (CCPA) under Section 10. In the former 1986 Act, the
law was "reactive” in that it acted only after a complaint was filed by a consumer. The CCPA,
on the other hand, is a "proactive™ authority.
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The CCPA is a "watchdog" with the following powers:

Initiate Suo-Moto Inquiries: It has the authority to inquire into the violation of consumer rights
even if no consumer has filed a complaint.

Recall Discontinued Products: It has the authority to order the recall of dangerous and defective
products from the entire market.

Regulate Advertising: It has the authority to impose penalties of up to *10 Lakhs (and 350 Lakhs

for subsequent offenses) on manufacturers and advertisers for misleading advertisements.

2.3 The E-Commerce Rules, 2020: Duties and Liabilities

Whereas the Act is the skeleton, the Consumer Protection (E-Commerce) Rules, 2020, are the
muscle. These rules classify e-commerce operators into two categories: Marketplace (Amazon)
and Inventory (the platform holds the goods in stock).

According to the rules, every e-commerce operator is required to: Appoint a Grievance Officer:
The operator must display the name and contact information of the Grievance Officer, who
must acknowledge the complaint within 48 hours.

Disclosure of Origin: In the wake of geopolitical changes and the "Atmanirbhar Bharat"
campaign, the operator must make the "Country of Origin" visible to facilitate informed
consumer choice.

Price Transparency: The rules explicitly ban "Price Manipulation™ or charging exorbitant fees
to make an unreasonable profit.

No Cancellation Charges: The operator cannot charge cancellation fees unless a similar fee is

incurred by the operator in case of unilateral cancellation of the order by the operator.

2.4 The Conflict of Safe Harbour: CPA vs. Information Technology Act

One of the most important legal conflicts for BBALLB students to understand is the conflict
between the Consumer Protection Act and Section 79 of the Information Technology Act,
2000.

2.5 New Frontiers: The 2023 Dark Patterns Guidelines

As of the end of 2023 and the beginning of 2024, the legal frontiers have widened to include
the Guidelines for Prevention and Regulation of Dark Patterns. The CCPA has identified 13
"Dark Patterns" in particular, such as "Basket Sneaking" (adding additional items to the basket
during checkout) and "Confirm Shaming" (using guilt to prevent cancellation), which they have

declared as "Unfair Trade Practices.” This is the latest development in Indian law, where "User
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Experience (UX) Design" is now under legal examination.

Chapter 3: New-Age Challenges — Dark Patterns and Algorithmic Bias

3.1 Defining the "'Dark Pattern™ in Indian Jurisprudence

The "product” was the central theme of consumer law in the past, but in the new age, the
"pathway" to the product became the theme of legal challenges. A "Dark Pattern” is a deceptive
user interface design on websites and applications that misleads users into taking actions they
did not intend to take, like subscribing to a service or purchasing insurance along with a flight
booking.

In a first-of-its-kind move, the Central Consumer Protection Authority (CCPA) notified the
Guidelines for Prevention and Regulation of Dark Patterns, 2023. This defined the "Dark
Patterns” as "Unfair Trade Practices™ under Section 2(47) of the Consumer Protection Act,
2019. This is a revolutionary shift, as for the first time, the Indian regulatory body has started
treating the "User Interface (Ul)" not as a matter of creative expression, but as a possible source

of legal trouble.

3.2 deconstruction of Deception The 13 Banned Patterns

To add depth to your paper, it's important that you examine the most current patterns that are
presently being reviewed by the CCPA. In 2025- 2026, the CCPA transferred advisories to
further than 26e-commerce platforms, including Zomato, Swiggy, and Flipkart, compelling
them to take over" tone- checkups” of their Ul/ UX.

False Urgency Falsely suggesting failure (e.g.,” Only 2 particulars left!"” when the storehouse
is full) to spark" fear Buying."

Basket Sneaking Sneaking fresh particulars similar as" Platform freights,” Carbon
equipoises,” or" Donations™ at the final checkout runner without the consumer’s unequivocal
concurrence.

Confirm smirching Employing guilt- tripping language to inhibit a stoner from concluding out
(e.g., a button that says" No, I like paying full price” rather than a simple” No Thanks").
Subscription Traps Making it veritably easy to subscribe to a service but veritably delicate
to cancel it, frequently taking multiple” clicks" or hiding the cancellation link in fine print.

3.3 Algorithmic Bias and Personalized Pricing
Behind the graphical user interface, the "Algorithm" is the "invisible engine™ of e-commerce.
One of the biggest issues in 2026 is "Personalized Pricing,” where two different people are
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shown two different prices for the same product at the same time.

The algorithm relies on "Big Data" (geolocation, device type, browsing history) to calculate
the consumer's "Willingness to Pay." For instance, a consumer browsing on an expensive
iPhone in a wealthy neighborhood may be charged a higher price for a hotel room than a
consumer browsing on a budget Android smartphone.

The Legal Debate: Is this "Price Discrimination” under the Competition Act, 2002, or an
"Unfair Trade Practice™ under the Consumer Protection Act, 2019?

The Transparency Divide: Under Section 4(9) of the E-commerce Rules, 2020, platforms are
required to be transparent, but algorithms are often "Black Boxes" that even regulators cannot

audit.

3.4 The Intersection with Data Privacy (DPDP Act, 2023)

One of the most important additions to your research paper is the connection between consumer
rights and the Digital Personal Data Protection (DPDP) Act, 2023. Dark patterns have a dual
use: they deceive you into spending money and deceive you into handing over your personal
data.

Forced Action: This pattern forces a user to share their contacts or location to use a service that
doesn’t actually need that information (for example, a simple flashlight app asking for your
contact list).

Legal Standing: According to the DPDP Act, consent must be "Free, Specific, Informed, and
Unambiguous." Consent obtained through a Dark Pattern is therefore "void," and the platform

is liable for massive penalties.

3.5 Enforcement Realities: The 2025 Self-Audit Advisory

In June 2025, the CCPA released a very important advisory that all major e-commerce platforms
must submit Self-Audit Reports. This shifted the onus of proof from the consumer to the
corporation. Platforms must now prove that they are not using Dark Patterns. Cases involving
IndiGo (for "Confirm Shaming" in seat selection) and BookMyShow have set the precedent for

how the courts will treat these digital wrongs as serious offenses against human freedom.

Chapter 4: Redressal Mechanisms and Product Liability

4.1 The Quasi-Judicial Hierarchy: 2026 Updated Jurisdictions
The Consumer Protection Act (CPA) 2019 has a three-tier quasi-judicial system, but its utility
was greatly altered by the 2021 Jurisdiction Rules to avoid overloading the District
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Commissions. As of 2026, the pecuniary (monetary) jurisdiction is strictly applied as follows:
District Consumer Disputes Redressal Commission (DCDRC): Deals with complaints where
the value of goods or services paid as consideration does not exceed X50 Lakhs.

State Consumer Disputes Redressal Commission (SCDRC): Deals with claims above 50
Lakhs up to 2 Crores, and appeals from the District Commission.

National Consumer Disputes Redressal Commission (NCDRC): The highest authority in New
Delhi for claims above %2 Crores and appeals from State Commissions.

The most important legal change brought about by the 2019 Act is the Territorial Jurisdiction.
Earlier, the consumer had to file a complaint in the place where the office of the seller was
located. But now, under Section 34, the consumer can file a complaint in the place where he/she

resides or carries on business.

4.2 Digital Justice: The e-Jagriti Ecosystem

The "E-Daakhil" portal, by 2025-2026, transformed into the integrated e-Jagriti platform. This
digital platform symbolizes the "Business Technology" part of my BBALLB qualification.
Seamless Filing: Consumers can now file complaints, pay court fees through UPI, and submit
digital evidence without ever having to physically visit a court.

Smart Analytics: The system employs Al-powered analytics dashboards to monitor pendency,
which helped the 2025 achievement where the NCDRC disposed of cases at a rate of over
120% (disposing of more cases than were filed).

Virtual Hearings: The addition of video conferencing has enabled "Speedy Justice,"
particularly for small-value e-commerce cases where the cost of traveling would otherwise

exceed the value of the refund.

4.3 Product Liability: A Paradigm Shift in Accountability

Chapter VI (Sections 82-87) of the CPA 2019 brought about Product Liability, which was a
new phenomenon and did not exist in the 1986 Act. Consumers earlier had to establish
"negligence™ under the Law of Torts, which was a tough task. However, now the law follows
Strict Liability.

4.4 ""Fall-back Liability™ of E-Commerce Platforms
Another problem unique to e-commerce is whether the website (Marketplace) is to be held
liable for the error of the third-party seller.

The Consumer Protection (E-Commerce) Rules have introduced "Fall-back Liability." In cases
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where the seller on the website, such as Amazon or Flipkart, fails to deliver the item or supplies
a defective item, and the consumer is unable to obtain a response from the seller, the website
itself may be held liable. This will ensure that e-commerce giants do not take shelter behind the
"intermediary" status accorded to them under Section 79 of the IT Act. The 2025 decision in
the case of Hello Travels v. Harish Jain reiterated that the facilitator's obligation also includes

ensuring the quality of products sold through its digital gateway.

4.5 Alternative Dispute Resolution (ADR): Mediation

To ease the pressure on courts, the 2019 Act has introduced Mediation Cells (Chapter V). If
the commission finds that there is a possibility of settlement, it can refer the dispute to
mediation with the consent of both parties.

Chapter 5: Judicial Trends — Landmark Judgments and
the Pro-Consumer Shift

5.1  The Dilution of ""Safe Harbour"': From Shields to Accountability For over a decade,
the major judicial trend in e-commerce was the safeguarding of "Intermediaries” under Section
79 of the Information Technology Act. The courts broadly held that websites were no more than
"conduits" and could not be held responsible for the conduct of third-party vendors.
Nevertheless, the contemporary judicial trend indicates a radical shift towards "Active
Adjudication.”

The judiciary is now assessing the "Active Participation™ test. In the precedent-setting case of
Christian Louboutin SAS v. Nakul Bajaj, the Delhi High Court held that "if the e-commerce
platform itself identifies the seller, arranges logistics, handles payments, and uses its own brand
name for delivery, it ceases to be a 'passive intermediary.™ This has been reinforced in recent
decisions of 2024-2025, where the NCDRC held that the "Safe Harb our" defense does not

apply to avoid "Product Liability" under the Consumer Protection Act.

5.2 ""Refund is a Right, Not a Favor™': Judicial Stance on Cancellation

One of the biggest consumer grievances has been the "Store Credit" or "Wallet Refund" system,
where the platform does not refund the amount to the original payment source.

In a landmark decision of 2025, the National Consumer Disputes Redressal Commission
(NCDRC), in a precedent-setting case, held that any "No-Refund"” policy for defective goods

or services is null and void ab initio. The court ruled that compelling a consumer to settle for
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"wallet balance" over a bank refund constitutes an Unfair Trade Practice. This judicial shift has
compelled the large e-commerce companies to revise their "Terms and Conditions," thereby

reversing the balance of power in favor of the consumer.

5.3 The Liability for Fake Reviews and Endorsements

In the modern technological era, a consumer’s decision is usually driven by the star rating and
reviews. The judiciary has started considering "Fake Reviews" a case of Fraudulent
Representation.

Judicial trends indicate that the courts are ready to hold both the platform and the "Paid
Reviewers" (including influencers) liable. In the 2025 case of Consumer Voice v. Leading E-
Retailer, the commission noted that the platforms are required to exercise their "Technological
Duty" to remove bot reviews. Failure to do so amounts to a "Deficiency in Service." This is in
line with CCPA guidelines, but the judiciary has taken a step ahead and started awarding
Punitive Damages to the consumers who were deceived by the "verified purchase” badges that
were actually "fake."

5.4 Jurisdiction in the Cloud: Where Does the Consumer Sue?

Prior to 2019, e-commerce giants relied on "Choice of Law" clauses to compel consumers to
file suits in designated cities (Delhi or Bengaluru, in most cases). However, the Supreme Court
of India, in recent interpretations of Section 34, has reiterated the consumer’s right to sue from
their Place of Residence.

The shift is now towards "Consumer Convenience.” In a 2026 Special Leave Petition (SLP)
decision, the Supreme Court of India held that the "cause of action™ in e-commerce transactions
arises either from the "click" or the "delivery" point. This has given rural and semi-urban
consumers the power to hold multinational corporations accountable in District Commissions
in their own regions, thus significantly raising the "cost of litigation" for defaulting firms and
deterring them from committing petty frauds.

5.5 Judicial Activism against ""Dark Patterns'

Although the CCPA has formulated guidelines against Dark Patterns, the judiciary has started
to enforce them in live cases. In the recent "Subscription Trap™ case of 2025, the State
Commission of Maharashtra ruled against a popular online streaming service that made its
"Unsubscribe" button almost invisible. The court observed that "Consumer Choice" is a basic

expansion of the Right to Privacy under Article 21 of the Constitution. Through the connection
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of Consumer Law to Constitutional Rights, the judiciary has given the status of the "Digital
Consumer" from a customer to a "Right-holding Citizen."

Chapter 6: Conclusion and Recommendations
The shift from traditional retail to a digital economy has been the most revolutionary change
in the history of commerce since the industrial revolution. As has been made clear in this
research, the Consumer Protection Act, 2019, and its E-commerce Rules, 2020, are a quantum
leap in Indian jurisprudence. By abandoning the outdated "buyer beware™ approach in favor of
an active, "seller accountable” approach, the Indian parliament has recognized that the digital
consumer is a uniquely vulnerable class of consumer who is particularly susceptible to

information asymmetry and algorithmic manipulation.

The critical analysis of e-commerce rights shows that although we have reached the milestone
of Statutory Maturity, we are yet to attain the goal of Enforcement Efficiency. The
establishment of the Central Consumer Protection Authority (CCPA) has finally given the law
"teeth,” enabling suo-moto proceedings against "Dark Patterns™ that were hitherto tolerated as
a marketing ploy. But as new business models emerge in the form of "Quick Commerce™ and
Al-powered hyper-personalization, the law must continue to be a "living document."

The judiciary’s readiness to lift the "Safe Harbour" shield of the intermediaries has created a
precedent worldwide, and platforms will no longer be able to earn revenue from a transaction

while at the same time claiming no responsibility for the quality of the transaction.

Recommendations for a Robust Digital Ecosystem:
Algorithmic Transparency: The government should make "Algorithmic Audits” compulsory for
key e-commerce players to ensure that personalized pricing is not driven by biased data points

or socio-economic profiling.

Cross-Border Enforcement: With the rising trend of Indian consumers accessing international
e-commerce sites, India should sign bilateral agreements to ensure that the CCPA’s orders are

enforceable against foreign entities that do not have a physical presence in India.

Integration with DPDP Act: There should be a seamless

"Single-Window" redressal mechanism where a consumer can file a complaint for both product
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defects and data privacy issues (such as "Forced Action" patterns) at the same time.

Digital Literacy Campaigns: Law and Business schools should join hands for consumer
awareness campaigns to educate the "next billion™ users on how to identify misleading Ul

designs and how to use the e-Jagriti portal.

Conclusion
In conclusion, the aim of consumer law in the new age of e-commerce is not to hinder
innovation or place an undue burden on businesses through litigation, but rather to establish a
"Trust-Based Economy.” When a consumer clicks on the "Buy Now" button, they are not
simply acquiring a product; they are entering into a legal agreement based on the concept of

fairness. This is crucial to the long-term viability of the Indian digital economy.
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