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Abstract 

Cyber-crime has increased rapidly with the expansion of digital technology and internet 

penetration. India has also witnessed a rise in offences such as online fraud, identity theft, cyber 

stalking, data breaches, and financial scams. The introduction of the Bharatiya Nyaya Sanhita 

(BNS) has replaced the old criminal code and attempts to modernize criminal law in line with 

present-day realities. Even though the new framework aims to address modern crimes, the 

process of proving cyber offences still faces many evidentiary challenges. 

 

Digital evidence is complex, volatile, and easily manipulated, which makes investigation and 

prosecution difficult. Unlike traditional crimes where physical evidence such as weapons or 

fingerprints can be presented, cyber offences rely on electronic records such as emails, server 

logs, IP addresses, and metadata. These forms of evidence require technical expertise for proper 

collection and analysis. 

 

This research paper studies the nature of cyber offences within the framework of the Bharatiya 

Nyaya Sanhita and focuses on the evidentiary difficulties that arise during investigation and 

trial. The study explores issues such as authenticity of digital records, chain of custody, 

jurisdiction problems, technical knowledge gaps, and dependence on electronic evidence. 

Courts often struggle to interpret technical material, while investigators sometimes fail to 

collect evidence in a legally admissible manner. The paper concludes by suggesting 

improvements in forensic infrastructure, training, and legal procedures. 
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Introduction 

The modern world is deeply connected through digital technology. Communication, financial 

transactions, education, entertainment, and government services are now conducted through 

the internet. While this digital transformation has created many opportunities, it has also 

generated new forms of criminal activity. Cyber-crime is no longer limited to highly skilled 

hackers but now includes ordinary individuals who exploit technology for fraud, harassment, 

identity theft, and illegal surveillance. India has experienced rapid growth in internet users and 

smartphone penetration over the last decade. With affordable data and increasing digital 

awareness, more people are relying on online platforms for everyday activities. However, this 

growth has also been accompanied by a sharp rise in cyber-related offences. Online banking 

fraud, phishing attacks, data theft, and cyber harassment are frequently reported cases. 

Traditional criminal law frameworks were not designed to deal with such technologically 

driven offences. Because of this gap, the Indian legal system has gradually adapted to address 

digital crime through laws such as the Information Technology Act and now the Bharatiya 

Nyaya Sanhita. However, the real challenge lies not only in defining cyber offences but in 

proving them in a court of law. Unlike physical crimes, cyber offences often leave behind 

digital traces that are invisible and easily alterable. This makes the process of evidence 

collection, preservation, and presentation much more complicated. Therefore, understanding 

evidentiary challenges becomes very important in ensuring justice in cybercrime cases. 

This paper aims to examine these challenges in detail, particularly in the context of the evolving 

legal framework in India. It focuses on the difficulties faced during the investigation and trial 

of cyber offences, and highlights the gap between legal provisions and their practical 

implementation. By analysing both legal and practical aspects, the study seeks to contribute 

towards a better understanding of how cyber offences can be effectively proved in the digital 

age. 

 

Literature Review 

Scholars have pointed out that cyber-crime differs from traditional crime mainly because the 

evidence exists in digital form. Digital information can be copied, modified, or erased easily, 

which raises serious questions regarding authenticity and reliability. Many researchers have 

emphasized that electronic evidence lacks the stability of physical evidence. Studies also 

highlight the role of digital forensic science in cybercrime investigations. Forensic experts use 

specialized tools to recover deleted files, analyse system logs, and trace online activities. 
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However, the effectiveness of forensic analysis depends on how well the evidence is preserved 

at the initial stage. 

Legal scholars have also discussed the importance of procedural compliance. Courts require 

strict adherence to rules related to admissibility of electronic evidence. Failure to follow proper 

procedures can lead to rejection of crucial evidence. Some research papers have pointed out 

that many cybercrime cases fail due to technical errors rather than lack of proof. Another 

important aspect discussed in literature is the lack of technical knowledge among legal 

professionals. Judges and lawyers may not always understand complex digital concepts, which 

can affect the outcome of cases. This creates a gap between technological advancements and 

legal understanding. 

(Varsha, 2025)  

(Rashotte, 2024) 

(Moussa, 2021)1 

 

Methodology 

This research adopts a doctrinal method of legal analysis. The study relies on secondary sources 

such as statutory provisions, judicial interpretations, textbooks, research articles, and online 

legal databases. This study adopts a doctrinal research methodology, which focuses on 

analysing existing legal principles, statutory provisions, and judicial interpretations relating to 

cyber offences and digital evidence. Primary sources such as the Bharatiya Nyaya Sanhita, 

2023, the Information Technology Act, 2000, and the Indian Evidence Act, 1872 have been 

examined to understand the legal framework governing cybercrimes in India. In addition, 

relevant case laws and judicial precedents have been referred to in order to assess how courts 

interpret and apply provisions concerning electronic evidence, particularly in relation to 

admissibility and authentication. 

The research also relies on secondary sources including legal commentaries, academic journals, 

research papers, and authoritative online databases. A qualitative approach has been used to 

identify and analyse the key challenges in proving cyber offences, especially those arising from 

the nature of digital evidence. The study further evaluates procedural issues such as collection, 

preservation, and presentation of electronic records, with the aim of highlighting gaps between 

legal provisions and practical implementation. This method helps in developing a 

                                                      
1 Cyber Crime in India: Trends, Challenges, and Solutions -Rahul Pandit 

Cyber Crimes: A Primer On Internet Threats And Email Abuses -G. Ram Kumar 

Landmark Judgements on Cyber Crimes and Cyber laws -Dr. Chintan Pathak & Associates 
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comprehensive understanding of both theoretical and real-world issues in cybercrime 

adjudication. A qualitative approach is used to identify the major evidentiary challenges faced 

in cyber offence prosecution. The research involves analysing existing laws related to cyber-

crime and studying how courts deal with electronic evidence. The aim is to understand both 

legal and practical difficulties in proving cyber offences. 

Further, the study also includes a critical review of existing literature on cyber laws in India to 

identify gaps in current research. Many articles focus on explaining statutory provisions but do 

not adequately address the real-world problems faced during investigation and prosecution. By 

comparing these studies with the present legal framework, this paper attempts to highlight areas 

that require improvement. The methodology, therefore, is not limited to describing the law but 

also aims to evaluate its effectiveness and suggest practical solutions for strengthening the 

process of proving cyber offences in the digital age. 

 

Results 

The study reveals that proving cyber offences presents multiple evidentiary challenges, 

primarily due to the fragile and intangible nature of digital evidence. Unlike traditional forms 

of evidence, electronic records can be easily altered, deleted, or manipulated within seconds, 

raising serious concerns regarding their authenticity and reliability. Issues related to proper 

authentication and compliance with legal requirements, particularly under Section 65B of the 

Indian Evidence Act, 1872, often create hurdles in the admissibility of such evidence. 

Furthermore, maintaining an unbroken chain of custody remains a significant challenge, as any 

procedural lapse in handling digital data may lead to doubts about its integrity and result in its 

rejection by courts. 

Another major finding is the lack of technical expertise among investigators and legal 

professionals, which adversely affects the quality of evidence collection and interpretation. 

Cybercrimes frequently involve cross-border elements, leading to jurisdictional complexities 

and delays in investigation. The study also highlights the growing use of encryption and 

anonymity tools by offenders, making it difficult to trace identities and establish guilt beyond 

reasonable doubt. Additionally, the over-dependence on electronic devices and digital records 

means that any failure in properly securing or presenting such evidence can weaken the 

prosecution’s case. These challenges collectively demonstrate the urgent need for improved 

forensic infrastructure, specialised training, and stronger coordination between legal and 

technical domains. 

The study identifies multiple evidentiary challenges in proving cyber offences: 
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Fragile Nature of Digital Evidence 

Digital evidence is extremely fragile and can be altered within seconds. Even a minor change 

in a file can affect its integrity. Investigators must act quickly to preserve data before it is lost 

or modified.  

Issues Of Authentication 

Authentication of electronic records is essential because courts require proof that the data has 

not been tampered with. It is often difficult to prove who created or accessed a particular digital 

record. 

Chain of Custody 

Maintaining a proper chain of custody is crucial. If there is any gap in handling evidence, it 

may be challenged in court. Improper documentation can lead to doubts about the reliability of 

evidence. 

Lack of technical Expertise 

Many law enforcement officers lack training in cyber forensics. This results in improper 

collection and handling of evidence. Similarly, judges may find it difficult to understand 

technical details. 

Jurisdictional overview 

Cyber-crimes often cross-national boundaries. An offence committed in one country may affect 

victims in another. This creates confusion regarding which court has jurisdiction.  

Dependence on Electronical Device 

Cybercrime cases rely heavily on digital evidence. If such evidence is not properly collected 

or presented, it becomes difficult to prove the offence.  

Encryption and Anonymity 

Offenders often use encryption and anonymous networks to hide their identity. This makes it 

difficult for investigators to trace the actual culprit. 

 

Discussion or Views 

In my opinion, the biggest challenge in proving cyber offences is the gap between law and 

technology. While laws are being updated, the implementation is still weak. Cybercrime 

investigation requires strong technical expertise, which is currently lacking in many parts of 

the system. Law enforcement agencies should receive specialized training in digital forensics 

and cyber investigation. Proper training can help in better evidence collection and reduce 

errors. Courts also need greater awareness regarding technological issues. Judges should be 
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provided with basic technical training so that they can understand digital evidence more 

effectively. 

Another issue is the complexity of legal procedures. Sometimes, even when evidence is strong, 

it is not presented properly in court. This creates confusion and weakens the case. Simplifying 

procedures related to electronic evidence can improve the situation. Investment in cyber 

forensic infrastructure is also very important. Advanced tools and laboratories can help in 

accurate analysis of digital evidence. Additionally, international cooperation should be 

strengthened to deal with cross-border cyber-crimes. 

 

Conclusion 

Cyber offences present complex evidentiary problems in the criminal justice system. The 

intangible and volatile nature of digital evidence makes it difficult to collect, preserve, and 

present in court. Issues such as lack of technical knowledge, improper handling of evidence, 

and jurisdictional challenges further complicate the process. Bharatiya Nyaya Sanhita is a step 

forward in addressing modern crimes, but more efforts are needed to ensure effective 

implementation. Strengthening forensic infrastructure, providing better training for 

investigators and judges, and simplifying legal procedures will significantly improve 

cybercrime prosecution. In conclusion, addressing evidentiary challenges is essential for 

ensuring justice in cyber offence cases and maintaining trust in the digital system. 

There is a need for better training, improved digital forensic systems, and clearer procedures 

for handling electronic evidence. Greater coordination between countries is also important to 

deal with cyber offences that go beyond national boundaries. This paper also points out that 

existing studies do not fully address these real-world evidentiary problems. By focusing on 

these gaps, it tries to bring a more practical perspective to the discussion. In the end, ensuring 

that digital evidence is properly collected and presented is essential not only for securing 

convictions but also for maintaining trust in the legal system in an increasingly digital world.2 

 

 

 

                                                      
2 Theft & Fraud: CBI v. Arif Azim (Sony Sambandh Case) 

Privacy & Data Protection: K.S. Puttaswamy v. Union of India 

Corporate Negligence (SIM Swap): Daffodils Furnishing v. Idea Cellular & Ors 

Obscenity/Electronic Records: Sharat Babu Digumarti v. Govt. 

Intellectual Property/Unauthorized Access: Syed Asifuddin v. State of Andhra Pradesh 
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