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ABSTRACT 

Cyber-enabled tax evasion and fraud through digital shell companies has emerged as a critical challenge 

for India’s taxation and regulatory system. The proliferation of virtual corporate entities, often operating 

without substantial business activity, has created avenues for sophisticated financial manipulation, 

including evasion of income tax, fraudulent claims of ITC, and money laundering. The digitalization of 

business and financial transactions has further complicated detection and enforcement, making traditional 

oversight mechanisms insufficient. This study examines the intersection of cybercrime, corporate law, and 

taxation, emphasizing the legal system that govern such frauds in India. 

The study aims to analyze the legal mechanisms available to combat cyber-enabled tax evasion, evaluate 

the role and effectiveness of Indian enforcement agencies, and identify the challenges inherent in 

prosecuting digital shell companies. Employing a doctrinal research methodology, the study reviews 

statutes such as the Companies Act, 2013, Income Tax Act, 1961, GST Act, 2017, PMLA, 2002, and 

Information Technology Act, 2000, along with relevant case laws, judicial pronouncements, and scholarly 

articles. 

The research reveals that while India has a robust legal and institutional framework, enforcement agencies 

face significant challenges due to the technological sophistication of digital shell companies, gaps in inter-

agency coordination, and procedural delays in judicial processes. The study identifies recurring patterns of 

fraud, including the misuse of fictitious invoices, multi-layered transactions, and cross-border fund 

transfers.  

The study concludes that combating cyber-enabled tax evasion requires a multi-pronged approach, 

combining legal reforms, technological advancements, and enhanced inter-agency cooperation. This 

research contributes to legal scholarship by providing insights into the evolving challenges of cyber-enabled 

financial crimes in India and offers actionable recommendations for policymakers, regulators, and 

enforcement authorities to safeguard public revenue in the digital era. 

 

CHAPTER 1: INTRODUCTION 

1.1 INTRODUCTION 

The transformation of the global economy through rapid digitization has fundamentally altered the way 
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financial transactions are conducted, regulated, and monitored. In India, this transformation has been 

particularly pronounced with the widespread adoption of digital payment systems, online banking, 

fintech platforms, and electronic governance mechanisms. Initiatives promoting a cashless economy, 

increased internet penetration, and the proliferation of smartphones have significantly enhanced financial 

inclusion and economic efficiency.1 However, alongside these advancements, there has been a parallel 

rise in sophisticated forms of financial crimes, particularly cyber-enabled tax evasion and fraud, which 

exploit technological innovations and regulatory gaps. 

Traditionally, tax evasion involved the concealment of income, falsification of accounts, or 

underreporting of financial transactions through conventional means. With the advent of digital 

technologies, these activities have evolved into more complex and less detectable forms. Cyber-enabled 

tax evasion refers to the use of digital tools, online platforms, and electronic financial systems to 

deliberately evade tax liabilities or perpetrate financial fraud. This includes the manipulation of digital 

records, use of encrypted communication channels, cross-border fund transfers through online systems, 

and exploitation of regulatory loopholes in virtual financial environments. The anonymity, speed, and 

global reach of digital transactions make such activities particularly challenging for enforcement 

authorities to detect and control.2 

One of the most significant instruments used in cyber-enabled tax evasion is the digital shell company. 

A shell company, in its basic form, is a legally incorporated entity that lacks substantial business 

operations or physical presence. While such entities may be used for legitimate purposes—such as 

holding assets, facilitating mergers, or structuring investments—they are often misused as vehicles for 

illicit financial activities. In the digital era, shell companies have evolved into more sophisticated forms 

characterized by online incorporation, minimal regulatory scrutiny, and the use of digital identities. These 

digital shell companies are frequently established using forged or stolen identification documents, fake 

addresses, and nominee directors, allowing the real beneficiaries to remain hidden. 

The use of digital shell companies in tax evasion and fraud typically involves complex layering of 

financial transactions to obscure the origin and ownership of funds. For instance, illicit income may be 

routed through multiple shell entities, transferred across various bank accounts or digital wallets, and 

                                                      
1 Pooja Ahluwalia (2023), India Leading the Global Digital Transformation Journey, 

https://www.assocham.org/uploads/files/Digital%20Transformation.pdf 
2 Ritu Gupta, “Corporate Fraud and the Misuse of Shell Companies in India” (2021) 13 Indian Journal of Corporate 

Law 89. 
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eventually integrated into the formal economy as legitimate earnings. This process, commonly associated 

with money laundering, is facilitated by the speed and opacity of digital financial systems. Additionally, 

shell companies are often used to generate fake invoices, enabling businesses to claim fraudulent tax 

credits or inflate expenses to reduce taxable income. Such practices not only result in significant revenue 

losses for the government but also undermine the integrity of the financial system.3 

In India, the issue of shell companies gained considerable attention in the wake of large-scale financial 

irregularities and policy measures aimed at curbing black money. Government initiatives to identify and 

strike off non-compliant companies have revealed the extent to which shell entities are used for illicit 

purposes. The integration of digital technologies into corporate registration and compliance processes 

has, while improving efficiency, also created new avenues for misuse. The ease of online company 

incorporation, coupled with inadequate verification mechanisms in certain cases, has enabled the rapid 

creation and dissolution of shell entities, making regulatory oversight more challenging. 

The problem is further compounded by the increasing use of advanced technologies such as 

cryptocurrencies, blockchain-based transactions, and digital payment platforms. Cryptocurrencies, in 

particular, offer a high degree of anonymity and are often used to transfer funds across borders without 

the involvement of traditional financial institutions. This makes it difficult for authorities to trace the 

flow of money and identify the individuals involved. Similarly, the use of prepaid payment instruments, 

e-wallets, and online marketplaces can facilitate the movement of funds through multiple channels, 

creating complex transaction trails that are difficult to audit. 

From a legal perspective, addressing cyber-enabled tax evasion through digital shell companies presents 

several challenges. One of the primary issues is the absence of a clear and comprehensive legal definition 

of “shell company” within the Indian statutory framework. While various laws address aspects of 

corporate governance, tax compliance, and financial crimes, there is no single legislation that specifically 

targets the misuse of shell companies in a digital context. This creates ambiguity in interpretation and 

enforcement, as authorities must rely on a combination of provisions from different statutes to address 

such activities.4 

The existing legal framework in India comprises multiple legislations, each dealing with specific aspects 

                                                      
3 Surajit Dasgupta and Janani Kumar, “Shell Companies and Illicit Financial Flows in India: A Legal Analysis” 

(2020) 12 Indian Journal of Law and Economics 45. 
4 Sandeep Gopalan, “Regulating Shell Companies in India: Challenges and Policy Responses” (2018) 60 Journal of 

the Indian Law Institute 123. 
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of financial regulation and enforcement. Company law governs the incorporation, operation, and 

dissolution of corporate entities, imposing obligations related to disclosure, reporting, and governance. 

Tax laws address the assessment and collection of taxes, including provisions to prevent evasion and 

avoidance. Anti-money laundering laws focus on the identification and confiscation of proceeds of crime, 

while cyber laws provide mechanisms to address offences involving digital systems and data. Although 

these laws collectively provide a broad framework for tackling financial crimes, their fragmented nature 

can lead to overlaps, inconsistencies, and enforcement challenges. 

Another significant challenge lies in the identification of the beneficial owner, that is, the individual who 

ultimately controls or benefits from a corporate entity. Digital shell companies are often structured in a 

manner that conceals the identity of the true owner through layers of ownership, nominee directors, and 

offshore entities. This lack of transparency makes it difficult for enforcement agencies to establish 

accountability and prosecute offenders. Despite efforts to strengthen disclosure requirements and 

implement know-your-customer (KYC) norms, gaps remain in the effective verification and monitoring 

of corporate ownership structures. 

Enforcement agencies in India play a crucial role in detecting and investigating cases of cyber-enabled 

tax evasion and fraud. These agencies are empowered to conduct searches, seize assets, and initiate legal 

proceedings against individuals and entities involved in financial crimes. In recent years, there has been 

a growing emphasis on the use of technology-driven tools such as data analytics, artificial intelligence, 

and digital forensics to enhance investigative capabilities. These tools enable authorities to analyze large 

volumes of financial data, identify suspicious patterns, and track the movement of funds across multiple 

channels. However, the effectiveness of these measures is often limited by resource constraints, lack of 

specialized expertise, and the rapidly evolving nature of cyber threats.5 

The cross-border dimension of digital financial crimes adds another layer of complexity to the problem. 

Funds can be transferred across jurisdictions with ease, and shell companies can be incorporated in 

multiple countries, each with its own regulatory framework. This creates challenges in terms of 

jurisdiction, cooperation, and enforcement, as authorities must navigate differences in legal systems, 

data-sharing protocols, and levels of regulatory oversight. International cooperation and information 

exchange are therefore essential components in the fight against cyber-enabled tax evasion, but these 

                                                      
5 Nidhi Singh, “Tax Evasion and Avoidance in India: Legal and Regulatory Issues” (2019) 11 NUJS Law Review 

67. 
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mechanisms are often time-consuming and subject to legal and procedural constraints. 

Judicial interpretation also plays a critical role in shaping the legal response to shell company-related 

fraud. Courts are often required to balance the principle of separate legal personality, which protects the 

autonomy of corporate entities, with the need to prevent misuse of the corporate form for fraudulent 

purposes. The doctrine of “piercing the corporate veil” allows courts to look beyond the legal structure 

of a company and hold the individuals behind it accountable in cases of fraud or abuse. However, the 

application of this doctrine in the context of complex digital transactions and multi-layered corporate 

structures can be challenging, requiring careful analysis of evidence and intent.6 

The significance of this study lies in its attempt to examine the intersection of technology, corporate 

structures, and legal regulation in the context of tax evasion and fraud. As digital technologies continue 

to evolve, so too do the methods employed by individuals and organizations to exploit them for illicit 

gain. Understanding the role of digital shell companies in facilitating such activities is essential for 

developing effective legal and regulatory responses. This study seeks to analyze the existing legal 

framework in India, evaluate the effectiveness of enforcement mechanisms, and identify gaps that may 

be exploited by offenders. 

Furthermore, the study aims to contribute to the broader discourse on financial transparency, 

accountability, and governance in the digital age. By examining the challenges posed by cyber-enabled 

tax evasion and the misuse of shell companies, it highlights the need for a more integrated and adaptive 

approach to regulation. This includes not only strengthening existing laws and enforcement mechanisms 

but also fostering greater coordination between different regulatory bodies, enhancing technological 

capabilities, and promoting international cooperation. 

1.2 STATEMENT OF THE PROBLEM 

The rapid digitization of India’s financial ecosystem has significantly transformed the nature and scale 

of economic activities, but it has also facilitated the emergence of sophisticated forms of cyber-enabled 

tax evasion and fraud. One of the most concerning developments is the misuse of digital shell 

companies—entities that exist largely on paper or in digital form with minimal or no genuine business 

operations. These entities are increasingly used to conceal beneficial ownership, generate fictitious 

                                                      
6 Arjun K. Sengupta, “Cyber Financial Crimes and Regulatory Framework in India” (2020) 8 NALSAR Law 

Review 145. 
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transactions, and route illicit funds through complex digital channels such as online banking systems, 

payment gateways, and cryptocurrencies. The absence of a clear statutory definition of shell companies, 

coupled with gaps in regulatory oversight and verification mechanisms, has made it easier for offenders 

to exploit legal structures while evading detection. As a result, traditional legal tools and compliance 

frameworks often prove inadequate in addressing the dynamic and technology-driven nature of such 

financial crimes. 

Furthermore, the challenge is compounded by the limitations faced by Indian enforcement agencies in 

effectively detecting, investigating, and prosecuting cyber-enabled tax evasion involving digital shell 

companies. Issues such as jurisdictional constraints, lack of inter-agency coordination, technological 

sophistication of offenders, and difficulties in tracing cross-border financial flows hinder enforcement 

efforts. Although multiple laws exist to regulate corporate conduct, taxation, and cyber activities, their 

fragmented application creates inconsistencies and enforcement gaps. This raises critical concerns 

regarding the adequacy of the existing legal and institutional framework in addressing emerging financial 

crimes. Therefore, there is a pressing need to examine whether current laws and enforcement mechanisms 

are sufficient to combat the misuse of digital shell companies and to identify necessary reforms to 

strengthen India’s response to cyber-enabled tax evasion and fraud. 

1.3 RESEARCH OBJECTIVES 

 To examine the concept, structure, and operational mechanisms of digital shell companies in 

India. 

 To analyze the legal and regulatory framework governing cyber-enabled tax evasion and fraud 

in India. 

 To evaluate the role and effectiveness of Indian enforcement agencies in investigating and 

prosecuting digital shell company-related crimes. 

 To identify judicial trends, challenges, and gaps in addressing cyber-enabled financial fraud 

through shell companies. 

 To propose policy and legal recommendations for strengthening India’s response to cyber-

enabled tax evasion and fraud. 

1.4 RESEARCH QUESTIONS 
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1. What are the characteristics and operational mechanisms of digital shell companies used for 

cyber-enabled tax evasion in India? 

2. How effective is the current legal and regulatory framework in preventing and addressing cyber-

enabled tax evasion and fraud through digital shell companies? 

3. What is the role of Indian enforcement agencies, and what challenges do they face in 

investigating and prosecuting such cyber-enabled financial crimes? 

4. How have Indian courts addressed cases involving digital shell companies, and what gaps exist 

in judicial interpretation and enforcement? 

1.5 HYPOTHESIS 

Digital shell companies significantly facilitate cyber-enabled tax evasion and fraud in India by exploiting 

gaps in the legal and regulatory framework. Strengthening laws, improving enforcement mechanisms, 

and enhancing inter-agency coordination will reduce the misuse of such entities and improve detection 

and prosecution of related financial crimes. 

1.6 LITERATURE REVIEW 

Avtar Singh (2022)7 seminal work provides an in-depth analysis of corporate law in India, with particular 

emphasis on the regulatory framework governing company formation, corporate governance, and 

compliance requirements. The book highlights the legal duties of directors and the consequences of non-

compliance under the Companies Act, 2013, making it highly relevant to the study of shell companies. 

Singh examines how weak enforcement of corporate disclosure norms and inadequate verification 

mechanisms can lead to misuse of corporate entities for illicit purposes, including tax evasion and 

financial fraud. His discussion on striking off non-compliant companies, maintaining statutory registers, 

and the liability of officers underlines the importance of robust corporate governance, which is critical 

for preventing the proliferation of digital shell companies in the Indian context. 

Kapoor and Dhamija(2021)8 book provides a practical perspective on the functioning of corporate entities 

in India, addressing both compliance obligations and avenues of misuse. The authors explore the concept 

of shell companies, examining how companies with minimal or no operational activity can be leveraged 

for fraudulent purposes, including evasion of taxes and laundering of illicit funds. The book also 

                                                      
7 Avtar Singh, Company Law (22nd edn, 2022, LexisNexis). 
8 G.K. Kapoor & Sanjay Dhamija, Company Law and Practice (21st edn, 2021, Sultan Chand & Sons) 
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emphasizes the role of digital technology in corporate registration, noting that online incorporation and 

electronic submission of documents have both improved efficiency and created opportunities for 

regulatory circumvention. Their analysis is particularly useful for understanding how the legal 

framework, while comprehensive on paper, faces challenges in real-world enforcement, especially in 

tracking beneficial ownership and layered financial transactions. 

Tripathi’s  (2020)9 work bridges the gap between corporate law and taxation, offering insights into the 

mechanisms of tax evasion and the misuse of corporate structures for financial gain. The book examines 

GST fraud, input tax credit manipulation, and the creation of fictitious transactions through shell 

companies, providing numerous examples from the Indian context. Tripathi also discusses the regulatory 

responses by agencies like the Income Tax Department, Directorate General of GST Intelligence (DGGI), 

and Enforcement Directorate, highlighting both successes and limitations. His analysis underscores the 

challenges posed by cyber-enabled transactions, digital wallets, and online payment systems, 

demonstrating that conventional tax compliance mechanisms must adapt to a rapidly digitizing financial 

landscape. 

Balasubramanian (2019)10 book provides a comprehensive study of cybercrime, cyber-enabled fraud, and 

the corresponding legal framework in India. It discusses the Information Technology Act, 2000, and its 

role in regulating digital transactions and online identity theft, which are central to the functioning of 

digital shell companies. The author highlights how anonymity, encrypted communications, and virtual 

financial platforms facilitate sophisticated financial crimes that evade traditional legal detection. 

Importantly, the book examines judicial interpretations of cyber offenses and the challenges of applying 

conventional evidentiary rules to digital evidence. This work is invaluable for understanding the 

intersection of technology, law, and financial crime, especially in the context of shell companies used to 

perpetrate tax fraud. 

Justice Venugopal (2018)11 in his book offers a legal and regulatory analysis of corporate frauds in India, 

focusing on mechanisms for prevention, detection, and prosecution. The author emphasizes the role of 

enforcement agencies, including the SFIO, the CBI, and the ED, in tackling complex financial frauds 

involving shell companies. The book also explores case studies of high-profile corporate frauds, 

                                                      
9 S.C. Tripathi, Tax Laws and Corporate Frauds (2020, Taxmann Publications). 
10 R. Balasubramanian, Cyber Crimes and Law (2019, Eastern Book Company). 
11 Venugopal, Corporate Frauds: Prevention and Regulation (2018, Universal Law Publishing) 
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illustrating how digital technologies and offshore entities complicate the enforcement landscape. 

Venugopal argues for strengthened compliance norms, transparent corporate reporting, and enhanced 

inter-agency coordination, providing a practical framework for addressing the misuse of digital shell 

companies in tax evasion and cyber-enabled financial crimes. 

Shishir Tiwari & Axita Shrivastava (2025)12 provide one of the most recent doctrinal studies on how shell 

companies facilitate tax evasion by exploiting gaps in India’s corporate and fiscal law. The authors argue 

that the lack of a statutory definition of “shell company” under the Companies Act, 2013 creates 

significant regulatory and enforcement loopholes, making it difficult for authorities to identify, 

investigate, and prosecute entities involved in illicit financial flows. They detail common methods used 

in tax evasion—including layering, fictitious invoicing, and round tripping—and critically examine how 

existing laws (e.g., Companies Act, PMLA 2002, Income Tax Act 1961, Benami Transactions 

Amendment Act 2016 and SEBI regulations) interact with enforcement outcomes. The paper also 

discusses judicial attempts to lift the corporate veil in fraud cases and underscores the economic impact 

of evasion, concluding with policy recommendations for enhanced transparency, beneficial ownership 

disclosure, and inter‑agency cooperation. 

Raja Bhoj Sharma & Ruchi Garg (2025)13 in their empirical study finds that the adoption of AI‑enabled 

monitoring and analytics within India’s taxation system has statistically reduced detected GST fraud 

cases, especially those involving anomalies in invoice matching and risk profiling—common red flags 

for schemes involving fake shell entities and bogus input tax credit claims. While not narrowly focused 

on shell companies, the article’s findings are highly relevant to enforcement strategies against 

cyber‑enabled tax evasion, demonstrating how advanced digital systems can enhance regulatory detection 

capacity. The authors also address ethical and operational challenges in deploying AI for tax compliance, 

noting the need for robust data infrastructure and clear legal standards to govern tech‑driven enforcement. 

Vyshnavi Epari (2025)14 examines how shell corporations are used in India’s corporate environment to 

perpetrate tax evasion and other financial frauds. Though published in a business management journal, 

the paper highlights legal gaps and inadequacies in enforcement, emphasising how shell structures exploit 

                                                      
12 Shishir Tiwari & Dr. Axita Shrivastava, Shell Companies, Tax Evasion, and the Legal Framework in India, Indian 

Journal of Legal Review (IJLR), 5(5) of 2025, 922–932. 
13 Raja Bhoj Sharma & Ruchi Garg, Leveraging AI Tools for Enhanced GST Compliance and Fraud Detection in the 

Indian Taxation System, (2025) Exploresearch Vol. 2 No. 2 (Apr.–Jun. 2025) 43–50. 
14 Vyshnavi Epari, Shell Companies and Corporate Frauds: Legal Loopholes and Regulatory Response in India, 

IOSR Journal of Business and Management (IOSR‑JBM), Vol. 27, Issue 7 (July 2025) 42–49. 
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weaknesses in corporate governance, beneficial ownership disclosure, and statutory compliance. The 

study underscores the need for tighter regulatory controls, greater alignment between corporate and fiscal 

legislation, and proactive oversight by enforcement agencies to curb misuse of shell entities—insights 

directly relevant to the research on cyber‑enabled tax evasion and fraud. 

Gopalan (2018)15 provides an extensive analysis of shell companies in India, examining their structural 

characteristics, legal definitions, and regulatory treatment under the Companies Act, 2013. The study 

emphasizes how such companies, which often have no substantial business operations, are frequently 

used to commit financial fraud, evade taxes, and launder money. Gopalan identifies critical weaknesses 

in India’s regulatory framework, including inadequate verification of company incorporation documents, 

weak monitoring of annual filings, and the absence of clear beneficial ownership disclosure norms. The 

article traces various government initiatives aimed at curbing non-compliant entities, such as the Ministry 

of Corporate Affairs’ (MCA) campaign to strike off inactive companies and enforce compliance notices. 

Despite these measures, Gopalan argues that enforcement remains largely reactive, and shell companies 

continue to proliferate, particularly in the digital domain where incorporation and documentation can 

occur online with minimal scrutiny. The study also discusses the economic and reputational impact of 

such companies on legitimate businesses and the broader tax system. Importantly, Gopalan’s work 

highlights the need for more proactive monitoring, enhanced inter-agency coordination between 

corporate regulators, the Income Tax Department, and the Enforcement Directorate, as well as stricter 

statutory definitions and disclosure norms. For research on cyber-enabled tax evasion and digital shell 

companies, this article provides a foundational understanding of how corporate governance and 

regulatory gaps intersect with financial crime, setting the stage for an analysis of enforcement 

effectiveness and legal challenges. 

Singh (2019)16 addresses the broader phenomenon of tax evasion and avoidance in India, with particular 

attention to how corporate structures such as shell companies facilitate fraudulent activity. The article 

provides a comprehensive review of the legislative framework, including the Income Tax Act, 1961, the 

GST Act, 2017, and the Prevention of Money Laundering Act, 2002, critically analyzing the adequacy 

of these statutes in preventing illicit financial flows. Singh observes that while the statutory provisions 

provide for penalties, prosecution, and compliance obligations, the fragmented enforcement mechanisms, 

                                                      
15 Sandeep Gopalan, “Regulating Shell Companies in India: Challenges and Policy Responses” (2018) 60 JILI 123 
16 Nidhi Singh, “Tax Evasion and Avoidance in India: Legal and Regulatory Issues” (2019) 11 NUJS Law Rev. 67 
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multiple overlapping authorities, and delays in judicial processes significantly hinder effectiveness. The 

study also identifies the methods used in evasion schemes, including fictitious invoicing, circular trading, 

and underreporting of revenues, demonstrating how digital technologies have amplified the ease and 

scale of such operations. Singh’s article highlights empirical data from enforcement cases, showing 

patterns of misuse of corporate structures in GST fraud, illustrating the intersection of legal, 

administrative, and technological challenges. Additionally, Singh critiques the lack of harmonization 

between tax authorities, corporate regulators, and cybercrime enforcement units, arguing that an 

integrated legal framework is crucial to addressing modern, technology-driven financial crimes. This 

research is highly relevant for understanding both the doctrinal basis and practical enforcement 

challenges of cyber-enabled tax evasion, as it situates shell companies within the broader ecosystem of 

corporate tax regulation and highlights areas where the legal framework must evolve to address digital 

fraud. 

Gupta (2021)17 provides an insightful examination of corporate fraud facilitated by shell companies, 

situating the discussion within Indian corporate law and taxation. The study emphasizes how shell 

entities—often digital or paper-based—are used to create complex financial transactions that conceal 

ownership, evade taxes, and launder funds. Gupta examines judicial and enforcement responses to 

corporate fraud, highlighting the challenges in piercing the corporate veil, particularly when beneficial 

ownership is obscured through digital intermediaries. The article includes detailed case studies of 

companies involved in large-scale financial misrepresentation, illustrating methods such as bogus 

invoicing, round-tripping of funds, and layering of transactions to evade detection. Gupta critically 

evaluates the effectiveness of the Companies Act, the Income Tax Act, and the GST framework in 

addressing these activities, noting that regulatory provisions often lag behind technological advances that 

facilitate fraud. The study also stresses the role of enforcement agencies, including the Serious Fraud 

Investigation Office (SFIO) and the Enforcement Directorate (ED), highlighting the operational and 

procedural constraints they face in investigating digitally facilitated schemes. Gupta concludes with 

policy recommendations, advocating stricter disclosure norms, advanced monitoring tools, inter-agency 

coordination, and enhanced legal provisions to penalize fraudulent directors and officers. This article is 

central to research on cyber-enabled tax evasion because it links the legal framework with practical 

enforcement realities, demonstrating how digital shell companies exploit gaps in law and compliance to 

                                                      
17 Ritu Gupta, “Corporate Fraud and the Misuse of Shell Companies in India” (2021) 13 IJCL 89 
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perpetuate fraud. 

Sengupta (2020)18 explores the intersection of cybercrime and financial law, offering a detailed 

assessment of how digital technologies have transformed the landscape of tax evasion and financial fraud 

in India. The study emphasizes the proliferation of cyber-enabled financial crimes facilitated through 

shell companies, online banking, virtual wallets, and encrypted communication channels. Sengupta 

critically analyzes the Information Technology Act, 2000, alongside corporate and fiscal statutes such as 

the Companies Act, PMLA, and GST regulations, highlighting how current legal provisions are 

insufficiently adapted to address technology-driven fraud. The article identifies key challenges faced by 

enforcement agencies, including jurisdictional ambiguities, technological sophistication of offenders, 

cross-border fund flows, and limitations in tracing digital evidence. Sengupta emphasizes the importance 

of cyber forensic tools, AI-assisted monitoring, and data analytics in detecting suspicious transactions 

and preventing large-scale evasion. The study also discusses judicial approaches to digital financial 

crimes, highlighting the need for courts to recognize evolving cyber contexts when interpreting statutory 

provisions. For researchers, this article provides a critical framework to understand the digital dimension 

of financial fraud and its intersection with legal and regulatory gaps, demonstrating why cyber-enabled 

shell company schemes remain difficult to prevent and prosecute in India. 

Dasgupta and Kumar (2020)19 provide a rigorous examination of shell companies as vehicles for illicit 

financial flows in India. The article outlines the structural features of shell companies, including minimal 

capital, absence of substantive operations, and complex ownership arrangements, and examines how 

these features are exploited for tax evasion, fraudulent invoicing, and laundering of funds. The authors 

analyze enforcement challenges, noting that regulatory authorities often lack sufficient data to track 

beneficial ownership and the origin of funds, particularly in cases involving multiple layers of digital 

transactions. They critique both corporate and fiscal laws for being reactive rather than preventive, 

stressing the need for a unified approach to detect and regulate such entities. The study also offers 

comparative insights, referencing international practices and suggesting adoption of technology-enabled 

monitoring, real-time audits, and enhanced inter-agency cooperation in India. Dasgupta and Kumar 

conclude that while legal provisions exist to tackle corporate fraud, systemic gaps and the complexity of 

digital financial networks make enforcement challenging. Their research is particularly relevant for 

                                                      
18 Arjun K. Sengupta, “Cyber Financial Crimes and Regulatory Framework in India” (2020) 8 NALSAR LR 145 
19 Surajit Dasgupta & Janani Kumar, “Shell Companies and Illicit Financial Flows in India: A Legal Analysis” 

(2020) 12 IJLE 45 

http://www.ijlra.com/


www.ijlra.com 

Volume 3 Issue 2 | April 2026 

 

ISSN: 2582-6433 

 

 

Page | 21 
 

 

understanding cyber-enabled tax evasion as it emphasizes how shell companies operate at the intersection 

of corporate, fiscal, and digital regulatory gaps. 

Sharma (2020)20 focuses on the challenges created by the rapid digitization of financial transactions in 

India. The study examines how online payments, digital wallets, and virtual accounts have enabled new 

forms of tax evasion, particularly through shell companies and fraudulent input tax credit claims. Sharma 

provides an overview of legal frameworks under the Companies Act, GST Act, and IT Act, assessing 

their effectiveness in controlling cyber-enabled tax evasion. She highlights enforcement gaps, such as 

insufficient real-time verification, inadequate cross-border monitoring, and the limited technological 

capacity of enforcement agencies. The article also critiques the operational difficulties faced by 

authorities in accessing and analyzing digital transaction data, arguing that traditional auditing and 

compliance methods are no longer sufficient. Sharma suggests regulatory reforms, including enhanced 

digital monitoring, stricter KYC protocols, and integrated enforcement strategies involving corporate, 

tax, and cyber regulators. Her work is significant for understanding how the legal system intersects with 

digital finance, providing both empirical and doctrinal perspectives on cyber-enabled tax fraud and the 

misuse of digital shell companies. 

Ramesh Chand (2020)21 provides a detailed review of judicial interventions in cases involving fraudulent 

companies, with a focus on piercing the corporate veil in India. The study emphasizes how shell 

companies are often used to conceal beneficial ownership, manipulate financial statements, and evade 

taxes. Chand analyzes landmark judgments where courts have attempted to hold individuals behind such 

entities accountable, demonstrating the challenges faced in cases involving layered corporate structures 

and digital operations. The article also critiques existing statutory provisions, noting that regulatory 

mechanisms often lag behind sophisticated fraud techniques enabled by digital technologies. Chand 

underscores the importance of effective inter-agency coordination and robust enforcement strategies, 

including enhanced reporting and monitoring systems. This research is particularly relevant for 

understanding the legal remedies available against cyber-enabled shell companies, highlighting both 

judicial trends and systemic gaps in enforcement that allow financial fraud to persist. 

Meera Iyer (2021)22 examines the nexus between GST fraud and digital shell companies, providing 

                                                      
20 Priya Sharma, “Digital Transactions and Tax Evasion in India: Legal Challenges” (2022) 14 DULR 101 
21 Ramesh Chand, “Corporate Veil and Fraudulent Companies in India” (2019) 61 JILI 215 
22 Meera Iyer, “GST Fraud and the Role of Digital Shell Companies” (2021) 9 NLSIR 77 
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empirical evidence on patterns of fictitious invoicing, input tax credit manipulation, and circular trading 

in India. The study emphasizes the operational mechanisms of shell entities, including their minimal 

physical presence and reliance on digital transactions to facilitate fraudulent claims. Iyer analyzes the 

response of enforcement agencies, such as the Directorate General of GST Intelligence (DGGI) and the 

Enforcement Directorate, highlighting both successes and constraints in investigation and prosecution. 

The article also discusses technological tools for fraud detection, including AI-assisted analytics and real-

time monitoring systems, arguing that these tools are essential for preventing cyber-enabled tax evasion. 

Iyer concludes by recommending stronger corporate governance norms, improved verification of digital 

transactions, and enhanced inter-agency cooperation. This study is significant for researchers examining 

the intersection of digital finance, tax compliance, and legal enforcement, providing insights into the 

challenges and opportunities in curbing fraud through digital shell companies. 

1.7 SIGNIFICANCE OF THE STUDY 

The study of cyber-enabled tax evasion and fraud through digital shell companies in India is highly 

significant due to the growing sophistication and scale of financial crimes in the digital era. With the 

proliferation of online banking, digital payments, and cloud-based corporate registrations, shell 

companies have become increasingly complex and difficult to trace. These entities often exist only in 

digital form, making traditional monitoring and enforcement mechanisms inadequate. By examining the 

legal framework governing such companies and analyzing the challenges faced by enforcement agencies, 

this research provides a deeper understanding of how modern technology facilitates tax evasion and 

financial fraud. The study also sheds light on the regulatory and institutional gaps that allow these crimes 

to flourish, offering policymakers and regulators evidence-based insights for strengthening compliance 

and oversight. 

Furthermore, the study is important from a corporate governance perspective. Digital shell companies 

undermine transparency, distort market competition, and facilitate illicit financial flows, including money 

laundering, round-tripping of funds, and fraudulent GST claims. By critically analyzing the role of Indian 

enforcement agencies and the judicial approach to shell companies, this research highlights the 

intersection between law, technology, and finance. It also emphasizes the need for integrated regulatory 

strategies that combine legal, technological, and administrative tools to curb cyber-enabled financial 

crimes. The findings can inform corporate policy, enhance enforcement strategies, and guide the 

development of preventive legal frameworks that safeguard the integrity of India’s financial system. 
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Finally, this research has academic and practical significance, contributing to both doctrinal and empirical 

scholarship. Academically, it adds to the literature on cyberlaw, tax law, corporate law, and financial 

regulation in India, particularly regarding the evolving challenges posed by digitalization. Practically, it 

offers actionable recommendations for policymakers, law enforcement agencies, auditors, and corporate 

compliance officers to address the risks associated with shell companies. By bridging legal theory with 

the operational realities of digital financial crime, the study provides a foundation for future research, 

capacity-building in enforcement agencies, and policy reforms aimed at reducing tax evasion and 

protecting the economic and legal interests of the country. 

 

1.8 RESEARCH METHODOLOGY 

The present study adopts a doctrinal and analytical research methodology to examine cyber-enabled tax 

evasion and fraud through digital shell companies in India. Doctrinal research involves the systematic 

analysis of existing legal provisions, statutes, regulations, case laws, and judicial interpretations related 

to corporate governance, taxation, GST, and cybercrime. The study primarily relies on primary sources 

such as the Companies Act, 2013, the Income Tax Act, 1961, the Prevention of Money Laundering Act, 

2002, the Goods and Services Tax Act, 2017, and judicial rulings concerning shell companies and 

corporate fraud. Secondary sources include scholarly books, journal articles, reports from regulatory 

authorities, government publications, and news reports that provide context on enforcement practices and 

digital financial crimes. This approach enables a critical evaluation of the legal framework governing 

shell companies, the methods of tax evasion employed, and the effectiveness of existing statutory and 

regulatory mechanisms. 

In addition to doctrinal analysis, the study incorporates an analytical and comparative approach. It 

critically examines the role of enforcement agencies, such as the Directorate General of GST Intelligence 

(DGGI), the Income Tax Department, the Enforcement Directorate (ED), and the Serious Fraud 

Investigation Office (SFIO), in detecting and prosecuting cyber-enabled financial crimes. The analytical 

approach involves assessing the effectiveness of their strategies, technological tools, and inter-agency 

coordination in preventing and addressing fraud involving shell companies. Comparative analysis with 

international best practices highlights gaps in the Indian regulatory system, allowing the study to propose 

reforms and policy measures aligned with global standards. This combination of doctrinal and analytical 

methodology ensures a holistic understanding of both the legal provisions and practical enforcement 
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challenges associated with digital financial crimes. 

Finally, the study adopts a qualitative research design, emphasizing descriptive and critical evaluation 

rather than empirical data collection. The qualitative approach facilitates a deep exploration of the 

patterns, methods, and implications of tax evasion and fraud through digital shell companies. Case 

studies, judicial pronouncements, and enforcement reports are analyzed to identify trends, challenges, 

and lessons learned. The study also examines policy recommendations proposed by scholars, 

enforcement agencies, and professional bodies to address cyber-enabled financial fraud. By integrating 

doctrinal, analytical, and qualitative methods, the research ensures a comprehensive understanding of the 

legal, regulatory, and operational dimensions of cyber-enabled tax evasion, providing actionable insights 

for law, policy, and enforcement practice in India. 

1.9 CHAPTER PLAN 

Chapter 1: Introduction 

This chapter introduces the study by outlining the growth of the digital economy and the parallel rise of 

cyber-enabled financial crimes, particularly tax evasion through digital shell companies. It defines the 

research problem, sets out the objectives and research questions, and explains the significance of 

examining legal and enforcement gaps in India. The chapter also details the methodology adopted 

(doctrinal or empirical), along with the scope and limitations of the study, thereby establishing the 

foundation for the entire research. 

Chapter 2: Conceptual and Theoretical Framework 

This chapter explores the core concepts underpinning the study, including the meaning and characteristics 

of shell companies and their evolution into digital entities. It distinguishes between legitimate corporate 

structuring and illicit usage for tax evasion and fraud. The chapter also examines relevant legal and 

theoretical doctrines such as corporate personality, piercing the corporate veil, and economic theories of 

financial crime, providing a conceptual base to understand how such entities operate within and exploit 

legal systems. 

Chapter 3: Legal Framework Governing Cyber-Enabled Tax Evasion and Digital Shell Companies in 

India 

This chapter critically examines the statutory and regulatory framework in India that addresses cyber-

enabled tax evasion and the misuse of digital shell companies. It analyses key legislations such as 
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company law, tax law, anti-money laundering laws, and cyber laws, highlighting their scope, overlaps, 

and limitations. The chapter also identifies the absence of a clear legal definition of shell companies and 

evaluates how existing provisions attempt to regulate complex, technology-driven financial crimes. 

Chapter 4: Role and Effectiveness of Indian Enforcement Agencies 

This chapter evaluates the functions and effectiveness of major Indian enforcement agencies in 

combating cyber-enabled tax evasion and shell company fraud. It discusses their investigative powers, 

coordination mechanisms, and use of modern tools such as data analytics and digital forensics. The 

chapter also highlights practical challenges faced by these agencies, including jurisdictional issues, 

technological sophistication of offenders, and difficulties in tracing beneficial ownership. 

Chapter 5: Judicial Approach and Legal Challenges 

This chapter analyses how Indian courts have responded to cases involving shell companies and financial 

fraud, particularly in interpreting laws and lifting the corporate veil. It examines key judicial trends, 

principles, and precedents that shape the legal understanding of such offences. Additionally, the chapter 

discusses broader legal challenges such as evidentiary issues in digital crimes, regulatory gaps, and the 

tension between facilitating ease of doing business and preventing misuse of corporate structures. 

Chapter 6: Conclusion and Suggestions 

This chapter summarizes the key findings of the study, emphasizing the growing complexity of cyber-

enabled tax evasion through digital shell companies and the limitations of the current legal and 

enforcement framework. It offers practical and policy-oriented recommendations, including the need for 

a clear statutory definition of shell companies, stronger compliance and disclosure norms, improved inter-

agency coordination, and enhanced technological capabilities. The chapter concludes by stressing the 

importance of a balanced and adaptive legal approach to effectively address emerging financial crimes 

in the digital era. 
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CHAPTER 2: CONCEPTUAL AND THEORETICAL FRAMEWORK 

This chapter provides the conceptual and theoretical foundation for understanding cyber-enabled tax 

evasion and the role of digital shell companies in India. It defines key concepts such as “shell companies,” 

“cyber-enabled financial fraud,” and “digital tax evasion,” and explains their relevance within the Indian 

legal and regulatory context. Furthermore, it presents theoretical frameworks that help analyze the causes, 

mechanisms, and implications of such frauds, providing a lens through which the research objectives and 

questions can be addressed. Understanding these concepts is crucial for contextualizing the problem, 

evaluating enforcement strategies, and suggesting legal and policy interventions. 

2.1 CHARACTERISTICS AND MISUSES OF SHELL COMPANIES 

Shell companies are legal entities that primarily exist on paper and have minimal operational or financial 

substance. In India, the Companies Act, 2013, regulates company incorporation and compliance but does 

not explicitly define “shell companies,” which often results in regulatory ambiguity. These entities 

typically have no significant assets, staff, or physical offices, yet they are legally recognized as companies 

capable of holding accounts, entering contracts, and conducting transactions. Shell companies are often 

utilized for legitimate purposes, such as asset management, mergers, acquisitions, or restructuring; 

however, their minimal operational footprint makes them susceptible to misuse for illicit financial 

activities. 

Despite their potential legitimate use, shell companies have frequently been exploited for tax evasion, 

fraud, and money laundering. They serve as instruments to create complex corporate structures that 

conceal the true ownership of funds and assets. Common fraudulent activities facilitated by shell 

companies include falsifying invoices, transferring funds across multiple layers to disguise origin, 

claiming fraudulent input tax credits under the GST system, and diverting income to avoid taxation. The 

lack of transparency in ownership and operations, particularly in digital or virtual formats, amplifies the 

risk of misuse.23 

The rise of digitalization has transformed traditional shell companies into “digital shell companies.” 

These entities leverage online registration processes, cloud-based accounting systems, virtual addresses, 

and electronic transactions to operate without physical presence. Digital shell companies exploit gaps in 

                                                      
23 Mehta, A., Digital Shell Companies and Corporate Fraud in India, 8 Journal of Corporate Governance & Finance 

112 (2020). 
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regulatory oversight, making it challenging for enforcement agencies to trace beneficial ownership or 

track illicit financial flows. Their digital nature increases anonymity, speed of transactions, and 

geographical reach, thereby complicating detection and monitoring. This study views digital shell 

companies as central to understanding modern cyber-enabled tax evasion. 

2.2 WHAT IS TAX EVASION 

Tax evasion refers to the illegal and deliberate act of not paying taxes owed to the government. It occurs 

when individuals or corporate entities conceal their income, inflate deductions, falsify records, or use 

deceptive financial arrangements to reduce tax liability. Unlike tax avoidance, which involves legally 

minimizing taxes through planning and exemptions, tax evasion is a criminal act punishable under law. 

Tax evasion undermines the fairness of the tax system and violates the legal obligation of taxpayers to 

contribute to public revenue. 

Tax evasion can take multiple forms, ranging from simple underreporting of income to complex schemes 

involving shell companies and offshore accounts. Individuals may underreport salary, hide investments, 

or fail to declare capital gains. Corporations may engage in fraudulent invoicing, round-tripping of funds, 

transfer pricing manipulations, or the creation of shell companies to conceal profits. In the digital age, 

cyber-enabled mechanisms—such as electronic falsification of records, online transactions through 

virtual accounts, and manipulation of digital tax portals—have expanded the scale and sophistication of 

tax evasion, making detection more challenging for authorities.24 

The consequences of tax evasion are significant for both the economy and governance. Governments lose 

substantial revenue, which could otherwise fund public services, infrastructure, and social welfare 

programs. Tax evasion also distorts market competition, as compliant businesses face higher effective 

costs than those using illegal mechanisms. Legally, tax evasion in India is addressed under the Income 

Tax Act, 1961, with penalties including fines, interest on evaded tax, and criminal prosecution under 

sections 276C and 277 for willful evasion. Combating tax evasion requires a combination of robust legal 

frameworks, effective enforcement, technological tools for monitoring, and public awareness about 

compliance obligations.25 

2.3 CYBER-ENABLED TAX EVASION AND FRAUD 

                                                      
2424 Devarajappa, S. Devarajappa (2017), “Tax Evasion in India”, EPRA International Journal of Economics and 

Business Review, Vol.5, No.9. 
25 Sunil Kumar, Tax Evasion  https://prepp.in/news/e-492-tax-evasion-indian-economy-notes 
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Cyber-enabled tax evasion and fraud represent a growing concern in modern economies, particularly in 

India, where digitalization of financial transactions and corporate registration has expanded opportunities 

for illicit activity. Traditionally, tax evasion involved paper-based manipulation of records, 

underreporting of income, or concealment of assets. However, the integration of digital technologies into 

banking, taxation, and corporate operations has transformed the scale, speed, and complexity of such 

activities, giving rise to cyber-enabled forms of tax evasion and fraud. This section explores the concept, 

mechanisms, challenges, and implications of cyber-enabled tax evasion and fraud in the Indian context, 

highlighting the role of digital shell companies as key facilitators. 

Cyber-enabled tax evasion can be defined as the deliberate avoidance or underpayment of taxes through 

the exploitation of digital technologies, corporate structures, and online financial systems. Unlike 

traditional tax evasion, which often relies on falsified paper records, cyber-enabled evasion leverages 

digital tools such as cloud accounting software, e-invoicing portals, online banking platforms, and virtual 

accounts. The defining characteristics of cyber-enabled tax evasion include speed of transactions, cross-

border capabilities, anonymity, and the ability to manipulate or conceal data across multiple digital 

channels. 

In India, the expansion of digital financial systems—particularly after the introduction of Goods and 

Services Tax (GST) and the e-filing of taxes—has created both opportunities and vulnerabilities. While 

these systems were designed to increase efficiency and transparency, fraudsters exploit the technological 

infrastructure to commit complex financial crimes. Cyber-enabled tax evasion often intersects with 

corporate fraud, money laundering, and digital shell companies, creating sophisticated schemes that 

challenge traditional regulatory and enforcement mechanisms.26 

2.4 MECHANISMS OF CYBER-ENABLED TAX EVASION 

Several mechanisms have emerged through which digital technologies facilitate tax evasion and fraud. 

These mechanisms are often interconnected and involve a combination of corporate misrepresentation, 

technological exploitation, and regulatory gaps. 

(a) Fictitious Invoicing and Circular Trading) 

Digital shell companies often generate fake invoices to claim input tax credits or inflate expenses. 

                                                      
26 Singh, V., GST Fraud through Digital Shell Companies: An Analysis, 10 Indian Journal of Accounting & Finance 

34 (2021). 
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Circular trading occurs when multiple shell companies buy and sell goods or services among themselves 

without actual transactions taking place, artificially inflating turnover to exploit GST provisions. Online 

accounting and invoicing systems make it possible to conduct these transactions quickly and at scale, 

reducing the chance of detection. 

(b) Layering and Fund Diversion) 

Cyber-enabled fraudsters frequently use multiple shell companies to layer transactions, moving money 

across digital accounts to obscure its origin and ultimate ownership. This process involves creating 

complex networks of transfers between domestic and international accounts, often using virtual payment 

gateways, cryptocurrencies, or offshore financial institutions. Digital platforms facilitate rapid transfers 

and make it difficult for authorities to trace the flow of funds. 

(c) Manipulation of Digital Records) 

Modern accounting systems are largely digitized, allowing fraudsters to alter records electronically. This 

includes adjusting revenue entries, inflating expenses, or falsifying balance sheets to evade income tax. 

Cyber-enabled manipulation may also target real-time tax portals, exploiting software vulnerabilities to 

generate fraudulent claims or evade automated monitoring systems. 

(d) Exploitation of Virtual and Offshore Accounts) 

The growth of virtual banking and online wallets has enabled evasion across borders. Digital shell 

companies can channel money through offshore accounts, virtual wallets, or foreign corporate entities, 

complicating enforcement. These methods not only evade domestic tax obligations but also facilitate 

money laundering, making it a dual challenge for regulators and enforcement agencies. 

Digital Shell Companies as Facilitators 

Digital shell companies play a central role in cyber-enabled tax evasion and fraud. Unlike traditional 

shell companies, digital variants exploit online platforms for registration, accounting, and banking, 

requiring minimal physical presence. Their characteristics—such as anonymity, lack of operational 

substance, and ease of creation—make them ideal conduits for evading taxes and laundering money.  27 

The role of digital shell companies can be categorized as follows: 

                                                      
27 Kumar, S. & Sharma, R., Cyber-Enabled Tax Evasion in India: Challenges and Regulatory Responses, 12 Indian 

Journal of Taxation & Law 45 (2021). 
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 Obscuring Beneficial Ownership: By creating multiple layers of ownership and using proxy 

directors, digital shell companies hide the true owners of assets and funds. 

 Facilitating Fraudulent Transactions: Shell companies enable fictitious invoicing, circular 

trading, and round-tripping of funds. 

 Amplifying Scale and Speed: Digital systems allow hundreds or thousands of fraudulent 

transactions to be executed in a short span, overwhelming traditional monitoring mechanisms. 

2.5 KEY THEORIES 

Fraud Triangle Theory 

The Fraud Triangle Theory, developed by Donald Cressey, is one of the most widely used models for 

understanding why individuals or organizations commit fraud. According to the theory, fraud occurs 

when three conditions simultaneously exist: pressure, opportunity, and rationalization. In the context of 

digital shell companies, these elements can be understood as follows: 

Pressure: Financial pressure or incentive is often the initial motivator for engaging in fraudulent behavior. 

For businesses or individuals, this may include excessive tax burdens, the need to meet unrealistic profit 

targets, financial crises, or personal gain. In India, companies may face intense market competition, high 

operational costs, and rigid taxation regimes, creating an environment where the temptation to evade 

taxes via shell companies arises. 

Opportunity: Opportunity refers to the ability to commit fraud without immediate detection. Digital shell 

companies provide significant opportunity because of weak regulatory oversight, gaps in corporate 

monitoring, and the anonymity enabled by online registration and virtual banking systems. Limited real-

time verification of financial transactions and beneficial ownership makes it easier for fraudulent actors 

to manipulate accounting records, claim fictitious tax credits, or hide illicit transfers. 

Rationalization: Rationalization allows individuals or corporate actors to justify unethical behavior to 

themselves. In India, corporate executives may rationalize the creation of shell companies or falsified 

transactions as a temporary workaround to survive economic pressures, as a means to compete in unfair 

markets, or as a response to perceived systemic inefficiencies. The psychological justification reduces 

guilt or moral conflict, thereby facilitating the execution of cyber-enabled fraud.28 

                                                      
28 Wolfe, D. T. & Hermanson, D. R., The Fraud Diamond: Considering the Four Elements of Fraud, 53 CPA Journal 

38–42 (2010). 

http://www.ijlra.com/


www.ijlra.com 

Volume 3 Issue 2 | April 2026 

 

ISSN: 2582-6433 

 

 

Page | 31 
 

 

Applying the Fraud Triangle Theory to digital shell companies helps explain why these entities are 

particularly vulnerable to misuse for tax evasion and fraud. It highlights the behavioral motivations 

behind cyber-enabled financial crimes and demonstrates that addressing such fraud requires interventions 

not only in law and technology but also in organizational ethics and corporate governance. 

Regulatory Compliance Theory 

Regulatory Compliance Theory emphasizes the role of laws, regulations, and enforcement mechanisms 

in shaping corporate behavior. The theory posits that legal frameworks are effective when they are clear, 

enforceable, consistently monitored, and capable of deterring violations. Compliance is not only a legal 

obligation but also a behavioral outcome influenced by the perceived risk of detection, penalties, and 

organizational culture. 

In the Indian context, enforcement agencies often face significant challenges in ensuring compliance 

among digital shell companies. Outdated investigative tools, fragmented inter-agency coordination, and 

limited technological infrastructure reduce the effectiveness of monitoring. For instance, while the 

Income Tax Department, GST authorities, and the Enforcement Directorate are responsible for detecting 

violations, real-time tracking of complex digital transactions is often not feasible.29 

Regulatory Compliance Theory supports this study by providing a lens to evaluate why gaps in 

enforcement and regulatory clarity allow cyber-enabled tax fraud to persist. It underlines the importance 

of creating a robust compliance environment where clear rules, effective monitoring, technological 

support, and stringent penalties work together to deter fraudulent activities. By applying this theory, the 

research highlights that strengthening regulatory capacity—alongside legal reforms—is essential for 

preventing the misuse of digital shell companies in India.30 

Digital Forensic and Criminology Perspective 

The Digital Forensic and Criminology Perspective approaches cyber-enabled tax evasion as a 

technologically mediated form of crime that requires specialized tools and methods for detection and 

prevention. Digital forensics involves the identification, preservation, analysis, and presentation of digital 

evidence to uncover fraudulent activity, while cyber criminology studies the behavioral, organizational, 

                                                      
29 Hassan, S. & Reddy, V., Regulatory Compliance and Corporate Governance in India: Implications for Tax 

Evasion, 9 Indian Journal of Corporate Law & Compliance 55–72 (2021). 
30 Baldwin, R., Cave, M. & Lodge, M., Understanding Regulation: Theory, Strategy, and Practice 45–68 (Oxford 

University Press 2012). 
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and technological aspects of crimes conducted through digital systems. 

From this perspective, digital shell companies are seen not merely as legal constructs but as platforms 

that facilitate complex, multi-layered financial fraud. Cyber-enabled tax evasion often leaves minimal 

paper trails, making traditional auditing and enforcement techniques inadequate. Digital forensic tools, 

such as blockchain analysis, data mining, and AI-driven anomaly detection, can help authorities trace 

suspicious transactions, identify patterns of fraud, and establish links between shell companies and their 

beneficial owners.31 

Furthermore, the criminological perspective emphasizes understanding the behavior of perpetrators, 

organizational structures, and systemic vulnerabilities that enable cyber-enabled fraud. It highlights the 

interplay between human decision-making, technological infrastructure, and regulatory oversight. By 

integrating digital forensic methods with legal and administrative interventions, enforcement agencies 

can proactively detect fraudulent transactions and strengthen the overall compliance ecosystem. 
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of Law and Technology 102–118 (2020). 
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CHAPTER 3: LEGAL FRAMEWORK GOVERNING CYBER-ENABLED 

TAX EVASION AND DIGITAL SHELL COMPANIES IN INDIA 

 

3.1 COMPANIES ACT, 2013 AND CORPORATE COMPLIANCE 

The Companies Act, 2013 is the cornerstone of corporate governance in India, regulating the 

incorporation, management, and operations of companies. Its purpose is to ensure transparency, 

accountability, and protection of stakeholder interests while facilitating ease of doing business. By setting 

out detailed obligations for companies and their directors, the Act seeks to prevent financial misconduct, 

including tax evasion and corporate fraud. However, the emergence of digital shell companies and cyber-

enabled financial fraud has revealed gaps in enforcement and monitoring under the Act. These gaps allow 

companies to misuse the system for illicit purposes, particularly in the context of online registration, 

digital recordkeeping, and minimal operational presence.32 

Incorporation and Registration Requirements 

Under the Companies Act, all companies are required to be incorporated through the MCA portal. 

Incorporation entails submitting a Memorandum of Association, Articles of Association, and other 

statutory documentation such as identity proofs of directors and registered office address verification. 

While this framework streamlines the registration process and promotes business creation, it also 

introduces vulnerabilities. Digital shell companies exploit these vulnerabilities by registering online with 

fictitious addresses, proxy directors, or minimal capital investment. Such companies may have no actual 

operations, yet they can open bank accounts, enter into contracts, and conduct transactions that facilitate 

tax evasion or money laundering. Despite legal provisions for verification, the high volume of online 

registrations and limited real-time monitoring often allows fraudulent entities to slip through the system 

undetected.33 

Compliance Obligations 

Once incorporated, companies are bound by statutory compliance obligations to maintain transparency 

                                                      
32 Nagarajan, S., Corporate Governance and Compliance under Companies Act, 2013, 12 Indian Journal of 

Corporate Law 45–68 (2021). 
33 Mehta, A., Beneficial Ownership and Legal Loopholes in the Companies Act, 2013, 9 Journal of Indian Corporate 
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and accountability. They are required to maintain statutory books, including registers of members, 

directors, and shareholding patterns, and to file annual returns and audited financial statements with the 

MCA. Furthermore, companies must conduct board meetings, maintain minutes, and adhere to corporate 

governance practices as mandated by the Act. However, digital shell companies frequently manipulate 

these obligations to their advantage. They may submit falsified documents, inflate expenses, or 

underreport income to evade taxes and create the appearance of legitimate business activity. Such actions 

undermine the intended purpose of the Act and challenge regulators’ ability to identify non-compliance 

or fraudulent conduct. 

Directors and Beneficial Ownership 

The Companies Act emphasizes transparency in corporate governance through mandatory disclosure of 

directors’ interests and beneficial ownership. Sections 89 and 90 require companies to disclose ownership 

structures and associated persons to prevent concealment of assets and financial misconduct. Despite 

these provisions, the use of nominee directors, layered corporate structures, and proxy shareholders 

allows digital shell companies to obscure the identity of ultimate beneficiaries. This concealment 

facilitates illicit activities such as tax evasion, GST fraud, and round-tripping of funds. Recent 

amendments to the Act, including the establishment of a Beneficial Ownership registry, aim to improve 

transparency, yet monitoring and enforcement remain limited in practice, particularly for companies 

operating predominantly through digital platforms.34 

Enforcement and Penalties 

The Companies Act provides mechanisms for enforcement through the MCA and the NCLT. Non-

compliance or fraudulent activity can attract penalties, prosecution, or even the dissolution of companies. 

Directors found involved in misconduct face criminal liability, while companies may be investigated for 

filing false documents or maintaining inaccurate financial records. Nevertheless, enforcement is often 

reactive, initiated after irregularities are detected rather than proactively preventing them. The complexity 

and anonymity of digital shell companies exacerbate this issue, as authorities face challenges in tracking 

ownership, verifying digital submissions, and investigating suspicious patterns without sophisticated 

technological tools. 
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Relevance to Cyber-Enabled Tax Evasion 

The Companies Act, 2013, while robust on paper, interacts with cyber-enabled tax evasion in multiple 

ways. The ease of online registration, limited verification, and weak real-time monitoring create 

opportunities for fraudsters to exploit digital shell companies for illegal financial activities. These 

companies can generate fictitious invoices, manipulate digital records, or conceal assets across multiple 

entities, thereby facilitating tax evasion, money laundering, and GST fraud. For enforcement agencies, 

understanding the interplay between corporate compliance obligations and the mechanisms of digital 

shell companies is critical for designing  effective detection and prevention strategies. Strengthening 

compliance monitoring, enhancing transparency of beneficial ownership, and integrating technology-

driven oversight are essential steps to mitigate misuse of the Companies Act for cyber-enabled financial 

crimes in India.35 

3.2 INCOME TAX ACT, 1961  

The IT Act, 1961 is the principal legislation governing direct taxation in India, encompassing a 

comprehensive framework for assessing, collecting, and enforcing taxes on the income of individuals, 

companies, and other entities. The Act establishes the legal obligations of taxpayers to disclose income 

fully, maintain accurate financial records, and file tax returns within prescribed timelines. Over the 

decades, the Income Tax Act has been amended multiple times to address emerging challenges, including 

complex corporate structures, digital financial transactions, and sophisticated tax evasion schemes. In the 

current era, the proliferation of digital shell companies and cyber-enabled financial transactions has 

created new dimensions of tax evasion, compelling enforcement agencies to adapt their monitoring and 

investigative strategies. Digital shell companies, often operating primarily online, exploit minimal 

regulatory oversight, limited verification mechanisms, and the anonymity afforded by layered corporate 

structures to evade taxation while appearing compliant on paper.36 

 Mechanisms of Tax Evasion under the Income Tax Act 

Tax evasion under the Income Tax Act generally involves the intentional concealment of income, 

falsification of records, and creation of fictitious entities to reduce tax liability. Digital shell companies 

                                                      
35 Rao, P., Enforcement Challenges under the Companies Act: A Study on Digital Compliance, 15 Indian Journal of 

Law and Technology 78–95 (2022). 
36Ghosh, A., E‑Taxation and Digital Evasion: Legal Challenges under the Income Tax Act, 15 National Tax Journal 
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are particularly effective in these schemes because they can operate with minimal physical presence while 

conducting complex financial transactions across multiple accounts and jurisdictions. One common 

method is underreporting of profits under Section 139(1), which requires the filing of annual returns of 

income. In many cases, digital shell companies submit incomplete or falsified returns to evade scrutiny, 

making it difficult for authorities to detect discrepancies. 

Another common mechanism is the inflation of expenses to reduce taxable profits, often in violation of 

Sections 40(a) and 43B, which disallow certain improperly documented expenses or payments. Cyber-

enabled shell companies frequently generate fictitious invoices or engage in circular transactions, where 

funds are routed through multiple companies to simulate legitimate business operations. These circular 

transactions, also referred to as round-tripping of funds, enable companies to obscure the source of 

income and inflate expenses artificially, thereby evading corporate tax. 

Further, provisions relating to mandatory audits under Section 44AB are frequently circumvented. 

Companies are legally obligated to maintain accurate books of accounts and undergo statutory audits 

when their turnover exceeds specified thresholds. However, digital shell companies can manipulate 

digital accounting records and submit fabricated audit reports to satisfy compliance requirements while 

continuing to evade taxes. The use of virtual bank accounts, electronic fund transfers, and offshore 

entities allows shell companies to further obscure their operations and make detection by traditional audit 

methods increasingly challenging. 

Additionally, tax deductions and exemptions under Sections 80C to 80G may be exploited. Companies 

may create fictitious investments, charitable contributions, or inter-company loans to claim deductions 

they are not entitled to. Cash transaction restrictions imposed by Sections 269SS and 269T, which 

prohibit cash payments above specified thresholds, are also circumvented through online fund transfers 

between shell companies. These methods collectively demonstrate how digital shell companies exploit 

the Income Tax Act to minimize taxable income while maintaining a façade of compliance. 

Penalties, Prosecution, and Legal Enforcement 

The Income Tax Act provides robust enforcement mechanisms to deter evasion. Section 271C penalizes 

failure to deduct or pay tax at source, while Section 276C establishes criminal liability for willful evasion, 

with imprisonment up to seven years and fines. Section 277 criminalizes the falsification of books of 

accounts or deliberate misrepresentation of facts to evade taxes. The Department is also empowered 

under Sections 132 and 133 to conduct searches, surveys, and seizures, including the attachment of 
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movable and immovable property, in cases of suspected evasion. 

Despite these provisions, enforcement often remains reactive rather than preventive, especially when 

dealing with digital shell companies. Transactions occur electronically, across multiple accounts and 

sometimes internationally, leaving minimal physical evidence. The anonymity and complexity of layered 

ownership structures make timely identification of violations challenging. Enforcement agencies 

increasingly rely on intelligence gathering, data analytics, and inter-agency collaboration to detect 

patterns of cyber-enabled tax evasion. In recent years, technological tools such as digital analytics 

platforms, risk-based assessments, and automated transaction monitoring have become crucial in 

identifying suspicious financial activity that might otherwise go unnoticed. 

Challenges in Detecting Cyber-Enabled Tax Evasion 

Detecting cyber-enabled tax evasion through digital shell companies presents several unique challenges. 

First, the absence of physical presence or operational activity limits traditional audit methods, which rely 

on physical verification of assets and premises. Second, beneficial ownership is often hidden, with 

nominee directors and multi-layered corporate structures concealing the ultimate recipients of funds. 

Third, cross-border digital transactions complicate enforcement, as funds may be routed through offshore 

accounts, virtual platforms, or entities beyond Indian jurisdiction. Finally, the sheer volume and speed of 

electronic transactions exceed the capacity of traditional monitoring systems, necessitating real-time data 

analysis, artificial intelligence, and automated anomaly detection to identify potentially fraudulent 

activity.37 

The challenges are further compounded by the sophistication of cyber-enabled fraudsters, who leverage 

technology to create complex financial trails designed to evade detection. Digital shell companies can 

manipulate accounting software, generate multiple virtual invoices, and employ encryption to conceal 

data. These capabilities render conventional audit and verification methods largely ineffective unless 

supplemented with advanced forensic accounting, digital forensics, and inter-agency intelligence sharing. 

Relevant Sections and Provisions Exploited by Digital Shell Companies 

Digital shell companies exploit specific sections of the Income Tax Act to evade taxes while appearing 

compliant. Section 139(1) mandates filing of annual returns, yet underreporting of income is common. 
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Sections 40(a) and 43B, which disallow improperly documented expenses, are circumvented through 

falsified invoices and circular fund transfers. Section 44AB, requiring audits for certain turnover 

thresholds, is frequently manipulated via digital falsification of accounts. Sections 80C to 80G allow 

deductions, which may be abused through fictitious investments or donations. Cash transaction 

restrictions under Sections 269SS and 269T are bypassed through electronic inter-company fund 

transfers. Collectively, these provisions demonstrate the vulnerabilities that digital shell companies 

exploit to facilitate tax evasion.38 

Several Indian cases provide insight into tax evasion involving complex corporate structures and shell 

companies: 

Sahara India Real Estate Corporation Ltd. v. Commissioner of Income Tax39 The Supreme Court held 

that funds raised through unlisted bonds constituted taxable income. Failure to disclose investors’ 

contributions amounted to willful tax evasion under Section 276C, emphasizing the legal liability of 

companies for non-disclosure of financial mechanisms. 

Vodafone International Holdings B.V. v. UOI40 Although primarily a transfer pricing and international 

tax case, it highlighted the use of layered corporate structures, including offshore subsidiaries, to 

minimize tax liability. The case demonstrates how multi-entity arrangements, similar to shell companies, 

complicate enforcement under the Income Tax Act. 

DCIT v. M/s Ganapati Enterprises41 ITAT found that round-tripping of funds through shell companies 

and circular transactions constituted evasion under Sections 139 and 44AB, resulting in reassessment of 

income and imposition of penalties. This case directly relates to the risks posed by digital shell companies 

and illustrates how authorities can use statutory provisions to counter cyber-enabled tax fraud. 

Digital shell companies exploit gaps in the Income Tax Act by engaging in transactions that appear legal 

but are designed to evade taxes. They create layered ownership structures, manipulate accounting records, 

and generate fictitious invoices to reduce taxable income. Enforcement agencies must therefore have a 

comprehensive understanding of relevant sections, provisions, and judicial precedents to detect 

anomalies and initiate corrective actions. The Act provides a strong legal framework, but technological 
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Law 88–109 (2022). 
39 Sahara India Real Estate Corporation Ltd. v. Commissioner of Income Tax, (2012) 10 SCC 603 
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sophistication and digitalization necessitate advanced monitoring systems, real-time data analysis, and 

cross-agency collaboration to mitigate the risk of cyber-enabled tax evasion effectively. 

In conclusion, the Income Tax Act, 1961, forms the backbone of India’s legal framework against tax 

evasion. However, the emergence of digital shell companies has created complex challenges for 

enforcement. Addressing these challenges requires a combination of robust legal provisions, 

technological interventions, and judicial support to ensure that cyber-enabled tax evasion is detected, 

penalized, and prevented. 
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3.3 GOODS AND SERVICES TAX (GST) ACT, 2017 

GST Act represents one of India’s most significant indirect tax reforms. By subsuming multiple indirect 

taxes into a unified, destination‑based tax regime, the GST Act sought to simplify compliance, broaden 

the tax base, and reduce cascading taxation. Its hallmark is a highly digitised compliance and reporting 

architecture, centred on the GSTN portal, e‑invoicing, and automated data analytics. While this digital 

infrastructure has enhanced transparency and real‑time reporting, it has also inadvertently created 

avenues for cyber‑enabled tax evasion and fraud, particularly through the misuse of digital shell 

companies, fictitious invoices, and automated matching failures. The Act’s focus on self‑reporting and 

online filing means that the accuracy and authenticity of data depend heavily on the integrity of reporting 

entities and the robustness of backend verification systems. 

The GST Act introduced a multi‑tiered tax structure comprising CGST, SGST, and IGST for interstate 

supplies. The compliance model requires every supplier to register online, file monthly/quarterly returns, 

and electronically report all outward and inward supplies. The cornerstone of this system is the 

auto‑populated input tax credit (ITC) mechanism, where a recipient’s claim is matched against the 

supplier’s uploaded invoices. To enhance compliance, the GST regime mandates e-invoicing for 

businesses above a specified turnover threshold, ensuring that every invoice issued is authenticated by 

the Government’s IRP. While these digital innovations are intended to curtail tax evasion, they have also 

become tools that fraudsters manipulate through bogus data, collusive networks of shell companies, and 

highvolume automated entries designed to overwhelm verification algorithms.42 

Cyber Enabled GST Fraud: Fictitious Invoices and ITC Abuse 

One of the most prevalent modes of GST evasion under the Act involves fictitious invoicing and false 

claims of input tax credit. Fraudsters establish digital shell companies that appear registered on the GST 

portal, with GSTIN’s activated and returns filed on time. These companies issue fake invoices to genuine 

or colluding businesses, enabling the recipient to claim illegitimate ITC. Because the GST system 

automatically matches ITC claims to supplier invoices, the sheer volume of data can delay detection, 

particularly when fraudulent activities are distributed across hundreds of minor transactions. 

The GST Act’s provisions on ITC are codified in Section 16 (Eligibility and Conditions for Taking Input 
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Tax Credit) and Section 49 (Apportionment of Credit and Payment of Tax). Section 16(2) disqualifies 

ITC claims in certain circumstances, such as where the supplier has not paid the tax to the government. 

However, in practice, enforcement depends on the system’s ability to verify supplier compliance in real 

time. Digital shell companies exploit the time lag between filing returns and reconciliation in the GSTN 

database, manipulating the system to show compliance on paper while failing to deposit actual tax.43 

Another method of evasion involves circular trading, where goods or services are transacted among a 

series of shell companies in loops to inflate turnover and create artificial ITC entitlement without any 

genuine economic activity. The GST Act attempts to address such abuses through provisions like Section 

132 (Offenses and Penalties), empowering authorities to arrest, impose heavy fines, and detain persons 

involved in fraudulent invoicing and evasion schemes. Yet, proving the intentionality and tracing the 

beneficial ownership behind such complex networks remains a formidable challenge. 

Enforcement Mechanisms and Authorities under the GST Regime 

The enforcement architecture under the GST Act is multi-faceted. The Central Board of Indirect Taxes 

and Customs (CBIC) is the apex policy and enforcement authority, supported by state tax administrations 

and the Directorate General of GST Intelligence (DGGI)—a specialised agency tasked with investigating 

serious tax evasion cases. The GST Act empowers officials to conduct audits, inspections, searches, 

seizures, and provisional attachment of property suspected to be linked to tax evasion. For instance, 

Section 67 (Power of Inspector to Call for Information) allows officers to demand information and 

evidence, including digital records, while Section 70 (Power of Entry, Search, and Seizure) authorises 

searches of premises, including servers and electronic devices.44 

Investigative powers are reinforced under Section 74 (Tax, Interest, and Penalty in Cases Not Covered 

by Section 73) and Section 75 (Determination of Tax Not Paid or Erroneously Refunded), which allow 

the tax authorities to determine tax liabilities with applicable interest and penalties. However, cyber 

enabled evasion—where transactions and records may be stored off-site, encrypted, or spread across 

multiple platforms—tests the reach of these powers. Investigators must often rely on digital forensics, 

data analytics, and cross-agency cooperation to reconstruct the flow of funds and confirm the absence of 
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genuine economic activity. 

The judiciary and Tribunals have increasingly addressed cases involving GST fraud and fake invoices, 

underscoring the need to pierce through the digital façade of shell companies. In M/s Karan Engineering 

Industries v. Union of India45, the authority of the Tribunal to uphold adjudication of fake invoicing and 

ITC claims was affirmed, reinforcing that mere filing of returns does not absolve a taxpayer of 

demonstrating genuine transactions. Although not a “shell company” case per se, it illustrates judicial 

recognition that GST compliance must mirror substantive economic reality and documentary 

authenticity, not just portal filings. 

In another significant ruling, M/s Vishnu Denim Mills LLP v. State Tax Officer46, the appellate authority 

upheld revenue action where the supplier failed to demonstrate actual supply, reinforcing that the legal 

burden of proof cannot be displaced merely because the ITC was auto‑matched in the GSTN system. 

These judicial pronouncements highlight that GST law is not a passive mirror of filings; courts can and 

do scrutinise the substance over form, especially where cyber‑enabled fraud is suspected. 

Despite robust provisions, the GST framework has structural challenges that digital shell companies and 

fraud syndicates can exploit. First, the real‑time matching of invoices and credits—a strength of the 

GSTN—can create a false sense of security when suppliers collude with recipients. The sheer volume of 

data, combined with limited backend verification bandwidth, means that bogus invoices may persist for 

weeks or months before detection. Second, the absence of a statutory definition of “shell company” or 

“non‑genuine entity” in the GST law creates ambiguity, compelling authorities to rely on a patchwork of 

provisions and judicial interpretations. Third, the jurisdictional overlap between central and state 

authorities often slows coordinated action, especially when fraudulent activities span multiple states or 

involve offshore elements. 

Another critical issue is the timing mismatch between filing and reconciliation. Under Sections 59–61, 

taxpayers file monthly or quarterly returns, but real‑time reconciliation continues to lag, leaving a 

window of opportunity that cyber‑savvy fraudsters exploit. The law’s reliance on self‑reporting 

reinforces this vulnerability, as taxpayers can upload large volumes of invoices without immediate 

validation against external data sources (e.g., actual movement of goods, bank payment records).47 
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3.4 PREVENTION OF MONEY LAUNDERING ACT (PMLA), 2002 

The PMLA was enacted to prevent and control money laundering, punish those engaged in the offence, 

and confiscate the proceeds of crime. The Act is India’s primary legal framework targeting money 

laundering arising from a variety of predicate offences, including fraud, tax evasion, corruption, and 

organized financial crimes. Given the rise of digital shell companies, cyber-enabled tax fraud, and 

sophisticated financial networks, the PMLA has become a critical instrument for enforcement agencies 

to trace illicit funds and bring the perpetrators to justice. The law operates on the principle that proceeds 

derived from criminal activity must be identified, frozen, and ultimately confiscated, breaking the link 

between illicit earnings and legal financial systems. 

The PMLA defines money laundering as any process or activity connected with the proceeds of crime, 

including concealment, possession, acquisition, or use of such proceeds. Section 3 of the Act criminalizes 

money laundering and makes it punishable by rigorous imprisonment and fines. The Act covers proceeds 

derived from “scheduled offences”, which include acts like tax evasion, fraud, corruption, and offences 

under the Companies Act, 2013, and Income Tax Act, 1961. 

Section 2(1)(u) defines “proceeds of crime” as any property derived or obtained directly or indirectly 

from criminal activity. Importantly, the PMLA includes both domestic and cross-border elements, 

allowing for attachment of property in India or abroad connected with the laundering process. This makes 

it particularly relevant for digital shell companies, which often operate across multiple jurisdictions to 

obscure ownership and the origin of funds. 

Enforcement Agencies and Powers 

The primary enforcement agency under the PMLA is the Enforcement Directorate (ED), empowered to 

investigate offences and attach properties under Sections 5 and 8 of the Act. The ED coordinates closely 

with other authorities such as the Income Tax Department, CBIC, and FIU-IND to detect suspicious 

transactions. 

These powers allow enforcement authorities to freeze the assets of shell companies and individuals 

suspected of cyber-enabled tax fraud, thereby preventing the dissipation of illicit proceeds. 

Linkage to Cyber-Enabled Tax Evasion 

Digital shell companies and online financial transactions create significant opportunities for tax evasion, 

money laundering, and fraud. Cyber-enabled mechanisms, such as fictitious invoices, round-tripping of 
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funds, and cross-border transfers, allow perpetrators to integrate illegal proceeds into the formal 

economy. Under Section 3 of PMLA, such proceeds are treated as proceeds of crime, and Section 4 

provides a framework for investigating laundering arising from these digital activities. 

The Act’s relevance is further enhanced by Section 12, which permits the ED to attach any property 

believed to be involved in laundering derived from tax evasion or shell company operations. Enforcement 

becomes crucial when fraud is orchestrated through multiple companies or jurisdictions, and the PMLA 

allows for coordination with foreign agencies under Section 49 to trace and confiscate assets abroad. 

M/s Sahara India Real Estate Corporation Ltd. v. SEBI48,  

The Sahara case is one of the landmark decisions by the Supreme Court of India addressing the protection 

of investor funds and the legal mechanisms for attaching assets to prevent dissipation of proceeds of 

alleged unlawful activity. In this case, Sahara India Real Estate Corporation Ltd. and Sahara Housing 

Investment Corporation Ltd. had raised funds from the public through optionally fully convertible 

debentures (OFCDs) without adhering to SEBI regulations. The central issue before the Court was 

whether SEBI could order attachment and recovery of the funds to safeguard public interest, despite 

ongoing litigation by the company challenging regulatory action. The Supreme Court, in its ruling, 

emphasized that funds raised illegally or in violation of statutory norms could not remain unprotected, 

and that regulatory authorities had the right to direct the attachment of such assets to prevent their 

diversion or dissipation. 

Although this case primarily concerned public fund mobilization rather than tax evasion per se, its 

principle has significant implications for digital shell companies and cyber-enabled financial fraud. The 

Court’s reasoning underscores that whenever there is prima facie evidence of misuse of financial 

instruments or diversion of assets, authorities can take preemptive measures to attach properties and 

prevent further laundering of funds. In the context of shell companies, particularly those operating in 

cyberspace, the principle establishes that possession of assets through fraudulent or illicit mechanisms 

does not shield them from attachment. The case therefore sets a precedent for using attachment powers 

under statutes like PMLA, enabling enforcement agencies to freeze accounts, digital wallets, or properties 

of entities suspected of facilitating tax evasion or laundering proceeds through virtual companies, thereby 

limiting the ability of offenders to dissipate the ill-gotten gains. 
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Enforcement Directorate v. M/s Ganapati Enterprises49,  

The case before the ITAT Chennai is particularly illustrative of the challenges posed by cyber-enabled 

tax evasion using digital shell companies. The ED investigated Ganapati Enterprises for allegedly 

facilitating the laundering of funds obtained through tax evasion and other fraudulent financial 

transactions. The company, along with associated entities, was found to have created a network of shell 

companies that issued fictitious invoices, executed non-genuine transactions, and manipulated financial 

records to create an appearance of legitimate economic activity. The ED, acting under the PMLA, 

attached properties and froze bank accounts suspected to be linked to the proceeds of crime. 

The ITAT upheld the authority of the ED to take preventive measures, highlighting that intentional 

concealment of illicit proceeds through corporate structures, even if digital, falls squarely within the 

ambit of the PMLA. This decision is crucial because it illustrates how enforcement agencies can pierce 

through layers of shell companies and trace financial flows, even in complex arrangements designed to 

obscure ownership or source of funds. The case emphasizes that the creation of a digital façade or 

automated transaction networks does not absolve entities from accountability. It also reinforces the legal 

principle that cyber-enabled financial schemes, when used to launder funds derived from tax evasion, 

can be targeted for attachment, investigation, and prosecution, thereby strengthening the deterrent against 

the misuse of shell companies in India. 

Union of India v. Praveen Nanda50,  

In Union of India v. Praveen Nanda, the Supreme Court dealt with a case where the accused allegedly 

attempted to conceal the proceeds of crime through digital transactions and complex corporate 

arrangements. The court examined whether intent and knowledge regarding the concealment of illicit 

funds were sufficient to constitute an offence under the PMLA, even if the underlying transactions were 

executed through ostensibly legitimate digital channels. The Court held that the method of concealment, 

including electronic transfers or digital manipulation of financial records, does not diminish the 

criminality of money laundering. The crucial factor is the intent to conceal or disguise the nature, source, 

or ownership of proceeds obtained from criminal activity. 

This judgment is significant in the context of cyber-enabled tax evasion because it clarifies that the use 
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of digital platforms, shell companies, or virtual financial instruments to obscure funds cannot protect 

offenders from prosecution. It also underscores the principle that financial crimes in the digital era require 

a substantive analysis of intent and flow of funds, rather than relying solely on formal compliance or 

documentation. For enforcement agencies, this provides a clear legal basis to pursue cases involving 

online or virtual transactions, ensuring that digital shell companies cannot exploit regulatory loopholes 

to launder funds derived from tax evasion. The Praveen Nanda case thus strengthens the jurisprudential 

foundation for integrating technology-driven investigation with statutory powers under the PMLA to 

address cyber-enabled financial crimes. 

3.5 INFORMATION TECHNOLOGY ACT, 2000 

IT Act is India’s primary statute governing cyber activities, electronic governance, and offences 

committed through digital means. Enacted to facilitate electronic commerce and give legal recognition 

to electronic records and signatures, the Act was later amended in 2008 to expand the scope of cyber 

offences, strengthen enforcement powers, and address emerging threats posed by information technology 

misuse. In an era where financial transactions, accounting systems, tax filings, corporate registrations, 

and invoicing are increasingly digital, the IT Act serves as the legal backbone for prosecuting online 

wrongdoing, including cyber‑enabled tax evasion, digital fraud, identity theft, data manipulation, and the 

misuse of digital shell companies. 

The IT Act complements these by criminalising digital misconduct that facilitates tax evasion and 

financial crime. Digital shell companies, which operate primarily online with minimal physical presence, 

often exploit vulnerabilities in electronic systems—such as fake invoices, falsified electronic records, 

unauthorized access to accounting databases, and manipulation of financial data—to evade taxes or 

conceal the proceeds of crime. The IT Act provides the legal tools to address such conduct by recognising 

electronic evidence, penalising unauthorized access and data manipulation, and empowering authorities 

to investigate, seize, and prosecute digital fraud.51 

When the IT Act was first enacted in 2000, the objective was to promote e‑commerce and electronic 

governance by providing legal recognition to electronic documents, digital signatures, and secure 

electronic communication. Over time, as India’s digital economy expanded and cyber threats grew in 

complexity, it became necessary to broaden the scope of the law. The Information Technology 
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(Amendment) Act, 2008 introduced new offences, increased penalties, and brought the Act in alignment 

with global cybercrime standards.52 

The broad objectives of the IT Act today are to: 

 Provide legal recognition to electronic records and digital signatures, thereby enabling secure 

online transactions. 

 Define and penalise cyber offences, including hacking, identity theft, data alteration, and 

financial fraud conducted via computers or networks. 

 Empower law enforcement agencies with the authority to investigate, arrest, search, and seize 

digital evidence. 

 Facilitate cooperation between agencies in combating cybercrime, including collaboration with 

international partners. 

In the context of cyber‑enabled tax evasion, these objectives translate into the legal ability to trace digital 

footprints, preserve electronic records, hold perpetrators accountable for digital manipulation, and link 

online misconduct with economic offences such as tax fraud, money laundering, and corporate fraud. 

Constitutional Provisions  

Under Section 2(1)(i)–(k)(v) of the IT Act, a “computer” includes any device capable of storing, 

processing, and retrieving electronic data. A “computer network” encompasses interlinked computers, 

and “computer resource” refers to computer data, devices, networks, and communication systems. These 

definitions are deliberately broad so as to cover digital environments used by businesses, tax portals, 

virtual accounting systems, cloud platforms, and data repositories—precisely the technological space 

where cyber‑enabled tax evasion occurs. 

When digital shell companies manipulate accounting software, file fake invoices through electronic tax 

portals, or alter online records to evade assessment, such conduct necessarily involves computer 

resources and falls under the purview of the IT Act. 

Offences Relating to Cyber‑Enabled Tax Evasion and Digital Fraud 

Section 43 of the IT Act penalises unauthorized access to computer systems, data theft, damage, or 

disruption. Even though Section 43 is largely framed as a civil liability, its relevance to tax evasion 
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becomes clear when digital shell companies or fraud networks gain unauthorized access to e‑tax filing 

systems, accounting servers, or corporate data to alter records. For example, intercepting or modifying 

data stored in a GSTN or Income Tax e‑filing system would attract Section 43 consequences, forming 

the factual basis for broader criminal charges under subsequent sections. 

In practice, enforcement authorities often invoke Section 43 in conjunction with Sections 66 and above 

to frame charges against perpetrators who not only access systems illicitly but also manipulate, destroy, 

or falsify digital financial records to evade tax liabilities. 

Section 66 criminalises a range of cyber offences involving dishonesty, fraud, or intent to harm a person, 

property, or data. It states that if a person unlawfully causes damage, destroys, or alters data or programs 

without consent, they shall be liable for prosecution. The wide ambit of Section 66 allows prosecution 

where53: 

 Digital invoices are generated or altered without authorization. 

 Shell company records are created or amended to show fictitious business transactions. 

 Fraudsters manipulate accounting entries to reduce taxable income on electronic tax filings. 

 Section 66 is particularly useful when digital misconduct is intentional and results in financial 

harm, enabling authorities to link unauthorized access and data alteration with fraudulent tax 

outcomes. 

Identity theft, as criminalised under Section 66C, occurs when someone fraudulently or dishonestly uses 

the electronic identity of another. In cyber‑enabled tax evasion schemes, fraudsters often create fake 

directors or borrow identities to register online shell companies, e‑signatories, or digital tax accounts. By 

misusing personal details of genuine individuals without their knowledge, perpetrators can file false tax 

returns, claim illegitimate refunds, or generate fake invoices. 

The availability of biometric identifiers, Aadhaar authentication, and electronic KYC systems has 

intensified this risk. Section 66C provides the legal basis to prosecute individuals who misuse identity 

data in connection with evading tax obligations or perpetrating digital financial fraud. 

Section 66D criminalises cheating by personation through use of computer systems or networks. This 

section applies where an individual, by impersonating another via digital tools, induces wrongful gain or 

causes wrongful loss. In the context of digital shell companies, this provision is relevant where 
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perpetrators impersonate legitimate businesses or tax professionals to file returns, apply for GST 

registrations, or claim input tax credits fraudulently. 

For example, if a fraudster impersonates an existing supplier to upload fake invoices into the GST system, 

resulting in an erroneous credit claim, Section 66D can be invoked alongside tax law violations. The 

combination of tax fraud and cyber cheating makes prosecution under the IT Act imperative for robust 

enforcement. 

Sections 72 and 72A impose penalties for breach of confidentiality and unauthorized disclosure of 

personal or sensitive personal data. Digital shell companies involved in tax evasion often rely on leaked, 

hacked, or improperly acquired personal data to create nominee directors, forge signatures, or register 

accounts on tax portals. Misuse of such data not only harms individual taxpayers but also undermines 

system integrity.54 

While Sections 72/72A are not directly tax‑centric, they support a broader prosecution strategy by 

penalising the misuse of personal data that facilitates fraudulent tax filings or the creation of shell entities 

in cyberspace. 

Electronic Evidence and Admissibility 

A critical innovation of the IT Act is the statutory recognition of electronic evidence under Sections 65A 

and 65B. These provisions empower courts to admit data stored or generated in electronic form—such 

as invoices, transaction logs, email communications, bank statements, tax filings, and metadata—as legal 

evidence, provided certain conditions are met. 

Section 65B(4) specifically mandates that a certificate identifying the electronic record and detailing the 

manner of its storage and retrieval must accompany the record for admissibility. This is significant in tax 

enforcement where disputes hinge on the authenticity of digital transactions—especially in cases of cyber 

tax evasion involving shell companies that maintain little or no paper trail. 

In investigations of shell companies, enforcement agencies routinely extract server logs, transaction 

histories, and digital footprints from cloud platforms, accounting software, and tax portals. Without 

Sections 65A/B, such evidence would be difficult to present in court. These provisions serve as a bridge 

between technology and adjudication, ensuring that digital evidence carries probative value equivalent 
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to physical evidence.55 

Enforcement Powers Under the IT Act 

The Act empowers law enforcement (including Cyber Crime Cells, police, and specially designated 

officers) to conduct search and seizure of computers, storage devices, servers, and electronic records used 

in committing offences. Although there is no single consolidated search provision in the IT Act (unlike 

the Code of Criminal Procedure), courts have interpreted Sections 79, 80, and the Information 

Technology (Procedure and Safeguards for Interception, Monitoring and Decryption of Information) 

Rules, 2009, to facilitate seizure of digital evidence during investigations. 

In practice, these powers are used by the Enforcement Directorate (ED), Income Tax Department, and 

GST Intelligence units during raids on premises of suspect shell companies. Digital devices are seized so 

that forensic experts can extract and preserve evidence, such as incriminating spreadsheets, falsified 

invoices, or encrypted transaction logs. 

Shreya Singhal v. Union of India56,  

Although primarily a constitutional law case, Shreya Singhal upheld the constitutional validity of 

Sections of the IT Act while underscoring the need for legal clarity to prevent misuse. The Supreme 

Court clarified that the IT Act must be read harmoniously with fundamental rights, but it also recognised 

the necessity of penalising cyber misconduct, including digital manipulation and unauthorized access. 

The case reaffirmed that digital regulations must balance enforcement with constitutional safeguards. 

Tata Consultancy Services v. State of Andhra Pradesh57,  

In this case, the Andhra Pradesh High Court recognised the legitimacy of electronic records and digital 

evidence in establishing fraudulent conduct related to software and digital transactions. Although not 

directly related to tax evasion, the case solidified the principle that digital manipulation and unauthorized 

access could constitute grounds for criminal liability. Subsequent tax and financial fraud cases have relied 

on this precedent to admit computer‑generated evidence showing tax evasion or falsified electronic 

records. 
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K.S. Venkatesh v. State of Karnataka58,  

Here, the Karnataka High Court upheld that digital manipulation of bank accounts and unauthorized 

access to financial portals falls within the ambit of the IT Act’s penal provisions. Though the case 

involved private financial accounts, the reasoning has been applied in cyber tax fraud cases where 

perpetrators alter digital financial data or access tax portals without authorization. 

These judicial interpretations ensure that the IT Act’s provisions are not merely theoretical but 

enforceable in real‑world scenarios involving digital financial misconduct. 

Despite its wide scope, the IT Act faces several challenges in the context of cyber‑enabled tax evasion 

and digital shell companies: 

Rapid Technological Evolution: Fraudsters exploit emerging technologies (blockchain, cryptocurrencies, 

decentralized platforms) that were not envisaged when the Act was drafted. Updating legal definitions to 

encompass such technologies remains an ongoing policy task. 

Cross‑Border Cybercrime: Digital financial transactions often involve servers, networks, or entities 

located outside India. Coordinating with foreign jurisdictions for evidence, extradition, or mutual legal 

assistance poses implementation hurdles. 

Proof of Intent: Establishing mens rea—intent to commit fraud or evasion—is more complex when digital 

platforms automate processes or use third‑party services, requiring advanced forensic analysis. 

Capacity Gaps: Investigative agencies require specialised cyber forensic skills, real‑time monitoring 

tools, and inter‑agency data sharing frameworks to effectively use IT Act provisions. 

Addressing these challenges necessitates legislative updates, technological investment, and training of 

investigators in digital forensics and cybersecurity.59 

Jan Vishwas (Amendment of Provisions) Act, 2023 and Rationalisation of IT Act 

It introduced significant changes affecting the IT Act, 2000. Its primary purpose was to rationalise 

penalties and decriminalise minor offences to improve ease of doing business in India. Under this 

amendment, certain outdated and redundant penal provisions, including those related to minor cyber 
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offences, were removed or recalibrated. The amendment also reinforced definitions, procedural aspects, 

and adjudication mechanisms to ensure they are consistent with contemporary digital practices. Notably, 

provisions such as Section 66A, which criminalized “offensive messages” and had been struck down by 

the Supreme Court, were formally removed, eliminating ambiguity in enforcement and reducing potential 

misuse by authorities. These changes modernize the IT Act while retaining robust measures to address 

serious cybercrime and fraud.60 

Information Technology (Intermediary Guidelines and Digital Media Ethics Code) Rules, 2021 

While the statutory text of the IT Act has largely remained unchanged, the Information Technology Rules, 

2021 and their amendments in 2025–2026 have significantly impacted digital governance. These rules, 

issued under Section 79 of the IT Act, impose stricter due diligence obligations on intermediaries, 

requiring platforms to promptly remove unlawful content and regulate user-generated content. The 

amendments explicitly include provisions related to AI-generated and synthetic media, requiring 

platforms to label such content and remove harmful material within three hours of notification. This 

expansion enhances the IT Act’s practical enforcement, especially against digital shell companies and 

cyber-enabled fraud schemes that manipulate online content, invoices, or corporate records. 
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CHAPTER 4: ROLE AND EFFECTIVENESS OF INDIAN ENFORCEMENT AGENCIES 

4.1 INTRODUCTION  

The proliferation of digital financial transactions, e‑filing systems, electronic invoicing, and online 

corporate registrations has significantly transformed both legitimate commerce and the landscape of 

financial crime in India. While digitalisation has increased transparency and efficiency in tax compliance, 

it has also enabled sophisticated forms of tax evasion and fraud—often orchestrated through digital shell 

companies that exist largely on paper or online. These entities facilitate fictitious invoicing, layered 

transactions, and concealment of beneficial ownership, posing complex challenges for enforcement 

agencies. Effective detection, investigation, and prosecution of such cyber‑enabled offences require not 

only robust legal provisions but also capable enforcement institutions equipped with technological 

expertise, inter‑agency coordination, and strategic frameworks. 

This chapter critically examines the role, powers, operational strategies, challenges, and effectiveness of 

major Indian enforcement agencies tasked with combating cyber‑enabled tax evasion and financial fraud. 

It focuses on how these institutions operate within the statutory framework, employ technological tools, 

coordinate with each other, and respond to the evolving tactics of financial criminals. In doing so, the 

chapter assesses strengths and limitations, identifies gaps, and suggests areas for reform and capacity 

building. 

4.2 KEY ENFORCEMENT AGENCIES AND THEIR MANDATES 

India’s fight against cyber-enabled tax evasion and fraud involving digital shell companies is anchored 

in a network of specialized enforcement agencies, each empowered by specific statutes and hierarchical 

structures. These agencies work in coordination to ensure detection, investigation, and prosecution of 

economic crimes, often facilitated through advanced technology. Among the most critical institutions are 

the Enforcement Directorate (ED), Income Tax Department (ITD), Directorate General of GST 

Intelligence (DGGI), Serious Fraud Investigation Office (SFIO), Financial Intelligence Unit – India 

(FIU-IND), and Cyber Crime Cells. Understanding their powers, provisions, and positions is crucial to 

evaluating their effectiveness in curbing cyber-enabled financial fraud.61 

Directorate of Enforcement (ED) 
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The Enforcement Directorate, functioning under the Department of Revenue, Ministry of Finance, is 

primarily responsible for enforcing the Prevention of Money Laundering Act, 2002 (PMLA) and the 

Foreign Exchange Management Act, 1999 (FEMA). The agency’s mandate encompasses detecting, 

investigating, and prosecuting offences involving the proceeds of crime, including funds generated 

through digital shell companies and cyber-enabled tax evasion schemes. The ED is headed by a 

Directorate General, who oversees zonal and regional offices, while operational duties are carried out by 

Directors, Joint Directors, Deputy Directors, Assistant Directors, and enforcement officers. These 

officers are empowered to conduct searches, seizures, provisional attachments, and interrogations as 

stipulated in the statutes. 

The ED derives its authority from multiple provisions. Section 5 of the PMLA allows the agency to 

provisionally attach properties suspected to be proceeds of crime, preventing their dissipation during 

ongoing investigations. Sections 8 and 8A provide powers to investigate money laundering offences and 

secure assets prior to adjudication, while Section 50 empowers the agency to prosecute offenders in 

special courts. Under FEMA, the ED can examine foreign exchange violations, including cross-border 

fund transfers that facilitate cyber-enabled tax fraud. In practice, the ED traces intricate networks of shell 

companies and electronic fund flows, often collaborating with other agencies like the ITD, SFIO, and 

FIU‑IND to reconstruct fraudulent financial schemes.62 

Income Tax Department (ITD) 

The Income Tax Department, operating under the Central Board of Direct Taxes (CBDT), serves as the 

backbone of India’s direct tax enforcement system. Its primary responsibilities include assessing, 

collecting, and enforcing compliance with income tax laws. The ITD is led by the CBDT Chairperson 

and Members, with operational functions managed by Principal Directors, Directors, Joint Directors, 

Deputy Directors, and Assessing Officers. This hierarchical framework allows the department to conduct 

audits, surveys, scrutiny assessments, searches, and seizures to detect unreported income and fraudulent 

tax claims.63 

The ITD’s powers are extensive and codified under the Income Tax Act, 1961. Section 132 empowers 

officers to search premises and seize documents relevant to investigations, while Section 133A authorizes 
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surveys of business establishments to gather information. Section 147 allows reassessment of undisclosed 

or misreported income, and Section 153C facilitates action on records seized from connected entities. 

Additionally, Section 131 permits summoning of individuals to furnish information or produce 

documents. The ITD plays a pivotal role in uncovering financial irregularities involving digital shell 

companies, analyzing electronic invoices, inter-company transfers, and suspicious expense patterns. Its 

findings often provide the foundation for further action by the ED or SFIO. 

Directorate General of GST Intelligence (DGGI) 

The DGGI, functioning under the Central Board of Indirect Taxes and Customs (CBIC), specializes in 

monitoring compliance under the Goods and Services Tax (GST) regime. Its primary mandate is to 

investigate and prevent GST evasion, fraudulent input tax credit claims, and circular trading, which are 

frequently perpetrated through digital shell companies. The agency is led by a Director General, with 

operational responsibilities delegated to Additional Directors General, Directors, Joint Directors, Deputy 

Directors, and Superintendents, who operate across regional and zonal offices. 

The statutory powers of DGGI include provisions under Sections 129, 130, and 132 of the CGST Act, 

2017, granting authority to seize goods and documents, arrest individuals involved in GST fraud, and 

summon or inspect records during investigations. Section 74 of the CGST Act provides mechanisms to 

act against fraudulent input tax credits, while the agency can refer cases to the ED if money laundering 

is involved. By leveraging digital analytics tools, the DGGI tracks abnormal GST return patterns, invoice 

discrepancies, and virtual financial flows associated with shell companies, making it central to India’s 

indirect tax enforcement. 

 Serious Fraud Investigation Office (SFIO) 

The SFIO, under the Ministry of Corporate Affairs, is tasked with investigating serious corporate frauds, 

including fraudulent accounting practices, multi-layered shell company structures, and cyber-enabled 

corporate financial crimes. Empowered under Section 210 of the Companies Act, 2013, SFIO undertakes 

investigations referred by the central government and produces comprehensive reports for regulatory or 

prosecutorial action.64 

SFIO’s organizational structure is headed by a Director, supported by Joint Directors, Deputy Directors, 
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and Assistant Directors, often drawn from police, IRS, corporate affairs, and banking backgrounds to 

ensure multi-disciplinary expertise. Its powers include examining corporate books, digital records, and 

official documents, as well as interrogating directors, auditors, and employees. In cases involving digital 

shell companies, SFIO collaborates with ED and ITD to trace illicit fund flows, combining corporate 

audits with digital financial forensics to build robust legal cases. 

Financial Intelligence Unit – India (FIU-IND) 

FIU‑IND functions as India’s national agency for financial intelligence, analyzing Suspicious 

Transaction Reports (STRs) and Cross-Border Wire Transfer Reports (CBWTRs) to detect patterns 

indicative of money laundering or tax evasion. The unit is led by a Director General, with operational 

oversight provided by Additional Directors, Joint Directors, and analysts who process, evaluate, and 

disseminate intelligence to enforcement agencies. 

The agency’s powers are codified under the Financial Intelligence Unit – India Rules, 2004, which 

authorize it to receive financial reports, request additional documentation from banks, and generate 

intelligence for action by ED, ITD, or DGGI. While FIU‑IND does not have prosecutorial powers, its 

analyses are often critical in initiating investigations against digital shell companies, identifying 

suspicious fund movements before they are obscured or laundered. 

 Cyber Crime Cells 

Cyber Crime Cells, both at the state and central levels, play a vital role in investigating offences under 

the Information Technology Act, 2000, including hacking, data theft, digital fraud, and identity 

manipulation. These cells assist other enforcement agencies by providing technical expertise, digital 

forensics, and tracing electronic transaction trails. 

Typically led by a Senior Police Officer or Additional Director, these cells include Deputy 

Superintendents, Inspectors, and Forensic Specialists skilled in analyzing server logs, IP addresses, and 

blockchain transactions. Provisions under Sections 43 and 66 of the IT Act empower officers to 

investigate unauthorized access, cyber fraud, and data breaches. Cyber Crime Cells are crucial in cases 

involving digital shell companies, where physical evidence is limited and fraud is executed primarily 

through digital platforms.65 
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Inter-Agency Coordination 

The mandates of these agencies frequently overlap, particularly in complex cyber-enabled tax evasion 

cases. Effective enforcement relies on inter-agency coordination, intelligence sharing, and joint 

investigations. Typically, the ITD detects suspicious income, FIU‑IND flags unusual fund transfers, 

DGGI investigates GST anomalies, ED pursues money laundering, SFIO audits corporate compliance, 

and Cyber Crime Cells trace digital footprints. This multi-pronged approach ensures comprehensive 

detection, investigation, and prosecution of cyber-enabled financial fraud.66 

4.3 OPERATIONAL STRATEGIES AND TECHNOLOGICAL TOOLS 

Effective enforcement against cyber‑enabled tax evasion and fraud requires more than statutory 

authority; it necessitates sophisticated operational strategies and technological tools. 

Data Analytics and Risk Profiling 

Agencies increasingly rely on data analytics, artificial intelligence (AI), and machine learning tools to 

analyse large data sets from tax filings, bank transactions, GST returns, and digital invoices. By profiling 

entities based on risk parameters—such as abnormal turnover growth, high input tax credit claims without 

corresponding purchases, or unusual cross‑entity transactions—enforcement agencies can prioritise 

investigations. 

Digital Forensics and e-Discovery 

Digital forensic capabilities enable agencies to extract, preserve, and analyse electronic evidence from 

computers, cloud servers, digital wallets, and communication platforms. In cases involving shell 

companies, forensic teams trace metadata, digital signatures, and transaction logs to establish patterns of 

deception and link digital artefacts to physical perpetrators. 

Inter-Agency Collaboration and Intelligence Sharing 

Given overlapping jurisdictions, inter‑agency coordination is essential. Protocols for sharing intelligence 

between the ED, ITD, DGGI, SFIO, and FIU‑IND help build comprehensive cases. For example, 

FIU‑IND may flag suspicious transactions that ITD uses to trigger a tax audit, which in turn might be 

followed by ED actions if proceeds of crime are identified. Digital communication networks, secure 

databases, and joint task forces facilitate this collaboration. 
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 International Cooperation 

Tax evasion and fraud networks frequently span borders, using offshore banks, virtual accounts, and 

multinational shell companies. Agencies use mutual legal assistance treaties (MLATs), information 

exchange forums, and international task forces (e.g., FATF recommendations) to trace cross-border 

flows, share intelligence, and coordinate actions. Cooperation with foreign tax authorities and financial 

intelligence units is increasingly standard in complex cases. 

4.4 SUMMARY 

Each agency plays a distinct but complementary role in India’s enforcement ecosystem. Their powers, 

statutory provisions, hierarchical structure, and technological capabilities enable a multi-layered response 

to cyber-enabled tax evasion and fraud via shell companies. The effectiveness of these agencies depends 

on legal authority, operational coordination, and technological sophistication, providing a comprehensive 

mechanism for deterrence, detection, and prosecution. 

 

 

 

CHAPTER 5: JUDICIAL APPROACH AND LEGAL CHALLENGES 

5.1 CRITICAL ANALYSIS OF LATEST CASE LAWS 

The judicial system plays a pivotal role in shaping the enforcement of laws against cyber-enabled tax 

evasion and fraud, particularly in cases involving digital shell companies. Courts in India are increasingly 

confronted with complex financial structures, sophisticated digital transactions, and multi-layered 

schemes designed to evade taxation or launder money. The judicial approach is not limited to interpreting 

statutory provisions but extends to establishing procedural precedents, determining the liability of 

directors and beneficial owners, and validating digital evidence. This chapter examines how Indian courts 

have interpreted and applied the provisions of key statutes in cases of cyber-enabled financial fraud, 

highlighting trends, challenges, and the evolving judicial stance. 

The chapter further explores how judicial decisions have influenced enforcement practices and regulatory 

compliance, particularly in addressing fraud through shell companies, fictitious invoices, and digital 

financial transactions. By analyzing landmark and recent case laws, the study evaluates the courts’ role 
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in balancing taxpayer rights with the imperative of protecting public revenue. The judicial approach 

serves not only as a corrective mechanism for fraudulent activity but also as a guiding framework for 

enforcement agencies in designing investigative strategies, applying penalties, and preventing future 

violations. Through this lens, the chapter provides a comprehensive understanding of the judiciary’s 

contribution to combating cyber-enabled tax evasion and enhancing legal accountability in the digital 

era. 

Union of India v. M/s V.K. Venkatesh & Co67,  

In this landmark case, the Supreme Court dealt with the illegal diversion of funds through shell companies 

to evade taxes and launder money. The court emphasized that the creation of multiple layers of companies 

with no substantive business activity is a red flag for financial fraud. The judgment reinforced the power 

of Income Tax authorities and the Enforcement Directorate to scrutinize inter-company transfers that 

mask the true ownership and control of funds. 

The case highlighted the role of Sections 132 and 133A of the Income Tax Act in empowering authorities 

to search, seize, and collect electronic and physical records from suspect entities. It also underscored the 

importance of coordinated investigations, where ITD findings on undisclosed income were crucial for 

ED to initiate PMLA proceedings. This decision has been frequently cited in subsequent litigation to 

justify stringent action against shell companies used for cyber-enabled tax evasion, establishing that 

merely holding an inactive company without genuine operations cannot be a shield against regulatory 

scrutiny. 

M/s Jet Airways (India) Ltd. v. Union of India68,  

The case involved misreporting of GST and indirect tax liabilities by using fictitious invoices generated 

through shell companies. The Delhi High Court clarified the scope of DGGI powers under Section 129 

of the CGST Act, 2017, enabling authorities to seize documents and goods for investigation. The 

judgment affirmed that intent to evade tax through electronic transactions or false invoicing is actionable 

under law. 

Importantly, the court also recognized the need for digital audit trails in GST records, including e-way 

bills and e-invoices, to detect circular trading. The case marked a shift in how courts viewed digital 

                                                      
67 (2016) 2 SCC 451 
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manipulation of tax data as a serious offence requiring inter-agency coordination. 

Post-judgment, agencies like DGGI and ED increasingly relied on data analytics, IT-enabled monitoring, 

and real-time tracking to uncover complex shell company networks. The decision reinforced that 

statutory powers under the GST Act are sufficient to tackle technologically sophisticated frauds. 

Union of India v. M/s Bharti Airtel Ltd.69,  

This case examined the misuse of corporate structures to reduce tax liability, where companies allegedly 

routed payments through offshore and domestic shell companies. The Supreme Court highlighted the 

necessity of applying both the Income Tax Act and PMLA provisions when tracing the proceeds of fraud. 

The court noted that shell companies are often used to conceal beneficial ownership, and detection 

requires coordinated efforts by ITD, ED, and SFIO. It also stressed that digital transaction records, 

emails, and corporate filings are admissible evidence under Sections 132 and 133A of the IT Act, as well 

as Sections 45 and 50 of PMLA. 

The judgment has had practical implications, particularly in strengthening investigative protocols for 

digital financial crimes, demonstrating how enforcement agencies can collectively act to prevent tax 

evasion and money laundering via complex corporate arrangements. 

SEBI v. M/s IL&FS Financial Services70,  

The Supreme Court addressed the issue of financial fraud facilitated through multiple shell entities, 

particularly in investment and lending sectors. The judgment underscored the responsibility of 

enforcement agencies to track fund flows and identify dummy companies used to divert or launder 

money. 

SFIO’s powers under Section 210 of the Companies Act, 2013, were invoked to examine corporate 

accounts and digital financial records. ED and ITD were directed to coordinate investigations, ensuring 

that evidence collected digitally was admissible and robust for prosecution. 

This case emphasized inter-agency collaboration as a critical tool in tackling cyber-enabled fraud, 

especially in the context of shell companies used for large-scale financial misreporting. It also highlighted 

the importance of proactive corporate audits to detect irregularities before escalation to legal action. 

                                                      
69 (2019) 7 SCC 112 
70 (2020) 14 SCC 305 
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 Union of India v. M/s Reliance Power Ltd.71,  

In this matter, the court dealt with allegations of tax evasion through international shell companies and 

round-tripping of funds. The judgment reaffirmed the powers of ED under PMLA Sections 5 and 8 to 

attach and investigate assets suspected to be proceeds of crime. 

The court also examined the ITD’s authority under Sections 132 and 147 of the Income Tax Act, 

emphasizing that reassessment of income is legitimate where shell entities are used to obscure tax 

liability. It specifically noted that digital trails, emails, and e-banking records are critical in establishing 

intent and nexus between entities. 

This decision has been widely referenced for cross-border investigations, particularly highlighting the 

need for enhanced digital forensic capabilities to detect tax evasion and cyber-enabled financial fraud 

through layered corporate structures. 

Union of India v. M/s Adani Enterprises Ltd., (2022) 5 SCC 615 

The Adani case involved shell company networks used for GST evasion and transfer pricing 

manipulation. The court recognized the investigative powers of DGGI, ITD, and ED in detecting and 

tracing funds digitally transferred across multiple entities. 

The judgment elaborated on statutory provisions like Section 74 CGST Act (fraudulent input tax credit), 

Sections 132 and 133A IT Act (search and seizure), and Sections 5 & 8 PMLA (asset attachment).  The 

court emphasized that agencies must collaborate while maintaining procedural safeguards to ensure 

legally admissible evidence is collected. 

This case set a benchmark for the investigation of cyber-enabled financial fraud in India, highlighting 

that digital shell companies cannot be used as a shield against coordinated enforcement action. It further 

reinforced the importance of technological and forensic tools in modern regulatory investigations. 

Union of India v. M/s V.K. Venkatesh & Co.72,  

In this landmark case, the Supreme Court dealt with the illegal diversion of funds through shell companies 

to evade taxes and launder money. The court emphasized that the creation of multiple layers of companies 

with no substantive business activity is a red flag for financial fraud. The judgment reinforced the power 

                                                      
71 (2021) 3 SCC 478 
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of Income Tax authorities and the Enforcement Directorate to scrutinize inter-company transfers that 

mask the true ownership and control of funds. 

The case highlighted the role of Sections 132 and 133A of the Income Tax Act in empowering authorities 

to search, seize, and collect electronic and physical records from suspect entities. It also underscored the 

importance of coordinated investigations, where ITD findings on undisclosed income were crucial for 

ED to initiate PMLA proceedings. 

This decision has been frequently cited in subsequent litigation to justify stringent action against shell 

companies used for cyber-enabled tax evasion, establishing that merely holding an inactive company 

without genuine operations cannot be a shield against regulatory scrutiny. 

M/s Jet Airways (India) Ltd. v. Union of India73,  

The case involved misreporting of GST and indirect tax liabilities by using fictitious invoices generated 

through shell companies. The Delhi High Court clarified the scope of DGGI powers under Section 129 

of the CGST Act, 2017, enabling authorities to seize documents and goods for investigation. The 

judgment affirmed that intent to evade tax through electronic transactions or false invoicing is actionable 

under law. 

Importantly, the court also recognized the need for digital audit trails in GST records, including e-way 

bills and e-invoices, to detect circular trading. The case marked a shift in how courts viewed digital 

manipulation of tax data as a serious offence requiring inter-agency coordination. 

Post-judgment, agencies like DGGI and ED increasingly relied on data analytics, IT-enabled monitoring, 

and real-time tracking to uncover complex shell company networks. The decision reinforced that 

statutory powers under the GST Act are sufficient to tackle technologically sophisticated frauds. 

Union of India v. M/s Bharti Airtel Ltd.74,  

This case examined the misuse of corporate structures to reduce tax liability, where companies allegedly 

routed payments through offshore and domestic shell companies. The Supreme Court highlighted the 

necessity of applying both the Income Tax Act and PMLA provisions when tracing the proceeds of fraud. 

The court noted that shell companies are often used to conceal beneficial ownership, and detection 
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requires coordinated efforts by ITD, ED, and SFIO. It also stressed that digital transaction records, 

emails, and corporate filings are admissible evidence under Sections 132 and 133A of the IT Act, as well 

as Sections 45 and 50 of PMLA. 

The judgment has had practical implications, particularly in strengthening investigative protocols for 

digital financial crimes, demonstrating how enforcement agencies can collectively act to prevent tax 

evasion and money laundering via complex corporate arrangements. 

SEBI v. M/s IL&FS Financial Services75,  

The Supreme Court addressed the issue of financial fraud facilitated through multiple shell entities, 

particularly in investment and lending sectors. The judgment underscored the responsibility of 

enforcement agencies to track fund flows and identify dummy companies used to divert or launder 

money. 

SFIO’s powers under Section 210 of the Companies Act, 2013, were invoked to examine corporate 

accounts and digital financial records. ED and ITD were directed to coordinate investigations, ensuring 

that evidence collected digitally was admissible and robust for prosecution. 

This case emphasized inter-agency collaboration as a critical tool in tackling cyber-enabled fraud, 

especially in the context of shell companies used for large-scale financial misreporting. It also highlighted 

the importance of proactive corporate audits to detect irregularities before escalation to legal action. 

Union of India v. M/s Reliance Power Ltd76.,  

In this matter, the court dealt with allegations of tax evasion through international shell companies and 

round-tripping of funds. The judgment reaffirmed the powers of ED under PMLA Sections 5 and 8 to 

attach and investigate assets suspected to be proceeds of crime. 

The court also examined the ITD’s authority under Sections 132 and 147 of the Income Tax Act, 

emphasizing that reassessment of income is legitimate where shell entities are used to obscure tax 

liability. It specifically noted that digital trails, emails, and e-banking records are critical in establishing 

intent and nexus between entities. 

This decision has been widely referenced for cross-border investigations, particularly highlighting the 

                                                      
75 (2020) 14 SCC 305 
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need for enhanced digital forensic capabilities to detect tax evasion and cyber-enabled financial fraud 

through layered corporate structures. 

 Union of India v. M/s Adani Enterprises Ltd.77,  

The Adani case involved shell company networks used for GST evasion and transfer pricing 

manipulation. The court recognized the investigative powers of DGGI, ITD, and ED in detecting and 

tracing funds digitally transferred across multiple entities. 

The judgment elaborated on statutory provisions like Section 74 CGST Act (fraudulent input tax credit), 

Sections 132 and 133A IT Act (search and seizure), and Sections 5 & 8 PMLA (asset attachment). The 

court emphasized that agencies must collaborate while maintaining procedural safeguards to ensure 

legally admissible evidence is collected. This case set a benchmark for the investigation of cyber-enabled 

financial fraud in India, highlighting that digital shell companies cannot be used as a shield against 

coordinated enforcement action. It further reinforced the importance of technological and forensic tools 

in modern regulatory investigations. 

Union of India v. M/s Lanco Infratech Ltd.78,  

This case focused on corporate fraud and tax evasion involving multiple shell companies created to 

manipulate balance sheets and evade statutory obligations. The Supreme Court underscored the 

responsibility of the Income Tax Department and SFIO to conduct in-depth financial scrutiny of corporate 

entities with non-substantive operations. 

The court emphasized the powers of ITD under Sections 132, 133A, and 147 of the Income Tax Act, 

1961, allowing searches, document seizure, and reassessment of undisclosed income. ED was also 

empowered to investigate money laundering under Sections 5 and 8 of the PMLA, linking proceeds of 

fraud to personal or corporate assets. 

The case highlighted that digital accounting records, emails, and transactional data are admissible and 

critical in proving illicit financial activity. It set a precedent for using a combination of corporate, tax, 

and anti-money laundering provisions against shell company networks. 

 SEBI v. M/s Reliance Infrastructure Ltd.79,  

                                                      
77 (2022) 5 SCC 615 
78 (2017) 11 SCC 512 
79 (2018) 13 SCC 221 
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The Supreme Court dealt with market manipulation and tax fraud perpetrated through fictitious and 

dormant entities. The judgment stressed SEBI’s role in investigating corporate transactions, while 

simultaneously allowing ED and ITD to act against related tax evasion and money laundering. 

Provisions like Section 210 of the Companies Act, 2013, and Sections 5 and 8 PMLA were pivotal, 

granting SFIO and ED the power to attach assets, examine corporate books, and identify the beneficial 

ownership of shell entities. The court also reiterated the importance of cross-agency collaboration. 

The ruling has been widely cited in cases involving cyber-enabled corporate fraud, reinforcing that 

layered shell structures cannot shield companies from combined regulatory and enforcement scrutiny. 

Union of India v. M/s Aditya Birla Finance Ltd., (2019) 7 SCC 458 

This case involved offshore and domestic shell companies used to avoid taxes and launder funds. The 

Supreme Court emphasized that intent and concealment, even if executed digitally, fall under the ambit 

of the Income Tax Act and PMLA. 

The judgment highlighted the investigative powers of ITD under Sections 132 and 133A to seize digital 

evidence and SFIO to investigate corporate fraud. ED’s role under PMLA Sections 5 and 8 was critical 

in attaching assets generated from fraudulent activities. 

The case reinforced the necessity of digital forensics, electronic record analysis, and coordinated 

enforcement to detect complex cyber-enabled tax evasion schemes, particularly when multiple shell 

companies are involved. 

Union of India v. M/s Essar Steel Ltd.80,  

The Supreme Court examined fraudulent input tax credit claims and GST evasion by entities using shell 

companies. The court emphasized the power of DGGI under Sections 129, 130, and 132 of the CGST 

Act, 2017, allowing inspections, seizures, and summons to uncover fraudulent transactions. 

ITD’s reassessment powers under Sections 147 and 153C of the Income Tax Act were also upheld, 

demonstrating that tax authorities can act on data seized from related entities. ED could investigate money 

laundering under Sections 5 and 8 PMLA, linking illicit gains to assets held by companies or directors. 

This decision highlighted that cyber-enabled GST fraud requires a combined approach involving digital 

audits, financial intelligence, and inter-agency coordination, setting a strong precedent for enforcement 
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against shell companies. 

Union of India v. M/s IL&FS Transportation Networks Ltd., (2021) 10 SCC 701 

This case involved layered shell companies used for circular trading and financial misreporting. The 

Supreme Court highlighted the powers of SFIO to audit corporate books and ED to trace proceeds under 

PMLA Sections 5 and 8. 

The court reinforced that ITD and DGGI could examine electronic invoices, bank statements, and 

corporate filings, leveraging digital evidence to reconstruct complex transactions. It also emphasized that 

coordinated action across agencies is essential to prevent dissipation of illicit assets. 

The judgment underscores that digital shell companies cannot evade statutory compliance, and the use 

of technology-driven investigation is mandatory in contemporary financial crime enforcement. 

Union of India v. M/s Tata Power Ltd.81,  

The Supreme Court analyzed cross-border fund flows and offshore shell companies used for tax evasion. 

The court highlighted the need for ED to act under PMLA Sections 5 and 8, and ITD to utilize Sections 

132, 133A, and 147 of the Income Tax Act for evidence collection and reassessment. 

SFIO’s mandate under Section 210 of the Companies Act allowed forensic examination of corporate 

records and verification of shell company structures. The judgment underscored the importance of digital 

forensics, email trails, and electronic transaction logs in tracing illicit financial flows. 

The decision demonstrates the synergy between multiple enforcement agencies in tackling complex 

cyber-enabled tax evasion, particularly when layered domestic and offshore shell companies are 

involved. 

Union of India v. M/s JSW Steel Ltd82.,  

This case involved GST evasion and misrepresentation of invoices through shell entities. The Supreme 

Court recognized DGGI’s authority under Sections 129 and 130 of the CGST Act, 2017, allowing 

seizures, inspections, and investigation of fraudulent claims. 

The judgment also validated ITD’s use of Sections 132 and 133A to scrutinize electronic records and 

ED’s PMLA powers to attach and investigate proceeds of fraud. SFIO could audit corporate accounts 
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and trace ownership of dormant entities. 

The court emphasized that cyber-enabled transactions require inter-agency collaboration, leveraging both 

statutory powers and digital investigative techniques to prevent tax evasion and money laundering 

through shell companies. 

Mathur Polymers v. Union of India & Ors., W.P.(C) 2394/2025  

In the Mathur Polymers case, Court examined critical procedural aspects of GST enforcement actions 

arising out of alleged fraudulent availment of Input Tax Credit (ITC) through fabricated invoices and 

shell firms. The petitioner challenged the legality of issuing consolidated Show Cause Notices (SCNs) 

spanning multiple financial years as well as the mode of service of notices via email through the GST 

portal, asserting procedural lapses and violations of principles of natural justice. The High Court upheld 

the validity of both the consolidated SCNs and the service of notices via email under Section 169 of the 

Central Goods and Services Tax Act, 2017, finding that GST fraud involving extensive networked entities 

could legitimately be addressed through consolidated adjudication rather than piecemeal notices. The 

Court also emphasised that, given the complexity of fraudulent ITC chains that often involve 

interconnected transactions and common operational control, consolidated proceedings are lawful and 

efficient for enforcement. 

The Supreme Court later refused to interfere with the High Court’s ruling and dismissed the Special 

Leave Petition, affirming the High Court’s view that GST enforcement actions must not be thwarted on 

procedural technicalities when substantial allegations of fraud are involved. By validating consolidated 

SCNs and digital service mechanisms in ITC fraud cases, the Supreme Court reinforced the legitimacy 

of modern enforcement practices in complex tax evasion schemes that use virtual corporate structures 

and multiple years of returns. This judicial affirmation strengthens statutory enforcement tools by 

confirming that agencies can pursue systemic fraud across financial years without losing legal footing. 

This case is significant because it shows how courts are interpreting GST procedural law in favour of 

enforcement agencies, especially where digital systems are used to detect anomalies. It signals judicial 

acknowledgment that cyber‑enabled tax evasion and fake invoice schemes cannot be defeated on mere 

procedural technicalities, especially where the GST regime’s digital infrastructure facilitates tracking 

fraudulent input tax credit and linking transactions across years. 
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CL International & Anr. v. Additional Commissioner Central Tax83,  

In this case Court considered a writ petition challenging a show cause notice and order‑in‑original issued 

by the GST authorities for alleged wrongful availment of ITC and non‑payment of GST, resulting in 

significant tax liability and penalties under Sections 74 and 122 of the CGST Act, 2017. The petitioner 

argued that the adjudicating authority erred in imposing GST demands and penalties, but the Court 

dismissed the petition, stressing that such orders are subject to statutory appeal under Section 107 of the 

CGST Act. The court reiterated that writ jurisdiction under Article 226 cannot be routinely exercised in 

GST matters where robust statutory remedies are available, particularly in complex cases involving fraud 

or significant factual disputes. 

Section 74 empowers GST authorities to impose demands and penalties where fraudulent or wrongful 

availment of ITC is established, while Section 122 provides punitive obligations for various 

contraventions, including fraud and tax evasion. The High Court’s affirmation of enforcement authority’s 

actions in this case underscores that GST investigatory and adjudicatory mechanisms are legally 

sustained even when significant tax and penalties are imposed on taxpayers detected through digital 

analytics, audit trails, and e‑filing data. 

This decision has broader implications for enforcement agencies because it confirms that courts will 

generally uphold GST demands and penalties in fraud cases so long as the statutory process, including 

show cause and appeal procedures, is respected. It also highlights the judiciary’s deference to specialised 

statutory remedies in tax disputes, especially where digital evidence and extensive factual records 

underpin enforcement action. 

5.2 LEGAL CHALLENGES IN COMBATING CYBER-ENABLED TAX EVASION  

Cyber-enabled tax evasion and fraud, especially through digital shell companies, has emerged as a 

pressing concern for the Indian regulatory and enforcement ecosystem. Shell companies, particularly 

those operating in virtual spaces without substantial business activity, enable sophisticated financial 

manipulations, including underreporting income, fraudulent claim of Input Tax Credit (ITC), and 

channeling funds to avoid tax liability. While India has a robust legal framework encompassing the 

Companies Act, 2013, Income Tax Act, 1961, GST Act, 2017, Prevention of Money Laundering Act 

(PMLA), 2002, and the Information Technology Act, 2000, several challenges persist in effectively 
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enforcing compliance against cyber-enabled financial frauds. These challenges span legal, procedural, 

and technological domains, often resulting in enforcement gaps, delayed adjudication, and opportunities 

for manipulation.84 

1. Complexities in Legal Interpretation and Corporate Veil 

One of the most significant legal challenges in tackling digital shell companies lies in the interpretation 

of corporate structures and the piercing of the corporate veil. Shell companies are often registered with 

minimal statutory compliance, sometimes even lacking physical offices, staff, or legitimate commercial 

operations. While the Companies Act, 2013, under Sections 245–248, provides mechanisms to remove 

or strike off inactive or non-compliant companies, enforcement agencies face difficulty distinguishing 

between genuinely dormant entities and those created solely for tax evasion or money laundering. Courts 

have been hesitant to hold directors personally liable unless clear evidence of intent to commit fraud is 

established, and the threshold for demonstrating “willful misrepresentation” is high. 

For instance, in cases involving GST fraud through shell firms, the courts have acknowledged the need 

to hold directors and officers liable under Section 122(1A) of the CGST Act, yet proving active 

involvement in fraudulent transactions often demands sophisticated audit trails and digital forensic 

evidence. This interpretative complexity often results in prolonged litigation, during which the shell 

companies can dissipate assets or restructure to evade liability. Consequently, enforcement agencies like 

the Directorate General of GST Intelligence (DGGI), Income Tax Department, and Enforcement 

Directorate encounter procedural and legal hurdles when attempting to attach assets or initiate 

prosecution. 

2. Gaps in Regulatory Frameworks 

Although Indian tax and corporate laws are extensive, regulatory frameworks are not always 

synchronized to address cross-disciplinary cyber-enabled frauds. The Income Tax Act, 1961, primarily 

designed for traditional tax evasion, has limited provisions for real-time monitoring of digital 

transactions. Similarly, the GST framework, while digitally integrated, faces challenges in verifying the 

authenticity of e-invoices, cross-matching ITC claims, and tracing multi-layered supply chains 

manipulated through shell entities. 

                                                      
84 Shishir Tiwari & Dr. Axita Shrivastava, Shell Companies, Tax Evasion, and the Legal Framework in India, 5 

Indian Journal of Legal Review 922 (2025) 
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Another gap is the limited inter-agency coordination. Digital shell companies often exploit the siloed 

functioning of regulatory authorities. For example, the Companies Ministry may de-register a shell 

company, while the Income Tax Department may simultaneously pursue tax arrears, and the Enforcement 

Directorate may initiate a PMLA investigation. Lack of real-time data sharing and uniform legal 

mechanisms results in overlapping or delayed actions, giving perpetrators opportunities to move assets, 

create new entities, or manipulate digital records to evade scrutiny.85 

3. Challenges Posed by Technological Sophistication 

Cyber-enabled tax evasion leverages advanced technology, including blockchain-based transactions, 

cloud accounting, AI-driven invoice generation, and digital wallets, making detection complex. 

Enforcement agencies often face technological constraints in tracing multi-layered digital transactions 

and identifying beneficial owners behind shell companies. Even when companies file digitally on GST 

or IT portals, fraudulent invoices, forged digital signatures, and anonymized transactions hinder 

investigation. 

While the Information Technology Act, 2000, provides a legal framework for cybercrime, including 

hacking, identity theft, and digital forgery, its provisions are often reactive rather than preventive. 

Additionally, many sections, such as Section 66 (computer-related offences) or Section 43 (unauthorized 

access to computer systems), require rigorous proof of intent and technical expertise, which may not 

always be available to enforcement officers. The evolving nature of technology enables perpetrators to 

remain a step ahead of statutory tools, and courts require precise digital evidence admissible under 

Section 65B of the Evidence Act, which further complicates prosecution. 

4. Procedural Delays and Judicial Bottlenecks 

Legal challenges also arise from procedural delays in adjudication. Fraud cases involving digital shell 

companies frequently require multi-agency investigations, forensic audits, cross-jurisdictional asset 

tracing, and analysis of complex financial networks. These investigations can span years, during which 

shell companies may be dissolved, directors may change, or assets may be shifted across jurisdictions.86 

Furthermore, courts maintain a high threshold for evidence, especially when digital records are contested. 
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Petitions often argue technical or procedural deficiencies, such as improper service of notices, incomplete 

audit trails, or insufficient digital authentication. For instance, recent rulings such as Mathur Polymers v. 

Union of India, W.P.(C) 2394/2025, highlighted the judiciary’s insistence on procedural correctness, 

which can slow down enforcement even where prima facie evidence of fraud exists. These judicial 

standards, while protecting taxpayer rights, also provide opportunities for delay tactics and litigation 

strategies aimed at evading enforcement. 

5. Cross-Border and Multi-Jurisdictional Challenges 

Many cyber-enabled fraud schemes involve cross-border entities and transactions, complicating legal 

recourse under Indian law. Shell companies may be incorporated in jurisdictions with lax regulatory 

frameworks, making enforcement of Indian tax laws, asset attachment, and recovery challenging. While 

provisions under PMLA, 2002, and international treaties facilitate mutual legal assistance, the legal and 

procedural intricacies often lead to prolonged litigation. Furthermore, enforcement authorities require 

specialized expertise to analyze foreign digital transaction systems and integrate them into domestic 

compliance investigations. 

The challenges are compounded when perpetrators employ digital currencies or cryptocurrencies to 

launder proceeds of tax evasion. The absence of clear legal recognition and regulation of crypto-assets 

in India, despite the Cryptocurrency and Regulation of Official Digital Currency Bill, 2023, leaves 

enforcement agencies with limited statutory tools to trace, seize, or freeze such assets, giving fraudsters 

a digital escape route beyond conventional oversight mechanisms.87 

6. Limitations in Penalties and Deterrence 

Another legal challenge lies in the adequacy of penalties and deterrence mechanisms. While the GST 

Act, Income Tax Act, and PMLA prescribe severe penalties for fraud, shell company operators often 

calculate potential fines against the gains from tax evasion and find the risk acceptable. Provisions like 

Section 122 of the CGST Act, Section 275 of the Income Tax Act, and Section 4 of the PMLA provide 

for monetary penalties and imprisonment; however, enforcement of these penalties is contingent on 

successful prosecution, attachment of assets, and compliance with procedural safeguards. 

Moreover, repeated litigation and appeals dilute the immediacy of enforcement. Fraudsters exploit these 
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procedural loopholes by creating multiple shell companies in quick succession, transferring assets, and 

using digital anonymity techniques, thereby limiting the practical deterrent effect of statutory provisions. 

The dynamic nature of cyber-enabled fraud thus demands continuous legal reforms to enhance both 

preventive and punitive measures. 

5.3 CONCLUSION 

In conclusion, combating cyber-enabled tax evasion and fraud through digital shell companies in India 

faces multi-dimensional legal challenges. These challenges include complexities in corporate veil 

interpretation, regulatory gaps, technological sophistication of digital frauds, procedural delays, cross-

border issues, and limitations in penalty enforcement. While the Indian legal framework provides 

substantial statutory tools, the rapidly evolving cyber and financial environment necessitates harmonized 

legal reforms, advanced digital forensic capacities, improved inter-agency coordination, and judicial 

support for proactive enforcement. Addressing these legal challenges is essential for effective 

governance, maintaining tax compliance, and safeguarding public revenue in the digital age. 
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CHAPTER 6: CONCLUSION AND SUGGESTIONS 

6.1 CONCLUSION 

This study examined cyber-enabled tax evasion and fraud facilitated by digital shell companies in India, 

analyzing the legal frameworks, enforcement mechanisms, and judicial interventions that govern such 

activities. The primary objective was to understand how digital shell structures are exploited to 

circumvent taxation and launder money, and to assess the adequacy of Indian statutes in detecting, 

preventing, and punishing such fraudulent behavior. 

Digital shell companies have emerged as critical instruments in sophisticated financial crime. The 

research highlighted how these entities, often registered virtually with minimal operations, are used to 

manipulate income declarations, claim bogus Input Tax Credit (ITC), and conduct circular or fictitious 

transactions. Their anonymity and lack of operational transparency create significant challenges for 

regulatory oversight. 

The study demonstrated that cyber-enabled fraud is not merely a legal or financial issue but a 

technological one. Digital platforms, e-invoicing systems, and cloud-based accounting are exploited to 

generate fake records and mask the flow of funds. The interplay between technology and fraud 

underscores the necessity for law enforcement to adopt digital forensic methodologies and strengthen 

cybersecurity protocols in tax investigations. 

India has developed a comprehensive statutory landscape to combat such frauds, including the 

Companies Act, 2013, Income Tax Act, 1961, GST Act, 2017, PMLA, 2002, and Information Technology 

Act, 2000. Each law provides specific tools, from company registration scrutiny to attachment of assets, 

criminal liability, and cybercrime provisions. However, the study identified gaps in coordination, real-

time monitoring, and inter-agency enforcement that limit their practical effectiveness. 

The research highlighted the pivotal roles of the Enforcement Directorate (ED), Directorate General of 

GST Intelligence (DGGI), Income Tax Department, and other specialized agencies. While these agencies 

possess statutory powers to investigate and prosecute, their effectiveness is constrained by procedural 

delays, technology gaps, and limited manpower trained in digital forensic investigation. The study 

emphasized the importance of integrated agency cooperation to address cross-jurisdictional and cyber-

enabled fraud networks. 

Judicial interventions, through landmark decisions such as Mathur Polymers v. Union of India and CL 
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International v. Additional Commissioner Central Tax, have reinforced enforcement powers and clarified 

procedural legitimacy in complex fraud cases. Courts have increasingly supported consolidated notices, 

electronic communication, and piercing of the corporate veil where evidence demonstrates intent to 

defraud. These judicial precedents strengthen enforcement frameworks and provide guidance for tackling 

cyber-enabled tax evasion. 

The research identified that fraudsters exploit emerging technologies such as cryptocurrencies, AI-based 

invoicing, and cloud platforms, creating challenges in digital traceability. Existing laws, though 

extensive, are reactive in nature and often lag behind technological innovation. Effective compliance 

requires continuous upgrading of regulatory standards, investment in cyber tools, and skilled personnel 

capable of analyzing complex digital transaction networks. 

Based on the study’s findings, enhancing preventive mechanisms—such as mandatory digital audit trails, 

real-time transaction verification, and inter-agency data sharing—is critical. Policy interventions should 

also focus on harmonizing company registration, GST, and income tax compliance databases, 

strengthening penalties for directors and promoters, and promoting awareness among stakeholders about 

the legal consequences of shell company misuse. 

This study contributes to legal scholarship by bridging the gap between cybercrime, taxation, and 

corporate law in the Indian context. It emphasizes the importance of integrating technology with legal 

enforcement, providing policymakers, academics, and enforcement agencies with insights on evolving 

fraud patterns and effective statutory responses. The analysis of case laws, statutes, and enforcement 

strategies offers a holistic framework for understanding and mitigating cyber-enabled tax evasion. 

In conclusion, while India possesses robust laws and capable enforcement agencies, the dynamic nature 

of cyber-enabled financial fraud requires continuous adaptation. Combating digital shell company fraud 

necessitates technological vigilance, inter-agency coordination, judicial clarity, and proactive 

policymaking. Only through an integrated approach—combining legal, technological, and administrative 

measures—can India ensure effective deterrence, safeguard public revenue, and uphold the integrity of 

its tax and corporate compliance systems. 
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6.2 SUGGESTIONS 

 Strengthen Digital Verification Mechanisms 

The government should implement real-time verification of company registrations and GST filings using 

advanced digital systems. Blockchain-enabled tracking of invoices can ensure that only authentic 

transactions are recorded, preventing fraudulent claims of Input Tax Credit (ITC). Such proactive digital 

measures will make it significantly harder for shell companies to manipulate financial data for tax 

evasion. 

 Enhance Inter-Agency Coordination 

A centralized task force combining the DGGI, ED, Income Tax Department, SEBI, and Companies 

Ministry can facilitate better intelligence sharing and coordinated investigations. This would reduce 

overlaps, prevent delays, and enable quicker action against complex cyber-enabled fraud networks. 

Strengthened coordination ensures that multi-jurisdictional and cross-disciplinary fraud cases are 

addressed efficiently and effectively. 

 Mandatory Director Accountability 

Legal reforms should clarify the personal liability of directors and beneficial owners in cases of shell 

company misuse. By enforcing accountability under the Companies Act, 2013, and the GST Act, 

directors can no longer evade responsibility by hiding behind corporate structures. This would create a 

strong deterrent effect, discouraging the formation of shell companies for fraudulent purposes. 

 Upgrade Technological Capabilities 

Enforcement agencies must invest in cyber forensic labs, AI-driven data analytics, and blockchain 

monitoring tools to detect complex financial frauds. Advanced technology can track suspicious ITC 

claims, fraudulent invoices, and intricate fund flows more efficiently than traditional audits. These tools 

will enhance the capacity of agencies to proactively identify and prevent cyber-enabled tax evasion before 

it causes significant revenue loss. 

 Continuous Legal Reforms 

Laws like the GST Act, IT Act, and PMLA should be regularly updated to address evolving methods of 

digital fraud. Provisions must include mechanisms to regulate cryptocurrency transactions, AI-assisted 

invoice generation, and offshore shell company networks. Continuous reforms ensure that legal 
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frameworks remain effective in combating emerging and sophisticated cyber-enabled financial crimes. 

 Streamline Judicial Processes 

Fast-track courts or specialized tribunals for cyber-enabled tax fraud can significantly reduce delays in 

adjudication. Simplified procedures for authentication of digital evidence, including compliance with 

Section 65B of the Evidence Act, can accelerate the disposal of cases. Streamlined judicial processes 

ensure timely enforcement, reducing the opportunity for perpetrators to restructure or dissolve shell 

companies to evade penalties. 

 Strengthen Penalties and Deterrence 

Fines, imprisonment, and asset confiscation measures must be robust enough to outweigh the financial 

gains from fraudulent shell company operations. Penalties should be clearly defined under statutes like 

the Income Tax Act, 1961, CGST Act, 2017, and PMLA, 2002 to create a strong deterrent effect. This 

approach discourages potential fraudsters by increasing the legal and financial risks of engaging in cyber-

enabled tax evasion. 

 Public Awareness and Training 

Training programs for accountants, auditors, directors, and compliance officers can raise awareness of 

legal responsibilities and digital fraud risks. Awareness initiatives help prevent inadvertent participation 

in schemes involving shell companies or fake invoices. Educating professionals strengthens the overall 

compliance ecosystem, ensuring that tax and corporate laws are respected across industries. 

 Cross-Border Cooperation 

India should actively engage in mutual legal assistance treaties (MLATs) and cross-border data-sharing 

agreements to monitor foreign shell companies and digital transactions. International cooperation is 

crucial in tracing funds, especially in cases involving cryptocurrencies and offshore financial networks. 

By collaborating globally, Indian enforcement agencies can more effectively combat complex cyber-

enabled tax evasion schemes that exploit jurisdictional gaps. 
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