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and Bench. The journal endeavours to establish itself as a credible and widely cited academic 
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Abstract 

The cybercrime is one of the most challenging issues in the present digital world. The reason 

behind huge rise of cyber offences can be seen from the rapid usage of internet, digital 

transactions ranging from identity theft to large scale financial frauds. This article judiciously 

analyzes the legal framework which governs cybercrime investigation in India. It mainly 

focuses on statutory developments such as Information Technology Act 2000, the Digital 

personal Data Protection Act, 2023, and the recent enacted criminal laws of 2023. Additionally 

it also examines investigation procedure, institutional mechanisms, and evidentiary standards. 

Further this study also underlines judicial pronouncements and emerging challenges like 

judicial complexities and growth of technological advancements. This article concludes by 

advising reforms to strengthen cybercrime investigation and ensure effective enforcement in 

an increasingly digitized society. 

Key words:  

 

Introduction: 

The rapid advancement of technology has brought unpredictable changes in the society, by this 

it has changed communication, transact, and interaction of every indivual in the modern 

society. Conversely, this digital expansion has also given way to cybercrimes. In India due to 

depending upon internet based services and huge digital platforms has intensified, Hence there 

is need for effective framework and governance to combat such offences1. Effective cybercrime 

investigation and awareness among indivual can bring control over cybercrime. Further, in the 

present society, cybercrime investigation has become most challenging with respect to 

technological complexity, nature and anonymity. This article examines the legal mechanisms 

governing cybercrime investigation in India, highlighting recent developments, challenges, and 

the evolving role of law enforcement agencies. 

 

                                                      
1 Nat’l Crime Recs. Bureau, Crime in India 2024 (Ministry of Home Affairs, Govt. of India). 
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What is Cyber crime? 

Cybercrime is one of the most complicated and complex oriented problem in the cyber world. 

The Indian Law has not given exact meaning and definition for the term ‘cybercrime’. In fact, 

even after amendment by Information Technology (amendment) Act 2008, the Indian Penal 

Code has not even used the term ‘cybercrime’. Cybercrime refers to unlawful acts committed 

using computers, digital devices, or networks, including hacking, phishing, identity theft, cyber 

stalking, and online fraud.2 In India, the increasing penetration of the internet and digital 

payment systems has significantly contributed to the rise in cybercrime incidents, 3thereby 

necessitating a robust legal and investigative framework.  

Cyber crimes can be plainly defined as “Crimes directed at a computer or computer system” 

But the complex nature of cyber crimes cannot be sufficiently expressed in such simple and 

limited term. 

 

Cybercrime Includes: 

1. E mail bombing 

2. Hacking  

3. Spreading computer virus 

4. Identity theft 

5. Phishing 

6. Internet fraud 

7. Cyber warfare 

8. Malicious Software 

9. SMS spoofing  

10. Domain hijacking 

11. Voice Phishing 

12. Cyber trafficking 

 

Legal Framework: 

In present modern society, cybercrime investigation in India is governed through a combination 

of substantive, procedural, evidentiary and regulatory laws which provides comprehensive and 

technology oriented legal regime.  

                                                      
2 Talat Fatima, Cybercrime 89 (E. Book Co. 2011). 
3 Id. 
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1) Information Technology Act, 2000 

IT Act, 2000 is the cornerstone legislation India which mainly governs cybercrime. 4 

 Section 65 – Tampering with computer source documents  

 Section 66 – Computer-related offences (hacking, data theft, damage)  

 Section 66B – Receiving stolen computer resource  

 Section 66C – Identity theft  

 Section 66D – Cheating by personation (online fraud, phishing)  

 Section 66E – Violation of privacy  

 Section 66F – Cyber terrorism 

 Section 67 – Publishing or transmitting obscene content  

 Section 67A – Sexually explicit content  

 Section 67B – Child pornography  

 Section 67C – Failure to preserve and retain information 

 Section 72 – Breach of confidentiality and privacy  

 Section 72A – Disclosure of information in breach of lawful contract  

 Section 43 – Damage to computer systems/data (civil offence, often linked with 

Section 66) 

 

2) Bharatiya Nyaya Sanhita, 2023 (BNS) 

BNS does not separately define “cybercrime”, but following sections can be applied when 

offences which are committed through digital/ online means.  5And under BNS it applies to 

traditional offences in digital form.  

 Section 318 – Cheating  

 Section 319 – Cheating by personation  

 Section 336 – Forgery  

 Section 337 – Forgery of valuable security, will, etc.  

 Section 338 – Forgery for purpose of cheating  

 Section 340 – Using forged document or electronic record  

 Section 294 – Obscene acts and songs  

 Section 356 – Defamation  

 Section 351 – Criminal intimidation  

                                                      
4 Information Technology Act, 2000 (India). 
5 Bharatiya Nyaya Sanhita, 2023 (India). 
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 Section 303 – Theft   

 Section 316 – Criminal breach of trust  

 Section 111 – Organized crime   

 Section 113 – Terrorist acts  

 

3) Bharatiya Nagarik Suraksha Sanhita, 2023 (BNSS) 

Provisions under BNSS with respect to cybercrime is procedural law, such as investigation, 

search, evidence handling. 6 

 Section 173 – Information in cognizable cases   

 Section 176 – Police officer’s power to investigate  

 Section 179 – Examination of witnesses  

 Section 185 – Search by police officer  

 Section 186 – Search of place suspected to contain stolen property  

 Section 193 – Recording of statements   

 Section 197 – Jurisdiction of courts  

 Section 349 – Use of forensic science  

 

4) Bharatiya Sakshya Adhiniyam, 2023 (BSA) 

The provisions under BSA provide Electronic Evidence Recognition and Admissibility of 

digital evidence with respect to cybercrime.7 

 Section 61 – Proof of electronic records 

 Section 63 – Admissibility of electronic records  

 Section 57 – Primary evidence  

 Section 58 – Secondary evidence   

 Section 85 – Presumption as to electronic agreements  

 Section 86 – Presumption as to electronic records and signatures  

 Section 90 – Presumption as to digital signatures  

 

Other various laws relating to cybercrime in India: 

 Digital Personal Data Protection Act, 2023  

 Digital Personal Data Protection Rules, 2025 

                                                      
6 Bharatiya Nagarik Suraksha Sanhita, 2023 (India). 
7 Bharatiya Sakshya Adhiniyam, 2023 (India). 
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 IT (Intermediary Guidelines & Digital Media Ethics Code) Rules, 2021 (amended) 

 Reserve Bank of India Act, 1934  

 Payment and Settlement Systems Act, 2007  

 Banking Regulations + RBI Cybersecurity Guidelines  

 Bankers’ Books Evidence Act, 1891  

 Copyright Act, 1957  

 Trade Marks Act, 1999  

 Patents Act, 1970 

 

Conclusion 

Cybercrime continues to evolve with rapid technological advancements, making investigation 

and enforcement increasingly complex. While the present legal framework is relatively 

comprehensive, its effectiveness depends largely on proper implementation and adaptability to 

emerging threats. There is a need to strengthen investigative capacity through technical 

training, modern forensic tools, and better coordination among agencies. Additionally, clearer 

guidelines for cross-border jurisdiction and faster response mechanisms are essential. 

Enhancing public awareness and promoting responsible digital behaviour can also play a 

preventive role. Overall, a proactive and continuously updated approach is necessary to 

effectively combat cybercrime in the digital age. 
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