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ABOUT US

The International Journal for Legal Research & Analysis (IJLRA) (ISSN: 2582-6433) is a peer-
reviewed, academic, online journal published on a monthly basis. The journal aims to provide
a comprehensive and interactive platform for the publication of original and high-quality legal

research.

IJLRA publishes Short Articles, Long Articles, Research Papers, Case Comments, Book
Reviews, Essays, and interdisciplinary studies in the field of law and allied disciplines. The
journal seeks to promote critical analysis and informed discourse on contemporary legal, social,

and policy issues.

The primary objective of IJLRA is to enhance academic engagement and scholarly dialogue
among law students, researchers, academicians, legal professionals, and members of the Bar
and Bench. The journal endeavours to establish itself as a credible and widely cited academic
publication through the publication of original, well-researched, and analytically sound

contributions.

IJLRA welcomes submissions from all branches of law, provided the work is original,
unpublished, and submitted in accordance with the prescribed submission guidelines. All
manuscripts are subject to a rigorous peer-review process to ensure academic quality,

originality, and relevance.
Through its publications, the International Journal for Legal Research & Analysis aspires to

contribute meaningfully to legal scholarship and the development of law as an instrument of

justice and social progress.
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INDIA’S CYBER CRIMES BATTLE FIELD UNDER
NEW CRIMINAL LAWS

AUTHORED BY - LAVANYAP & J. ANUSREE

ABSTRACT

The digital revolution in India has catalyzed a paradigm shift in criminal activity, moving from
tangible acts to complex, borderless cyber offences. As India transitions into a leading digital
economy, the inadequacies of colonial-era statutes like the IPC and CrPC became apparent.
This paper examines the 2023 legislative overhaul—specifically the **Bharatiya Nyaya
Sanhita (BNS)**, **Bharatiya Nagarik Suraksha Sanhita (BNSS)**, and **Bharatiya Sakshya
Adhiniyam (BSA)**—and their efficacy in addressing modern cyber threats. Through a critical
lens, this research evaluates how these new laws integrate with the **Information Technology
Act, 2000**, and the **Digital Personal Data Protection Act, 2023**, while identifying

persistent gaps in cross-border jurisdiction and enforcement infrastructure.

**Keywords:** Cybercrime, BNS, BNSS, BSA, Digital Evidence, Intermediary Liability,

Data Protection.

1. INTRODUCTION

1.1 Evolution of the Digital Battlefield

Crime is no longer restricted by geography. The rapid growth of mobile technology and digital
infrastructure has fundamentally altered the landscape of criminal activity in India.
Cybercrimes—including identity theft, hacking, and financial fraud—target individuals and

governments alike, utilizing technological anonymity to evade traditional law enforcement.

1.2 The Impetus for Reform

Historically, India relied on the Indian Penal Code (1860) and the Indian Evidence Act (1872).
These were designed for a pre-digital era and lacked definitions for data theft or online
impersonation. The 2023 reforms represent a landmark move to modernize the justice system,

emphasizing transparency and the use of digital tools in trials.

Page | 4


http://www.ijlra.com/

www.ijlra.com
Volume 3 Issue 2 | April 2026 ISSN: 2582-6433

2. THE NEW LEGAL ARCHITECTURE (2023 REFORMS)
2.1 Bharatiya Nyaya Sanhita (BNS), 2023

The BNS replaces the Indian Penal Code. While it is a general criminal code, it now explicitly
incorporates provisions for fraud, forgery, and harassment committed through electronic
platforms. This ensures cyber offences are integrated into the broader criminal justice system

rather than treated as isolated technicalities.

2.2 Bharatiya Nagarik Suraksha Sanhita (BNSS), 2023

The BNSS (replacing the CrPC) governs procedural aspects. It introduces:

* **Electronic Filing:** Provisions for digital complaints and documentation.

* **Audio-Visual Trials:** The use of technology during proceedings to enhance efficiency.
* **Streamlined Investigations:** Faster processes to prevent the alteration or destruction of
volatile digital evidence.

2.3 Bharatiya Sakshya Adhiniyam (BSA), 2023

The BSA replaces the Indian Evidence Act and is perhaps the most critical for cyber law. It
recognizes electronic evidence as a **primary form of proof**. By establishing clear standards
for the authentication of digital data, it aims to reduce the ambiguity that previously hindered

cybercrime prosecutions.

3. JUDICIAL INTERPRETATION AND LANDMARK PRECEDENTS

The judiciary has historically filled gaps left by the legislature. Key cases that shaped the
current battlefield include:

* **Shreya Singhal v. Union of India (2015):** Struck down Section 66A of the IT Act to
protect free speech in cyberspace.

* **Anvar P.V. v. P.K. Basheer (2014):** Established strict rules for the admissibility of
electronic evidence.

* **K.S. Puttaswamy v. Union of India (2017):** Recognized the Right to Privacy as a
fundamental right, necessitating the Digital Personal Data Protection Act.

* **State of Tamil Nadu v. Suhas Katti (2004):** One of the earliest successful cyber

convictions in India.
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4. CRITICAL ANALYSIS: STRENGTHS AND PERSISTENT GAPS
4.1 Systemic Strengths

* **Modernization:** Integration of digital tools into procedural law.
* **Evidentiary Clarity:** Clearer rules for digital records under the BSA.

* **|nstitutional Growth:** A growing network of specialized cybercrime units.

4.2 Critical Limitations

* **Emerging Tech Gaps:** Current laws struggle to address liability in Al-driven crimes or
blockchain-based fraud.

* **Jurisdictional Hurdles:** Cybercrime is transnational; national laws stop at the border,
making international cooperation difficult.

* **Implementation Deficit:** There remains a significant gap in technical expertise among

law enforcement personnel and a lack of infrastructure in rural regions.

5. FINDINGS AND RECOMMENDATIONS
5.1 Key Findings
1. **Exponential Growth:** Internet accessibility has outpaced cyber literacy, leading to
a surge in financial fraud.
2. **Legal Fragmentation:** The coexistence of the IT Act and BNS can lead to
overlapping provisions and inconsistent enforcement.
3. **Judicial Burden:** Judges often rely on expert testimony for technical issues,

highlighting the need for specialized judicial training.

5.2 Recommendations

* **Specialized Cyber Courts:** Establishing dedicated courts to handle complex digital
cases.

* **Unified Legislation:** Consolidating cyber provisions into a single, cohesive code to
reduce ambiguity.

* **International Treaties:** Active engagement in multilateral agreements to streamline
cross-border investigations.

* **Public Awareness:** Incorporating digital literacy into educational curricula to prevent

crime at the source.
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6. CONCLUSION
India stands at a critical juncture. While the **2023 reforms** (BNS, BNSS, BSA) provide a
modern foundation, they are a partial solution rather than a total overhaul. The battle against
cybercrime requires more than just legislation; it demands a proactive approach involving
technological innovation, institutional strengthening, and a robust global cooperation

framework.
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