
www.ijlra.com 

Volume 2 Issue 10 | Feb 2026 

 

ISSN: 2582-6433 

 

 

http://www.ijlra.com/


www.ijlra.com 

Volume 2 Issue 10 | Feb 2026 

 

ISSN: 2582-6433 

 

Page | 1529 
 

 

 

 

 

 

 

 

DISCLAIMER 

 

No part of this publication may be reproduced, stored, transmitted, or distributed in any form 

or by any means, whether electronic, mechanical, photocopying, recording, or otherwise, 

without prior written permission of the Managing Editor of the International Journal for Legal 

Research & Analysis (IJLRA). 

 

The views, opinions, interpretations, and conclusions expressed in the articles published in this 

journal are solely those of the respective authors. They do not necessarily reflect the views of 

the Editorial Board, Editors, Reviewers, Advisors, or the Publisher of IJLRA. 

 

Although every reasonable effort has been made to ensure the accuracy, authenticity, and 

proper citation of the content published in this journal, neither the Editorial Board nor IJLRA 

shall be held liable or responsible, in any manner whatsoever, for any loss, damage, or 

consequence arising from the use, reliance upon, or interpretation of the information contained 

in this publication. 

 

The content published herein is intended solely for academic and informational purposes and 

shall not be construed as legal advice or professional opinion. 

 

Copyright © International Journal for Legal Research & Analysis. 

All rights reserved. 

 

 

 

 

 

http://www.ijlra.com/


www.ijlra.com 

Volume 2 Issue 10 | Feb 2026 

 

ISSN: 2582-6433 

 

Page | 1530 
 

 

 

 

 

 

ABOUT US 

 

The International Journal for Legal Research & Analysis (IJLRA) (ISSN: 2582-6433) is a peer-

reviewed, academic, online journal published on a monthly basis. The journal aims to provide 

a comprehensive and interactive platform for the publication of original and high-quality legal 

research. 

 

IJLRA publishes Short Articles, Long Articles, Research Papers, Case Comments, Book 

Reviews, Essays, and interdisciplinary studies in the field of law and allied disciplines. The 

journal seeks to promote critical analysis and informed discourse on contemporary legal, social, 

and policy issues. 

 

The primary objective of IJLRA is to enhance academic engagement and scholarly dialogue 

among law students, researchers, academicians, legal professionals, and members of the Bar 

and Bench. The journal endeavours to establish itself as a credible and widely cited academic 

publication through the publication of original, well-researched, and analytically sound 

contributions. 

 

IJLRA welcomes submissions from all branches of law, provided the work is original, 

unpublished, and submitted in accordance with the prescribed submission guidelines. All 

manuscripts are subject to a rigorous peer-review process to ensure academic quality, 

originality, and relevance. 

 

Through its publications, the International Journal for Legal Research & Analysis aspires to 

contribute meaningfully to legal scholarship and the development of law as an instrument of 

justice and social progress. 

 

 

 

 

http://www.ijlra.com/


www.ijlra.com 

Volume 2 Issue 10 | Feb 2026 

 

ISSN: 2582-6433 

 

Page | 1531 
 

 

 

 

 

 

 

PUBLICATION ETHICS, COPYRIGHT & AUTHOR 

RESPONSIBILITY STATEMENT 

 

The International Journal for Legal Research and Analysis (IJLRA) is committed to upholding 

the highest standards of publication ethics and academic integrity. All manuscripts submitted 

to the journal must be original, unpublished, and free from plagiarism, data fabrication, 

falsification, or any form of unethical research or publication practice. Authors are solely 

responsible for the accuracy, originality, legality, and ethical compliance of their work and 

must ensure that all sources are properly cited and that necessary permissions for any third-

party copyrighted material have been duly obtained prior to submission. Copyright in all 

published articles vests with IJLRA, unless otherwise expressly stated, and authors grant the 

journal the irrevocable right to publish, reproduce, distribute, and archive their work in print 

and electronic formats. The views and opinions expressed in the articles are those of the authors 

alone and do not reflect the views of the Editors, Editorial Board, Reviewers, or Publisher. 

IJLRA shall not be liable for any loss, damage, claim, or legal consequence arising from the 

use, reliance upon, or interpretation of the content published. By submitting a manuscript, the 

author(s) agree to fully indemnify and hold harmless the journal, its Editor-in-Chief, Editors, 

Editorial Board, Reviewers, Advisors, Publisher, and Management against any claims, 

liabilities, or legal proceedings arising out of plagiarism, copyright infringement, defamation, 

breach of confidentiality, or violation of third-party rights. The journal reserves the absolute 

right to reject, withdraw, retract, or remove any manuscript or published article in case of 

ethical or legal violations, without incurring any liability. 

 

 

 

 

 

 

 

http://www.ijlra.com/


www.ijlra.com 

Volume 2 Issue 10 | Feb 2026 

 

ISSN: 2582-6433 

 

Page | 1532 
 

 

DIGITAL FORENSIC EVIDENCE IN CYBERCRIME 

INVESTIGATIONS: CONSTITUTIONAL AND 

EVIDENTIARY CHALLENGES IN INDIA 
 

AUTHORED BY - ANANT HOODA 

 

 

Abstract 

The proliferation of cybercrime has transformed the nature of criminal investigation, placing 

digital forensic evidence at the centre of contemporary adjudication. Electronic records such 

as mobile data, call detail records, IP logs, emails, metadata, and server records increasingly 

determine the outcome of cybercrime prosecutions. While digital forensics enhances 

investigative capability and evidentiary precision, its expanding use has raised complex 

constitutional and evidentiary concerns within the Indian legal framework. Issues relating to 

privacy, proportionality, reliability, and procedural compliance particularly under the Indian 

Evidence Act and the Constitution have attracted sustained judicial scrutiny. 

 

This paper critically examines the constitutional and evidentiary challenges associated with 

digital forensic evidence in cybercrime investigations in India. It analyses the statutory 

framework governing electronic evidence, with particular emphasis on Sections 65A and 65B 

of the Indian Evidence Act and evaluates judicial interpretation through landmark decisions. 

The study further situates digital forensics within the evolving jurisprudence on privacy and 

due process, assessing whether existing safeguards adequately balance investigative necessity 

with fundamental rights. The paper argues that, in the absence of clear procedural standards 

and robust privacy protections, reliance on digital forensic evidence risks undermining fair trial 

guarantees and personal liberty. It concludes by advocating a rights-oriented regulatory 

approach that aligns digital forensic practices with constitutional values and evidentiary 

integrity. The study contributes to existing scholarships by integrating evidentiary doctrine 

with constitutional principles to evaluate the legitimacy of digital forensic practices in 

cybercrime investigations. 
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Literature Review 

Scholarly discourse on digital forensic evidence in India has largely focused on questions of 

admissibility and technical compliance under the Indian Evidence Act. Ratanlal and Dhirajlal 

underscore that electronic evidence, while indispensable in cybercrime cases, is uniquely 

vulnerable to manipulation, thereby necessitating strict procedural safeguards. 1 Scholars have 

highlighted that the reliability of digital evidence depends as much on the method of collection 

and preservation as on the technology employed. 

 

Aparna Chandra and Faizan Mustafa have examined the constitutional dimensions of 

electronic surveillance and data collection, emphasizing that unchecked access to digital 

information threatens informational privacy and decisional autonomy.2 Their work gains 

particular relevance in the context of cybercrime investigations, where bulk data extraction is 

often normalized. Commentators have also analysed the Supreme Court’s insistence on 

procedural compliance under Section 65B, viewing it as a judicial attempt to preserve 

evidentiary integrity in an increasingly digital environment. 

 

Comparative scholarship points to a broader global concern with digital forensics and rights 

protection. Authors examining U.S. and European practices stress proportionality, judicial 

authorization, and data minimization as essential safeguards.3 Despite this growing body of 

literature, there remains a lack of integrated analysis that connects evidentiary rules governing 

electronic records with constitutional guarantees of privacy and fair trial in the specific context 

of cybercrime. This paper seeks to address this gap. 

 

Research Methodology 

This research adopts a doctrinal and analytical methodology, relying primarily on 

constitutional provisions, statutory enactments, and judicial decisions to examine the 

constitutional and evidentiary challenges arising from the use of digital forensic evidence in 

cybercrime investigations in India. The study analyses how courts have interpreted and applied 

                                                      
1 Ratanlal & Dhirajlal, The Law of Evidence (27th edn, LexisNexis 2023) 
2 Aparna Chandra and Faizan Mustafa, ‘Privacy and Surveillance in India’ (2018) 60 Journal of the Indian Law Institute 1          
3 Orin S. Kerr, ‘Digital Evidence and the New Criminal Procedure’ (2005) 105 Columbia Law Review 279 
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legal standards governing electronic records, admissibility requirements, and procedural 

safeguards in the context of rapidly evolving digital technologies. 

 

1. Nature of Research 

The research is qualitative in nature, focusing on theoretical and jurisprudential analysis. It 

does not involve empirical surveys or technical forensic experimentation but seeks to 

understand legal developments through interpretative examination of constitutional principles 

and evidentiary doctrines. 

 

2. Sources of Data 

Primary Sources: 

            • The Constitution of India (particularly Articles 14, 20(3), and 21) 

            • The Bharatiya Sakshya Adhiniyam, 2023 

            • The Bharatiya Nagarik Suraksha Sanhita, 2023 

            • The Information Technology Act, 2000 

            • Judicial decisions of the Supreme Court and High Courts concerning electronic 

evidence, Section 65B certification, search and seizure of digital devices, and privacy rights 

 

Secondary Sources: 

• Scholarly articles and books on cyber law, constitutional law, and criminal procedure 

• Commentaries on electronic evidence and digital investigations 

• Law Commission reports and expert committee recommendations 

• Comparative foreign jurisprudence relating to digital evidence and cybercrime 

regulation 

 

3. Method of Legal Interpretation 

• Doctrinal analysis of statutory provisions and case law relating to electronic evidence 

• Critical analysis of judicial reasoning in cases addressing admissibility, authenticity, 

reliability, and constitutional safeguards 

• Comparative method to examine how other jurisdictions regulate digital forensic 

evidence and balance investigative powers with civil liberties 

 

4. Scope and Limitations 
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• The research is confined to the Indian constitutional and evidentiary framework, with 

limited comparative references. 

• It primarily focuses on judicial developments concerning digital forensic evidence in 

cybercrime cases over the last two decades. 

• The study does not include empirical cybercrime statistics, technical forensic laboratory 

procedures, or policy implementation data, as its focus remains jurisprudential and 

doctrinal. 

 

Hypothesis 

This research is based on the hypothesis that: 

“The increasing reliance on digital forensic evidence in cybercrime investigations, in the 

absence of clearly defined procedural standards and robust privacy safeguards, raises serious 

constitutional and evidentiary challenges that have a direct bearing on fair trial guarantees, 

personal liberty, and informational privacy.” 

 

Sub-Hypotheses (for deeper inquiry): - 

1. The absence of uniform statutory procedures governing the collection, preservation, 

and authentication of digital forensic evidence increases the risk of arbitrariness and 

evidentiary unreliability. 

2. Unrestricted access to electronic data during cybercrime investigations may 

disproportionately infringe the right to privacy under Article 21 of the Constitution. 

3. Judicial insistence on procedural compliance under the Indian Evidence Act reflects an 

attempt to preserve evidentiary integrity but remains insufficient without 

comprehensive legislative regulation. 

 

Introduction 

The rapid digitization of society has fundamentally altered both the nature of crime and the 

mechanisms employed to investigate it. Cybercrime ranging from online fraud and identity 

theft to data breaches and cyber terrorism has emerged as a significant challenge to traditional 

criminal justice systems. In response, investigative agencies increasingly depend on digital 

forensic evidence to reconstruct events, identify perpetrators, and establish culpability. 

 

Digital forensic evidence occupies a distinctive position within criminal adjudication. Unlike 
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conventional forms of evidence, electronic data is intangible, easily replicable, and highly 

susceptible to alteration. At the same time, digital traces often reveal intimate details of an 

individual’s private life, including communications, location patterns, and personal 

associations. Consequently, the collection and use of such evidence implicate not only 

evidentiary rules but also constitutional guarantees of privacy, dignity, and fair trial. 

 

In India, the legal regulation of digital forensic evidence is primarily shaped by the Information 

Technology Act, 2000 and the Indian Evidence Act, 1872. Judicial interpretation particularly 

of Sections 65A and 65B has played a decisive role in determining admissibility standards. 

Simultaneously, the recognition of privacy as a fundamental right has necessitated renewed 

scrutiny of investigative practices involving electronic data. This paper seeks to examine how 

Indian law navigates these intersecting concerns, and whether the current framework 

adequately balances the demands of cybercrime investigation with constitutional and 

evidentiary safeguards. 

 

1. Cybercrime: Concept, Nature, and Forms of Digital Forensic Evidence 

Cybercrime refers to unlawful activities committed using computers, digital devices, or 

networked systems as the primary means or targets of offence. Unlike conventional crimes, 

cybercrimes are often borderless, technologically complex, and capable of being executed with 

anonymity and speed. Offences such as online fraud, identity theft, hacking, data breaches, 

cyberstalking, child sexual abuse material dissemination, and ransomware attacks illustrate the 

diverse and evolving nature of cybercrime. 

 

The legal challenge posed by cybercrime lies not only in its detection but also in attribution. 

Establishing the identity of perpetrators frequently depends on digital traces such as IP 

addresses, server logs, device identifiers, and metadata. Consequently, digital forensic evidence 

has become indispensable in cybercrime investigations. However, the same characteristics that 

make cybercrime difficult to investigate volatility of data, ease of manipulation, and 

jurisdictional complexity also raise concerns about reliability, authenticity, and constitutional 

legitimacy of the evidence collected.4 

 

 

                                                      
4Susan W. Brenner, Cybercrime and the Law (Northeastern University Press 2012) 
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Types of Digital Forensic Evidence in Cybercrime Cases 

1. Computer and Storage Media Forensics 

Computer forensics involves the examination of data stored on desktops, laptops, 

external drives, and storage devices. This includes recovery of deleted files, analysis of 

system logs, and identification of user activity. While such evidence can establish 

access and usage patterns, improper handling may compromise data integrity, raising 

questions about reliability and chain of custody. 

 

2. Mobile Device Forensics 

Mobile phones have become central repositories of personal and professional 

information. Mobile forensic analysis includes examination of call logs, messages, 

application data, location history, and multimedia content. Courts have increasingly 

recognized that unrestricted extraction of mobile data may amount to a fishing 

expedition, necessitating judicial oversight and narrowly tailored investigative 

measures. 

 

3. Network and Internet Forensics 

Network forensics focuses on monitoring and analysing network traffic to trace cyber 

intrusions, unauthorized access, and data exfiltration. Evidence such as IP logs, server 

records, and internet service provider data is often used to establish digital trails. 

However, reliance on such evidence raises concerns about accuracy, attribution, and 

jurisdiction, especially where shared networks or proxy servers are involved. 

 

4. Cloud Forensics 

With the widespread use of cloud-based services, digital evidence is increasingly stored 

on remote servers beyond the physical control of the user. Cloud forensics presents 

unique challenges, including data ownership, access rights, and cross-border legal 

compliance. Investigative agencies often depend on service providers for data access, 

raising questions about transparency, consent, and accountability. 

The absence of clear statutory guidelines governing cloud data access exacerbates 

constitutional concerns relating to privacy and due process. 

 

5. Metadata and Log Evidence 

Metadata data about data plays a crucial role in cybercrime investigations. It includes 
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information such as timestamps, geolocation, device identifiers, and file creation 

history. While Metadata can corroborate timelines and establish links between users 

and devices, its interpretation requires technical expertise. Errors in analysis or 

presentation may lead to misleading inferences, affecting the fairness of criminal trials. 

 

2. Legal Framework Governing Digital Forensic Evidence in Cybercrime 

Investigations 

The legal framework governing digital forensic evidence in cybercrime investigations in India 

is primarily anchored in the Information Technology Act, 2000, the Indian Evidence Act, 1872, 

and the Code of Criminal Procedure, 1973. The Information Technology Act, 2000 (IT Act) 

constitutes the primary legislative framework addressing cybercrime and electronic records in India. 

Enacted to provide legal recognition to electronic transactions and to address emerging cyber offences, 

the Act criminalizes a wide range of conduct including unauthorized access to computer systems, data 

theft, identity theft, and cyber terrorism.5 Sections 65A and 65B of the Indian Evidence Act were 

introduced to regulate admissibility of electronic records, with Section 65B mandating 

certification to ensure authenticity and reliability. This position was reaffirmed in Arjun 

Panditrao Khotkar v. Kailash Kushanrao Gorantyal, where the Court maintained that 

procedural safeguards cannot be diluted despite practical challenges.6 The Code of Criminal 

Procedure authorizes search and seizure powers under provisions such as Sections 91 and 93, 

which have been interpreted to include electronic devices and digital data. However, applying 

traditional search mechanisms to digital environments raises serious constitutional concerns, 

particularly regarding privacy and proportionality, as electronic devices often contain extensive 

personal information unrelated to the alleged offence. Judicial jurisprudence increasingly 

stresses that investigative powers must be exercised reasonably and proportionately to prevent 

arbitrary intrusion. Overall, the framework reflects a system heavily shaped by judicial 

interpretation, highlighting the need for clearer legislative standards tailored specifically to 

digital forensic practices. 

 

3. Gaps and Limitations in the Existing Framework 

Despite judicial efforts to regulate digital forensic evidence, significant gaps persist. The IT 

Act lacks procedural safeguards for evidence handling, the Evidence Act focuses narrowly on 

admissibility rather than collection, and the CrPC does not adequately address the unique nature 

of digital searches. This fragmented framework places excessive reliance on judicial discretion 

and post-facto scrutiny. 
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The absence of standardized protocols for chain of custody, data preservation, and access 

control undermines both evidentiary reliability and constitutional protection. Without 

legislative intervention, digital forensic practices risk becoming inconsistent and vulnerable to 

misuse, thereby affecting the fairness and credibility of cybercrime prosecutions. 

 

4. Judicial Approach to Digital Forensic Evidence: Privacy and Fair Trial 

Indian courts have played a decisive role in shaping the standards governing digital forensic 

evidence, particularly in the absence of a comprehensive statutory framework. Judicial scrutiny 

has focused on ensuring admissibility, authenticity, and constitutional compliance in the 

collection and use of electronic records. This insistence is not merely evidentiary but 

constitutional, as unreliable digital evidence can undermine the fairness of criminal trials and 

violate due process guarantees under Article 21.7 The judiciary has linked evidentiary rigor to 

fair trial guarantees under Article 21, ensuring that unreliable digital material does not prejudice 

the accused. The recognition of privacy as a fundamental right in Justice K.S. Puttaswamy 

(Retd.) v. Union of India further strengthened constitutional scrutiny of digital investigations, 

requiring legality, legitimate aim, and proportionality. Courts have increasingly acknowledged 

that unrestricted access to personal devices and metadata may result in disproportionate 

intrusion into informational privacy. The principle of proportionality demands that digital 

searches be narrowly tailored and subject to judicial oversight to prevent fishing expeditions. 

Judicial discourse has also cautioned against blurring the line between investigation and 

surveillance, stressing transparency and accountability. Overall, the judicial approach reflects 

a careful balance between the State’s interest in combating cybercrime and the individual’s 

rights to privacy, due process, and fair trial. 

 

5. Legal and Regulatory Challenges in Digital Forensic Practices 

Despite the indispensable role of digital forensic evidence in cybercrime investigations, its 

increasing use has exposed several structural and constitutional challenges that continue to 

undermine evidentiary reliability and procedural fairness. 

 

1. Vulnerability to Manipulation and Authenticity Concerns 

Digital evidence is inherently fragile. Unlike physical evidence, electronic data can be 

                                                      
6Arjun Panditrao Khotkar v Kailash Kushanrao Gorantyal (2020) 7 SCC 1                                                                                             
7Maneka Gandhi v Union of India (1978) 1 SCC 248 
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altered, duplicated, or destroyed without leaving visible traces. This raises serious 

concerns regarding authenticity, integrity, and chain of custody. Judicial insistence on 

strict compliance with evidentiary safeguards reflects an acknowledgment of these 

risks, yet investigative practices often fall short of ideal standards.8 

 

2. Procedural Inconsistencies and Investigative Discretion 

Another major challenge arises from the absence of standardized procedures governing 

the collection, preservation, and analysis of digital forensic evidence. Investigating 

agencies frequently rely on internal protocols that lack statutory backing. This creates 

uneven practices across jurisdictions and grants wide discretion to investigators, 

increasing the possibility of arbitrariness.  

 

3. Privacy and Overbreadth in Data Collection 

Cybercrime investigations often involve access to entire digital devices or datasets 

rather than offence-specific information. This practice results in the collection of vast 

amounts of personal data unrelated to the alleged crime. Such overbroad data extraction 

raises serious concerns of proportionality and purpose limitation, particularly after the 

recognition of informational privacy as a fundamental right. Without clear legal limits, 

digital forensic investigations risk normalizing intrusive surveillance under the guise of 

criminal investigation.9 

 

4. Judicial Dependence and Post-Facto Regulation 

The regulation of digital forensic evidence in India has largely been driven by judicial 

decisions rather than legislative foresight. While courts have played a crucial role in 

setting evidentiary and constitutional standards, judicial regulation is inherently 

reactive. It operates after violations occur and depends on litigation for enforcement. 

This approach, though necessary in the short term, cannot substitute for a 

comprehensive legislative framework capable of addressing rapidly evolving 

technological challenges. 

 

Regulatory Challenges and the Need for Reform 

The existing legal framework governing digital forensic evidence is fragmented. The 

                                                      
8Anvar P.V. v P.K. Basheer (2014) 10 SCC 473                                                                                                                                                
9Justice K.S. Puttaswamy (Retd.) v Union of India (2017) 10 SCC 1. 
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Information Technology Act primarily addresses cyber offences but provides little guidance 

on forensic procedures. The Indian Evidence Act focuses on admissibility rather than methods 

of collection, while the Code of Criminal Procedure does not adequately account for the unique 

nature of digital searches and seizures. 

There is a pressing need for a dedicated statutory framework that clearly defines: 

 permissible scope of digital forensic investigations, 

 standards for collection and preservation of electronic data, 

 judicial authorization for intrusive searches, 

 limitations on data retention and secondary use, and 

 accountability mechanisms for misuse or overreach. 

Such regulation must be grounded in constitutional principles of legality, necessity, 

proportionality, and due process. Without legislative clarity, the increasing reliance on digital 

forensic evidence risks eroding public trust in both criminal investigations and judicial 

outcomes. 

 

Conclusion 

The growing prevalence of cybercrime has rendered digital forensic evidence indispensable to 

contemporary criminal justice administration. The analysis undertaken in this study 

substantiates the central concern that the growing reliance on digital forensic evidence, in the 

absence of comprehensive procedural and privacy safeguards, poses serious constitutional and 

evidentiary challenges. Electronic records, metadata, and digital traces now form the backbone 

of cybercrime prosecutions, enabling investigators to address offences that transcend physical 

and territorial boundaries.  

 

This study has demonstrated that, in the absence of robust procedural standards and privacy 

safeguards, the use of digital forensic evidence poses significant risks to fair trial guarantees, 

personal liberty, and informational privacy. Judicial interventions particularly in relation to 

admissibility and proportionality have played a vital role in mitigating these risks. 

Nevertheless, judicial oversight alone remains insufficient to address systemic and 

technological complexities inherent in digital investigations. 

 

The constitutional legitimacy of digital forensic practices ultimately depends on their alignment 

with fundamental rights and due process of law. Digital forensics must function as a tool for 

justice rather than as an instrument of unchecked State power. A balanced and rights-oriented 
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regulatory framework is therefore essential to ensure that technological advancement 

strengthens, rather than undermines, constitutional governance. 

 

In conclusion, the future of digital forensic evidence in India must be shaped by constitutional 

restraint, procedural clarity, and respect for individual autonomy. Only through such an 

approach can the criminal justice system effectively combat cybercrime while preserving the 

foundational values of the Constitution. 
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