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Abstract

The proliferation of harmful online games — most notoriously the Blue Whale Challenge,
which claimed multiple adolescent lives across India between 2017 and 2018 — has exposed a
prof ound structural vacuum in India's criminal and regulatory legal framework. Despite
documented deaths, noperpetratorwas prosecuted, no platformwassanctioned, andnovictim's
family obtained legal redress. This paper investigates why India's existing legal architecture is
structurally incapable of respondingto this category of harm, conducts acomparative analysis
of the United Kingdom and United States regulatory models, and proposes a comprehensive
hybrid framework for reform centred on the statutory recognition of digital abetment, a
proactive duty of care for platforms targeting recommendation systems, and the creation of a

dedicated Digital HarmRegulator.

Keywords: Digital abetment, algorithmiccausation, Blue Whale Challenge, Online Safety Act
2023, Section230, Bharatiya NyayaSanhita, platformliability, harmful online games

l. Introduction
In2017, adolescents across Tamil Nadu, Kerala, and Maharashtra began dying in circumstances
linked by police reports, judicial proceedings, and investigative journalism to an online game
administered through encrypted messaging platforms by an anonymous Russian perpetrator.
The Blue Whale Challenge —astructured fifty-task programme designed to psychologically
manipulate vulnerable teenagers over fifty days toward the commission of suicide — had
reached India, and India's legal system had no coherent response to it.! The Madras High Court
issued administrative directions to technology companies to remove related content.2 The

Supreme Court took cognisance of a petition seeking a ban on the game.3 The Central
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Government invoked Section 69A of the Information Technology Act 2000 to direct platforms
to remove Blue Whale-related URLs. And then, effectively, nothing happened. No individual
was prosecuted for abetting the suicides. No platform faced criminal or civil liability. The
game's creator, Philipp Budeikin, was eventually convicted under Russian law—but Indian
law enforcement had neither jurisdiction over him nor a domestic legal provision capable of
prosecutingadomesticequivalent.*

This paper argues that this outcome was not a failure of enforcement effort but a failure of legal
architecture. India's existing criminal law— the Bharatiya Nyaya Sanhita 2023, the Information
Technology Act 2000, and the Intermediary Guidelines 2021 — was built for a physical world
of direct, proximate, human-to-human interaction. The digital world that produced the Blue
Whale Challenge operates on fundamentally different principles: harm is psychological and
cumulative, causation is distributed and algorithmically mediated, and perpetrators are
anonymous and transnational. The structural mismatch between these two worlds produces
systematic impunity for the operators of harmful online games and the platforms whose
recommendationalgorithms deliver harmful content to the adolescents least equippedto resist
it.

The paper proceeds as follows. Part 11 analyses the doctrinal failures of India's existing criminal
lawframework. Part 11 conducts acomparative analysis of the UKandUS regulatory models.
Part IV develops the proposed reformframework. Part \V concludes.

[I.  The Doctrinal Failure of India's Existing Framework

A ThePositive Act Requirement and Its Digital Incompatibility

The foundational doctrinal obstacle to criminal accountability for harmful online games in India
is the "positive act" requirement for abetment of suicide developed through Indian appellate
jurisprudence. Section 107 of the Bharatiya Nyaya Sanhita 2023 — which substantially re-
enacts the abetment provisions of the Indian Penal Code 1860 — defines abetment as consisting
of instigation, conspiracy, or intentional aiding.® The instigation limb, which is most relevant to
harmful online game cases, requires the prosecution to establish that the accused actively
encouraged, provoked, or incited the commission of the offence through a direct and deliberate
positiveact.

The Supreme Court articulated this requirement most authoritatively in Ramesh Kumarv. State of
Chhattisgarh (2001), holding that instigation must involve a positive mental act of goading or
provoking the deceased toward suicide, and that words spoken in anger without the genuine
intention of provoking the victim to act upon them will not satisfy the requirement.® The
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Supreme Court further tightened this standard in Sanjuv. Stateof MadhyaPradesh (2002), holding
thatatemporal distance of eventwo days betweentheaccused'sconductandthe victim'ssuicide
was sufficienttobreakthe causal chain.”

When mapped onto the Blue Whale Challenge fact-pattern, this doctrine reveals the precise
structural inadequacy of existing Indian abetment law. The gradual, anonymous, algorithm-
mediated instigation characteristic of harmful online games — operating through fifty
graduated tasks delivered over fifty days by an unidentified administrator through an encrypted
messaging platform — does not constitute a single identifiable positive act of instigation in the
sense demanded by Ramesh Kumarand its progeny. The doctrinal gap is therefore not merely the
absence of case law on digital facts, but the structural incompatibility between a doctrine built
on the premise of direct human-to-human incitement and a harm that operates through

cumulative psychological conditioning mediated by automated systems.®

B. The Information TechnologyAct's Inapplicability to Psychological Harm

The Information TechnologyAct 2000's provisions are equally inadequate. Section 66, read with
Section 43, criminalises acts of dishonesty or fraud committed using computer resources — a
provision that is fundamentally property and fraud oriented in its legislative design, targeting
financial loss, data theft, and unauthorised system access rather than psychological harm.®> The
conduct of harmful game administrators — who do not access computer systems without
authorisation but rather manipulate human beings through legitimate platform interfaces —
falls entirely outside Section 66's operative scope.

Section67 criminalisesthe publicationortransmissionof obscene material inelectronicform,
applying a definition of obscenity drawn from Section 292 of the Indian Penal Code. The
critical limitationisthatobscenity, aslegally defined, does notcapture psychological harm. The
tasks distributed through the Blue Whale Challenge — self-harm instructions, sleep
deprivation mandates, and escalating psychological control —are not obscene in the technical
legal sense. Theydonotappeal toprurientinterest, donotdepictsexual conduct, andwouldnot
satisfy any standard definition of obscenity under Indian law. Their harm is purely
psychological in character,aformof harmforwhichthe ITActcontains nospecificlegislative
provision.'® This represents a significant legislative lacuna that existing provisions are

incapable of fillingthrough interpretive creativity.

C. Thelntermediary Guidelines' Reactive Architecture

The Information Technology (Intermediary Guidelines and Digital MediaEthics Code) Rules
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2021 impose a framework of due diligence obligations on intermediaries including social media
platforms, digital news publishers, and online gaming operators. Significant intermediaries —
defined as those with more than five million registered users — are subject to enhanced
obligationsincludingtheappointmentof compliance officersandthe publicationof monthly
compliancereports.tt

The fundamental structural limitation of the 2021 Rules is that they establish a reactive,
complaint-driven due diligence model rather than a proactive, risk-assessment-based harm
prevention framework. Platforms are required to respond to complaints and government
directions regarding harmful content — but are under no obligation to proactively identify,
assess, or mitigate the systemic risks posed by their content recommendation systems,
algorithmic design choices, or platform architecture. A platform can algorithmically
recommend Blue Whale Challenge content to aclinically depressed fifteen-year-old, face no
complaint, and incur zero legal consequence under the existing framework. The

recommendationisinvisibleto Indianlaw.?

D. TheNormative Incoherenceat India's Legal Core

The most significant normative failure of India's existing framework is its internal
incoherence. The BNS 2023, through its re-enumerated abetment of suicide provisions and its
enhanced protections for vulnerable groups—children, persons of unsoundmind, andthosein
positions of dependency — explicitly commits Indian criminal law to the protection of
precisely those individuals most systematically targeted by harmful online games.13 Yet the
regulatory framework governing the digital platforms through which that harm s delivered
containsno mechanismwhatsoever for preventing, detecting, or sanctioningthespecificform
of psychological manipulation to which those vulnerable groups are subjected. The same
legislature that re-enactedenhanced protections for childreninthe BNS simultaneously enacted
an online gaming framework in the 2023 IT Rules amendments that is structurally blind to
psychological harm, addressing only financial harm from real-money gaming.'*

lll.  Comparative Analysis: UKand US Models
A The United Kingdom: Proactive Duty of Care
The United Kingdom's Online SafetyAct 2023 represents the most structurally ambitious
regulatory response to platform-mediated digital harm enacted by any jurisdiction. Enacted
followingyearsof campaigningbythe family of Molly Russell—afourteen-year-oldBritish
girl who died by suicide in 2017 after viewing self-harm content algorithmically recommended
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to her by Instagramand Pinterest, and whose 2022 inquest produced the first judicial finding that
social media content played a role in a child's death — the OSA imposes a statutory duty of care
on regulated platforms to identify, assess, and mitigate risks of harm arising from content on
their services.'*

The OSA's core innovation is its prospective orientation. Where India's 2021 Rules require
platforms to respond to harmafter it has occurred, the OSArequires platforms to prevent harm
before it manifests. Platforms must conduct mandatory risk assessments identifying foreseeable
harms — including self-harm and suicide risks — and implement proportionate mitigation
measures. The OSA specifically addresses harmful content related to self-harmand suicide as
priority harmful content requiring expedited action.'® Of com, as the designated regulator, is
empowered to conduct investigations, issue binding codes of practice, and impose financial
penalties of up to ten percent of global annual turnover for serious or systemic duty of care
failures.'”

The OSA's games-specific provisions are particularly relevant to this paper's analysis. User-to-
user services — including gaming platforms with chat and community features — are
specifically regulated as services where the duty of care applies to content generated by users
including self-harm challenges, suicide glorification communities, and harmful dare content.
Age verification requirements for harmful content and mandatory child safety duties for
platforms accessible to minors further strengthenthe OSA's protective architecture.'®

B. TheUnitedStates: PlatformImmunity and Its Consequences

The United States' regulatory landscape is shaped by the broad immunity conferred on online
platforms by Section 230 of the Communications DecencyAct 1996. The provision states that
no provider or user of an interactive computer service shall be treated as the publisher or speaker
of any information provided by another information content provider.' As interpreted by the
Fourth Circuit in Zeran v. America Online (1997), this provision immunises platforms from
liability for third-party content even after being notified of its harmful character.?

The consequences of this immunity regime for harmful online game accountability are
significant. In Forcev. Facebook(2d Cir. 2019), families of victims of terrorist attacks sought to
hold Facebook liable for algorithmically recommending ISIS content to potential recruits — the
court held that Section 230 barred the claim.?t In Herrickv. Grindr (2d Cir. 2019), a man stalked
through fake profiles onthe Grindr platformcould not hold Grindr liable because Section 230
shieldedthe platformfrompublisher liability.22 The over one hundred consolidated lawsuits filed

againstMeta, TikTok,andSnapchatbyfamiliesof adolescentsuicide victims—consolidated
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in the InreSocial Media Adolescent Addiction/Personal InjuryProducts LiabilityLitigation proceedings
— demonstrate the unmet demand for accountability that the Section 230 framework
systematically frustrates.=

TheUSexperiencealsoprovidesacritical piece of documentaryevidencerelevanttoplatform
liabilitymorebroadly. The2021 disclosure of Facebook's internal research—broughttopublic
attentionbywhistleblower Frances Haugenandreported by The Wall Street Journal—revealed
that Facebook's own data scientists had documented that Instagram use was associated with
worsened body image, increased anxiety, and elevated rates of suicidal ideation among teenage
girls, and that Facebook chose not to implement the design changes its own researchers
recommended as mitigation.>* This disclosure establishes, on the basis of a platform's own
internal evidence, that the knowledge required to ground a finding of recklessness or wilful
blindness was present within the institution—a finding with prof ound implications for any

legal frameworkseekingtoimpose liability for platform-mediatedharm.

C. Comparative Synthesis: What IndiaMust Learn

The comparative analysis yields three conclusions of overriding significance for India's reform
agenda.

First, the recommendation algorithm — not the individual instigator — is the primary
mechanismof harmat scale. The Blue Whale Challenge spread to India not because Philipp
Budeikin personally recruited Indian victims but because the recommendation systems of
VKontakte, Telegram, and other platformsalgorithmicallyidentifiedand connectedvulnerable
teenagers with harmful communities. Any regulatory framework that fails to impose legal
obligations onthese recommendationsystems will systematically fail to prevent the harms they
cause.

Second, the preventive duty-of -care model isstructurally superior to the reactive civil litigation
model as a harm-prevention mechanism. The UK's OSA creates prospective obligations that
force platforms to invest in harm prevention before adolescents are harmed. The US's Section
230 regime creates retrospective liability exposure that platforms have systematically
neutralised, producing a system in which platforms bear virtually no meaningful financial
consequencefor foreseeable harmsthattheir designchoices cause.

Third, broad platform immunity of the Section 230 type is constitutionally unnecessary in India.
Avrticle 19(2) of the Indian Constitution expressly permits reasonable restrictions on speech and
expression in the interest of public order and the prevention of incitement to offences —

restrictions that a statutory duty of care plainly satisfies.?* The constitutional argument that has
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been advanced against duty-of -care regulation in the United States — premised on the First

Amendment—carriesnoequivalentforceinIndia'sconstitutional framework.

IV.  Proposed ReformFramework
A Redefining Digital Abetment Under the BNS
Thecentral doctrinal reformrequiredis the statutory recognitionof digital abetmentasadistinct
legal category within India's criminal law framework. This paper proposes that Section 107 of
the BNS be amendedto include anexplicit definition of digital abetment as adistinct formof
instigation, defined as:
Theintentional or reckless facilitation of self-harmorsuicidethrough the design, administration, distribution,
or algorithmic amplification of content or interactive systems that systematically exploit the psychological
wulnerabilities of the recipient, undermine their capacity for autonomous decision-making, and produce a
reasonablyforeseeableriskof serioushodilyharm ordeath.
Three features of this definition are critical. First, the incorporation of recklessness as a
sufficient mensrearespondsdirectlytotheanonymityanddistributedresponsibility problems
of digital coercion — removing the requirement of proving specific intent to harm an
identifiedindividual while preserving meaningful mental element requirements. Second, the
extension of the actus reus to encompass platform-level conduct — including algorithmic
design and recommendation amplification decisions — operationalises the concept of
algorithmic causationasalegally cognisable causal mechanism. Third, the replacement of the
directness requirement witha standard based onsystematic psychological exploitationreflects
theempirical realitythat digital coercionoperates throughcumulative manipulationrather than
single-instanceincitement.?
This definition is specifically tailored to prevent over-extension: liability attaches only where
psychological vulnerability is deliberately targeted, tasks or interactions escalate over time ina
structured manner, and harm is reasonably foreseeable. General content hosting, passive

platform operation, and legitimate interactive gaming are expressly outside its scope.

B. Creationof aStandalone Offence of Digital Coercion

The digital abetment amendment addresses derivative liability — the criminal responsibility of
those who facilitate self-harm by others. It does not address the independent wrong of digital
coercion itself— the systematic psychological manipulation of a vulnerable individual through
digital means, regardless of whether that manipulation ultimately produces the intended

harmful outcome.
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Apersonwhoadministersforty-nine of the Blue Whale Challenge's fifty taskstoavulnerable
teenager — establishing manufactured intimacy, escalating self-harm tasks, issuing threats to
prevent withdrawal, and systematically dismantling the victim's psychological autonomy —
commits a serious wrong even if the teenager manages to disengage before completing the
fiftieth task. Yet under the existing framework, no criminal liability attaches to that conduct. This
paper proposes the creation of a standalone offence of digital coercion within the BNS
framework, constituted by the intentional administration through digital means of a structured
programme of psychological manipulation — including graduated task assignment,
manufactured emotional dependency, threats directed at the victim, and the deliberate
exploitation of documented psychological vulnerabilities — with the intention or knowledge
that such manipulation is likely to cause the victimto engage in conduct harmful to themselves.?”

C. StatutoryDuty of Carefor Platforms

The most transformative element of the proposed framework s the introduction of astatutory
duty of care for online platforms operating in India— modelled on the UK Online Safety Act
2023 but adapted to India's constitutional framework, institutional capacity, and socio-legal
context.

The proposeddutywouldapplytoall user-to-user digital platforms operating in Indiawithmore
than five million registered users and would require: mandatory annual risk assessments
identifying the foreseeable risks of self-harm and psychological coercion posed by their
recommendation systems; implementation of technical safeguards preventing the
recommendation of self-harm-inducing content to users exhibiting vulnerability indicators;
child protection mandates including age verification and heightened moderation for minors; and
quarterly transparency reports detailing recommendation algorithm safeguard specifications
andthird-party safetyauditresults.

The duty's prospective orientation s its critical feature. Unlike the 2021 Intermediary Guidelines
which require platforms to respond to harm, the proposed duty requires platforms to prevent it.
This shift—fromreactive complaint-processingto proactive risk-assessment —is the single

mostimportantstructural change India'sdigital harmframeworkrequires.

D.  Algorithmic Transparency and Safety Audits
One of the most significant obstacles to effective regulation of harmful online games is the
opacity of platform recommendation algorithms. Platforms currently operate their content

distribution systems as proprietary black boxes, inaccessible to regulators, researchers, and law
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enforcement. This opacity systematically undermines the ability of any regulatory framework
to assess the causal contribution of recommendation design to digital harm.

This paper proposesthe introductionof mandatoryalgorithmictransparencyandsafety audits
asacomponentof thestatutory dutyof care framework. Designatedplatformswouldberequired
to submit to annual third-party safety audits of their content recommendation algorithms,
conducted by accredited technical auditors operating under regulatory oversight. The audits
would assess whether the platform's recommendation systems foreseeably amplify self-harm
content to vulnerable users, whether adequate technical safeguards are implemented, and
whether design choices reflect genuine prioritisation of user safety over engagement
maximisation.? Platforms found to have failed to implement adequate recommendation
safeguardswouldfacegraduatedregulatorysanctions includingfinancial penalties calibratedto

global annual revenue.

E. Institutional Reforms — Digital Harm Regulator and Specialist Courts

The effectiveness of any legislative framework depends on institutional capacity to enforce it.
India’s existing enforcement architecture is fundamentally inadequate for digital abetment cases
— lacking the specialised forensic capabilities, cross-jurisdictional cooperation mechanisms,
and evidentiary frameworks necessary to hold harmful online game operators accountable. The
Blue Whale cases demonstrated this in practice: Indian police could not identify, locate, or
prosecutea single administrator despite multiple suspected adolescent deaths.3°

This paper proposes four institutional reforms. First, the creation of a dedicated Digital Harm
Regulator within MeitY's oversight architecture — modelled on Of com's role under the UK
OSA

— with statutory independence, technical expertise, and sanctioning powers including
financial penalties of up to ten percent of a platform's global annual revenue for serious duty of
care failures. Second, the establishment of specialist cybercrime courts at the sessions court
level with judicial training in digital harm law and access to court-appointed technical experts.
Third, digital forensics capacity building across state cybercrime units with standardised
protocols for encrypted communications recovery and recommendation algorithm forensic
analysis. Fourth, bilateral and multilateral digital harm cooperation agreements providing for
the expedited sharing of digital evidence in cross-border cases — the mechanismwhose absence

made it impossible to hold Budeikin accountable in India even after his Russian conviction.3!
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F. Evidentiary Reforms

The proposed framework's effectiveness in criminal prosecutions depends on appropriate
evidentiary standards for cases involving psychological manipulation as the primary harm
mechanism. The Bharatiya Sakshya Adhiniyam 2023's Section 63 certificate requirement —
which demands authentication certificates from the responsible official of the device or system
from which electronic records were obtained — creates a structural obstacle in cross-border
digital abetment prosecutions where records are held by foreign platform operators who may be
uncooperative or subject to conflicting legal obligations.32

This paper proposes three evidentiary reforms: astreamlined certificate mechanism for digital
evidence obtained from foreign operators through mutual legal assistance procedures;
recognitionof expert psychological testimony as admissible and material evidence indigital
abetment prosecutions to establish the systematic character of the manipulationand its causal
connectionto the victim's self-harm; andarebuttable presumption of foreseeability indigital
abetment cases involving minors, providing that where a platform’'s recommendation algorithm
has been found by a certified safety audit to have amplified self-harm content to a minor, the
causal contribution of that amplification to any resulting harm shall be presumed absent

demonstration of adequate safeguards.33

V. Conclusion

This paper has arguedthat India's legal vacuuminthe face of harmful online gamesis structural
rather than incidental —the product of criminal law provisions designed for aphysical world
being applied by analogy to a digital reality for which they were never designed and cannot
adequatelyserve.

The Blue Whale Challenge cases proved this beyond doctrinal argument. No prosecution was
possible. No platform was accountable. No family received redress. Philipp Budeikin was
convicted in Russia under Russian law — proving that prosecution is legally achievable where
domestic law provides the framework for it. India's failure was not a failure of evidence or of
enforcementwill. Itwasafailure of law.

The proposed framework — statutory recognition of digital abetment as a distinct criminal
offence, a standalone offence of digital coercion, a proactive statutory duty of care targeting
platform recommendation systems, mandatory algorithmic transparency and safety audits, a
Digital Harm Regulator with Of com-equivalent powers, specialist cybercrime courts, and
reformed evidentiary standards — provides the structural architecture that India's legal system

currently lacks. It is built on four organising principles: targeted proportionality, ensuring
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liability is calibrated to deliberate exploitation rather than general platform operation; platform
responsibility, placing enforceable legal obligations on platforms as primary duty-bearers;
victim-centred causation, assessing voluntariness in light of coercive conditions rather than in
isolation; and institutional effectiveness, recognising that law without enforcement
infrastructureisillusory.

The adolescents who died deserve a legal system capable of naming what happened to them. The
adolescents who remain vulnerable require a legal system capable of preventing it from

happening to them. The proposed framework provides the foundation for both.
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