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Abstract 

The Bharatiya Nagarik Suraksha Sanhita (BNSS) is a pivotal legislative reform introduced to 

enhance India's legal framework in combating terrorism. As India continues to face 

multifaceted threats from both domestic and international terrorism, the BNSS seeks to address 

the evolving nature of these threats through stricter enforcement mechanisms, expanded 

surveillance capabilities, and swift judicial processes. This paper examines the specific 

provisions within the BNSS aimed at countering terrorism, including preventive detention, 

financial tracking, and cross-border collaboration. It also evaluates the law's alignment with 

constitutional safeguards and international counterterrorism standards. While the BNSS 

promises to bolster national security, it raises concerns about potential overreach, civil liberties, 

and human rights violations. The research explores these concerns in detail, assessing the 

broader implications of the BNSS on democratic governance and judicial accountability in 

India. The paper argues that while the BNSS offers a robust framework for counterterrorism, 

its effectiveness will largely depend on its implementation and oversight mechanisms. 

 

Introduction 

India has been a consistent target for terrorist activities, stemming from both external and 

internal factors. Over the years, the country has adopted various legal frameworks to combat 

terrorism effectively. In this context, the Bharatiya Nagarik Suraksha Sanhita (BNSS) is a 

recent addition to India’s legal infrastructure, aiming to reshape criminal laws in a manner 

conducive to the protection of citizens' security and constitutional rights. As terrorism 

continues to be a grave concern for the nation’s stability, an understanding of how BNSS 

impacts terrorism-related offenses is crucial. 

This article delves into the intricacies of BNSS, its scope in the fight against terrorism, and the 

implications it holds for national security, civil liberties, and the broader legal ecosystem. We'll 

examine the existing legal framework, how BNSS fits into it, and the potential legal, ethical, 

and social ramifications of this legislation. 
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Understanding Bharatiya Nagarik Suraksha Sanhita 

The Bharatiya Nagarik Suraksha Sanhita, translated as the Indian Citizen Protection Code, is a 

law designed to ensure the safety and security of the Indian public. It is intended as a 

consolidation and reformation of various existing laws that deal with criminal activities, public 

safety, and terrorism. This new legal framework emphasizes preventive measures, strict 

penalties for terrorism-related offenses, and cooperation between different law enforcement 

agencies. 

 

Key features: 

Enhanced Surveillance Mechanisms: BNSS introduces provisions that allow law 

enforcement to use advanced surveillance techniques to monitor potential terrorist threats. 

These include digital surveillance, wiretapping, and tracking of financial transactions that may 

have links to terrorist activities. This is in line with global best practices for counter-terrorism 

measures.Swift Prosecution Processes: The Sanhita encourages the expeditious handling of 

terrorism-related cases by fast-tracking them through special courts. This ensures that justice 

is not delayed in cases that have a direct impact on national security. These fast-tracked 

processes also aim to avoid prolonged pretrial detention, which has been a concern in India’s 

judicial system. 

Stronger Punitive Measures: One of the key aspects of BNSS is the introduction of stricter 

punishments for those convicted of terrorism. This includes the death penalty for acts of mass 

terrorism, life imprisonment for supporting terror networks, and severe penalties for those 

involved in funding terrorism. 

Focus on Preventive Detention: BNSS offers expanded provisions for preventive detention, 

allowing law enforcement to detain individuals suspected of being involved in terrorism-related 

activities, even if direct evidence has not yet been obtained. This is aimed at preventing 

potential attacks by neutralizing threats early on. 

Coordination with Global Anti-Terrorism Protocols: BNSS aligns itself with international 

treaties and conventions on terrorism, ensuring that India is compliant with global standards. 

This includes collaborating with foreign intelligence agencies and sharing information on 

cross-border terrorism networks. 

 

Current Legal Framework on Terrorism in India 

Before the enactment of BNSS, several laws governed terrorism-related offenses in India, each 

with its unique focus and limitations. Key legislations include: 
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Unlawful Activities (Prevention) Act, 1967 (UAPA): This is the primary anti-terrorism law 

in India. It empowers the government to declare an organization or individual as terrorists and 

allows for preventive detention. Amendments to the UAPA have further widened its scope to 

include activities conducted outside Indian Territory that affect national security. 

National Investigation Agency (NIA) Act, 2008: This act set up a special agency responsible 

for investigating terrorism-related offenses. The NIA has the power to investigate cases that 

are of national significance and can override the jurisdiction of state law enforcement agencies 

in such matters. 

Prevention of Money Laundering Act, 2002 (PMLA): Financial terrorism is a major 

concern, and the PMLA is aimed at curbing the funding of terrorism by cracking down on 

money laundering activities. This legislation works closely with other anti-terrorism laws to 

prevent terrorist organizations from accessing funds. 

Arms Act, 1959 and Explosives Act, 1884: These acts regulate the possession and use of arms 

and explosives, which are commonly used in terrorist activities. By controlling the flow of 

illegal weapons, these acts form part of India's broader strategy to prevent terrorism. 

 

How BNSS Strengthens the Fight Against Terrorism 

The introduction of BNSS comes at a time when India’s security landscape is evolving. 

Terrorist organizations have become more sophisticated in their operations, utilizing modern 

technologies and financial systems to evade detection. BNSS seeks to address these challenges 

through the following ways: 

Broader Definition of Terrorism: 

BNSS broadens the scope of what constitutes terrorism. Under previous laws, only violent acts 

aimed at harming civilians were considered terrorism. However, the Sanhita expands this 

definition to include cyberterrorism, economic terrorism, and environmental terrorism, 

reflecting the changing nature of global terrorism threats. 

Digital Surveillance and Cybersecurity: 

Modern terrorist organizations use the internet for recruitment, propaganda, and even planning 

attacks. BNSS allows for greater control over digital communication platforms, enabling the 

government to intercept messages, trace digital transactions, and shut down websites that 

promote terrorist ideologies. The law also provides for setting up specialized cyber units to deal 

with cyberterrorism. 

Financial Tracking and Sanctions: 

The BNSS mandates stricter monitoring of financial institutions to track money laundering and 
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terror financing. It also provides for harsher penalties on individuals and organizations that 

provide financial aid to terrorist networks. The Sanhita’s provisions work closely with 

international regulations like the Financial Action Task Force (FATF) to prevent terror funding 

from entering the Indian financial system. 

Community Policing and Public Vigilance: 

Recognizing the importance of public participation in counter-terrorism efforts, BNSS 

emphasizes community policing. It encourages citizens to report suspicious activities and 

participate in local neighbourhood watch programs. These measures aim to build trust between 

law enforcement agencies and the public, enhancing intelligence-gathering and early detection 

of threats. 

Cross-Border Cooperation: 

BNSS enhances India's ability to collaborate with other nations in fighting terrorism, 

particularly in relation to cross-border terrorism emanating from Pakistan, Afghanistan, and 

other neighbouring regions. The law allows Indian law enforcement agencies to collaborate 

with international bodies like Interpol and exchange critical intelligence on terrorist groups. 

 

Challenges and Criticisms of BNSS 

While BNSS is a comprehensive approach to fighting terrorism, it has not been without 

criticism. Several concerns have been raised by civil rights organizations, legal experts, and 

political analysts. These concerns highlight the need for a balance between national security 

and the protection of fundamental rights. 

Potential for Abuse of Preventive Detention: 

One of the major criticisms of BNSS is its provision for preventive detention, which some 

argue could lead to human rights violations. Detainees could be held for extended periods 

without trial, raising concerns over due process and judicial oversight. Critics fear that these 

provisions could be misused to target political opponents or dissenters under the guise of 

counter-terrorism.  

Impact on Privacy and Digital Rights: 

The surveillance mechanisms introduced by BNSS, especially digital surveillance, have raised 

concerns about the right to privacy. Critics argue that the law gives too much power to law 

enforcement agencies to monitor citizens' private communications without adequate 

safeguards. In a country with a growing digital ecosystem, such measures may infringe on 

personal freedoms. 
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Judicial Burden and Delays: 

While BNSS introduces fast-tracking of terrorism-related cases, there are concerns that India's 

already overburdened judiciary may not be able to handle the influx of cases, leading to delays 

in justice. Additionally, special courts set up under BNSS might lack adequate resources to 

function efficiently. 

Vague Definitions and Broad Powers: 

The broadened definitions of terrorism under BNSS, while necessary, may also lead to arbitrary 

interpretation. For instance, what constitutes "economic terrorism" or "cyberterrorism" could 

vary, leading to inconsistencies in enforcement. This vagueness may result in the misuse of the 

law, leading to unnecessary persecution. 

 

Ethical Implications of BNSS 

The ethical debate surrounding BNSS revolves around finding a balance between ensuring 

national security and preserving individual rights. While the government has a responsibility 

to protect its citizens from terrorism, it must also ensure that the measures it adopts do not 

infringe upon the constitutional rights of the people. 

National Security vs. Civil Liberties: 

The most significant ethical concern raised by BNSS is its potential to encroach upon civil 

liberties. The law’s provisions for surveillance and preventive detention challenge the 

fundamental right to privacy and the right to a fair trial. These concerns raise important ethical 

questions about the trade-offs that must be made between security and freedom in a democratic 

society. 

Discrimination and Marginalization: 

There are concerns that BNSS could disproportionately target certain communities, especially 

minority groups that have historically faced discrimination in the name of counter-terrorism 

efforts. Such laws, if not applied judiciously, could lead to further marginalization and 

alienation of these groups, fueling resentment and possibly creating more fertile ground for 

radicalization. 

Accountability and Transparency: 

The ethical application of BNSS depends on the transparency and accountability of law 

enforcement agencies. There must be checks and balances in place to prevent abuse of power. 

This includes judicial oversight, independent investigations into cases of alleged misuse, and 

ensuring that citizens have avenues to challenge wrongful detentions or surveillance. 
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Legal and Policy Implications 

The introduction of BNSS carries profound legal and policy implications for India’s counter-

terrorism framework. As the nation strengthens its defences against terrorism, it must also be 

mindful of the broader impacts on the rule of law, civil liberties, and India’s international 

standing. 

Integration with Existing Laws: 

One of the primary challenges of BNSS will be integrating it with existing anti-terrorism laws 

such as the Unlawful Activities (Prevention) Act (UAPA), National Investigation Agency 

(NIA) Act, and the Prevention of Money Laundering Act (PMLA). There is a need for legal 

clarity to avoid jurisdictional overlaps, especially between law enforcement agencies and the 

judiciary. 

BNSS also introduces new mechanisms that will require updates to existing procedural codes, 

including the Indian Penal Code (IPC) and the Code of Criminal Procedure (CrPC). Ensuring 

smooth coordination between these statutes will be essential for the effective prosecution of 

terrorism-related offenses. 

Strengthening Investigative Agencies: 

BNSS places a renewed emphasis on coordination between different investigative agencies, 

both domestic and international. In India, the National Investigation Agency (NIA) will likely 

be one of the key beneficiaries of the new provisions, particularly in terms of greater 

jurisdictional authority and access to enhanced surveillance tools. However, these agencies 

must be adequately funded and staffed to ensure efficient operations. 

Furthermore, the BNSS encourages collaboration with international bodies such as Interpol and 

the Financial Action Task Force (FATF), which will require additional resources and 

intelligence-sharing mechanisms. Strengthening diplomatic and security cooperation with 

other countries will also be necessary, especially in the context of cross-border terrorism from 

neighbouring nations. 

Human Rights and Judicial Oversight: 

One of the most critical legal considerations is ensuring that BNSS is not misused for political 

gains or to target minority communities. Preventive detention and expanded surveillance 

powers need to be tempered with judicial oversight. Without adequate checks and balances, 

there is a risk of arbitrary detentions and violations of human rights, which could erode public 

trust in law enforcement agencies. 

The Indian judiciary will play a key role in monitoring the application of BNSS. Courts will 

need to ensure that arrests and detentions made under the law are justified and based on 
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reasonable suspicion. There should also be transparent avenues for citizens to challenge 

wrongful detentions and seek redress. 

Training and Capacity Building: 

To implement the BNSS effectively, law enforcement agencies and the judiciary will require 

specialized training on handling terrorism-related offenses, particularly in areas such as 

cyberterrorism and financial tracking. The introduction of advanced digital surveillance 

mechanisms will also necessitate technical training for law enforcement officers. 

Additionally, India’s law schools and legal institutes must incorporate specialized courses on 

terrorism-related laws and their application under BNSS. This will ensure that future lawyers 

and judges are well-versed in the legal and ethical nuances of counter-terrorism law. 

Federalism and State Rights: 

The BNSS has implications for India’s federal structure, as it affects the jurisdiction of state 

police forces in dealing with terrorism-related offenses. While terrorism is largely seen as a 

national security issue, state governments play a crucial role in maintaining law and order 

within their borders. 

There may be tensions between state and central governments over the application of certain 

provisions of BNSS, especially regarding preventive detention and surveillance. To avoid 

conflicts, clear guidelines must be established, delineating the roles and responsibilities of state 

and central law enforcement agencies. 

 

The Role of Civil Society in Implementing BNSS 

Civil society plays an essential role in the fight against terrorism. By promoting awareness, 

fostering public vigilance, and ensuring government accountability, civil society organizations 

(CSOs) can help ensure that the provisions of BNSS are applied fairly and transparently.Public 

Awareness Campaigns: 

The BNSS provisions on public vigilance and community policing rely heavily on citizen 

participation. Civil society organizations can assist in educating the public about their rights 

and responsibilities under the new law. Public awareness campaigns should focus on helping 

citizens identify suspicious activities and report them to the authorities while emphasizing the 

importance of safeguarding civil liberties. 

Monitoring Human Rights Violations: 

Civil rights groups will be critical in monitoring the application of BNSS and ensuring that it 

does not lead to human rights violations. These organizations should be empowered to conduct 

independent investigations into cases of abuse, particularly regarding preventive detention and 
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surveillance. 

CSOs should also have a seat at the table when new guidelines for the implementation of BNSS 

are being discussed. Their input can help ensure that counter-terrorism measures are in line 

with India’s commitment to human rights and democracy. 

Legal Aid and Representation: 

Civil society organizations can provide legal aid to individuals who may be wrongfully 

detained or charged under BNSS. They can ensure that these individuals have access to legal 

representation and a fair trial. This will be particularly important for marginalized communities 

who may lack the resources to challenge wrongful detentions or accusations. 

 

International Reactions and Implications 

India’s implementation of BNSS is likely to have repercussions on the international stage, 

particularly in terms of its relations with neighboring countries and its participation in global 

counter-terrorism efforts. 

Impact on Cross-Border Terrorism: 

India faces significant threats from cross-border terrorism, particularly from Pakistan and 

Afghanistan. The BNSS strengthens India’s legal arsenal in dealing with such threats, and its 

provisions for international cooperation will likely lead to stronger intelligence-sharing 

arrangements with other countries. 

However, India’s neighbors may view some of the provisions of BNSS, particularly preventive 

detention and surveillance, with suspicion. Diplomatic efforts will be needed to reassure 

neighboring countries that India’s counter-terrorism measures are aimed solely at protecting 

national security and not at targeting specific ethnic or religious groups. 

Alignment with International Norms: 

India is a signatory to several international treaties and conventions on terrorism, including the 

United Nations Global Counter-Terrorism Strategy and the Financial Action Task Force 

(FATF) guidelines. BNSS aligns with these international norms, particularly in areas such as 

combating terrorist financing and cyberterrorism. 

India’s adherence to global counter-terrorism standards will likely enhance its standing in 

international forums and strengthen its role as a regional leader in the fight against terrorism. 

However, it will also need to ensure that its domestic application of these laws respects the 

international human rights commitments it has made. 
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Future Outlook 

The future impact of BNSS on terrorism-related offenses in India will depend on how 

effectively it is implemented and whether it strikes the right balance between security and civil 

liberties. As terrorism continues to evolve, India’s legal framework must remain adaptable to 

new threats, particularly in areas such as cyberterrorism, bioterrorism, and the use of advanced 

technologies by terror networks. 

Technological Advancements: 

Terrorism is becoming increasingly sophisticated with the use of technology. The future will 

see terrorists leveraging artificial intelligence, blockchain technology, and other digital tools to 

carry out attacks and evade law enforcement. BNSS must evolve to meet these emerging 

challenges by incorporating more advanced technological surveillance and cybercrime 

investigation capabilities. 

Strengthening International Cooperation: 

As terrorism becomes a more globalized threat, India will need to continue strengthening its 

international alliances. This includes closer cooperation with organizations such as Interpol, 

the United Nations Office on Drugs and Crime (UNODC), and regional security forums like 

the South Asian Association for Regional Cooperation (SAARC). 

Legal Reforms and Updates: 

In the coming years, BNSS may require periodic updates to stay relevant in the fight against 

terrorism. The legal framework must remain flexible enough to adapt to changing terrorist 

tactics and emerging threats. Regular reviews of BNSS, with input from civil society and legal 

experts, will be crucial for ensuring that the law remains effective and just. 

 

Conclusion 

The Bharatiya Nagarik Suraksha Sanhita represents a comprehensive effort by India to bolster 

its legal framework in the fight against terrorism. With provisions aimed at enhancing 

surveillance, improving coordination between law enforcement agencies, and introducing 

stricter penalties for terrorism-related offenses, BNSS is poised to have a significant impact on 

India's counter-terrorism landscape. 

However, the successful implementation of BNSS will require careful consideration of the 

ethical, legal, and social implications of its provisions. It is essential to strike a balance between 

national security and the protection of civil liberties. India’s commitment to democracy, human 

rights, and the rule of law must guide the application of BNSS, ensuring that it serves as a tool 
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for justice and not oppression. 

Ultimately, the impact of BNSS on terrorism-related offenses in India will depend on its ability 

to adapt to new challenges while maintaining the principles of fairness, transparency, and 

accountability. If applied judiciously, BNSS has the potential to significantly enhance India’s 

ability to combat terrorism while safeguarding the rights and freedoms of its citizens. 
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