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"CYBER WARFARE AND INTERNATIONAL LAW:
ANALYZING LEGAL CHALLENGES AND THE NEED
FOR REFORM™

AUTHORED BY - HUZEFA INDONESIAWALA
& ANTONY CHIRIYANKANDATH

Abstract
Cyber warfare has emerged as a critical dimension of modern conflict, presenting complex
legal, ethical, and security dilemmas. As cyberspace increasingly becomes a domain for
hostilities among both state and non-state actors, it is essential to reassess the applicability and
effectiveness of international legal instruments, especially International Humanitarian Law
(IHL). This paper offers a structured analysis of cyber warfare, beginning with a conceptual
overview of cyberspace and its integration into military strategy, followed by an exploration
of its historical development and the principal entities engaged in cyber operations. It critically
evaluates the current international legal frameworks regulating cyber warfare, focusing on their

adequacy in addressing novel digital threats.

Through detailed case studies and legal analysis, the paper reveals the significant challenges
posed by cyber operations, including their effects on civilian infrastructure, sovereignty, and
international stability. Special attention is given to the limitations of IHL in this context and
the need for reforms that align legal norms with technological realities. The research draws
from authoritative academic sources, legal commentaries, case law, and reports from
international institutions. By bridging the gap between legal theory and technological
evolution, this study contributes to the discourse on reinforcing global legal frameworks to

effectively govern cyber hostilities.

1. Introduction
The internet has revolutionized global connectivity, enabling organizations and individuals to
rely heavily on data flows for daily operations and strategic planning. This interdependence

has transformed cyberspace into a vital, though vulnerable, domain, prompting comparisons
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between data and oil in terms of strategic value.! Cyberspace itself refers to the intangible
environment formed by the interaction of digital networks, devices, servers, and
communication infrastructure. While it overlaps with the internet, cyberspace is more
accurately viewed as the abstract space in which information exchange occurs. First coined by
William Gibson in 1982, the term has come to represent a distinct sphere of human activity.?
Today, cyberspace is widely recognized as the fifth domain of warfare, following land, sea,
air, and space.®

The terminology in this field often overlaps, but it's important to distinguish among cyber
attacks, cybercrime, and cyber warfare. Cyber attacks generally involve attempts to disrupt,
damage, or gain unauthorized access to computer systems. Cybercrime encompasses criminal
activities conducted through digital platforms, ranging from identity theft to the dissemination
of illegal content.* Cyber warfare, by contrast, involves state or state-sponsored entities using
digital tools to compromise a rival's national security or critical infrastructure. These operations
may occur entirely within the digital realm or extend into the physical world by disrupting real-
world systems such as power grids or transportation networks.®> Cyber warfare poses distinct
challenges for legal classification and response, particularly in differentiating between
strategic attacks aimed at long-term disruption and operational attacks targeting military assets
during conventional warfare. Understanding the nuances between these forms of digital

aggression is essential for crafting an effective legal framework.®

1.1 The Historical Evolution of Cyber Warfare

Although cyber warfare is a relatively modern phenomenon, efforts to access and manipulate
communication systems predate the digital age. One of the earliest known instances occurred
in 1834, when attackers intercepted messages on France’s semaphore telegraph system to gain
financial market information, a primitive but effective form of information theft.

With the advent of the internet in the late 20th century, these acts evolved into more

! Hybrid Warfare Security and Asymmetric Conflict in International Relations Edited by Mikael Weissmann,
Niklas Nilsson, Bjorn Palmertz and Per Thunholm

2 https://www.britannica.com/topic/cyberspace

3 International Humanitarian Law in Cyberspace: Ratione materiae, ratione temporis and the Problem of
Qualification of Cyberattacks by- Garkusha-Bozhko

4 Baltic Journal of Law & Politics (the implications of transnational cyber threats in international humanitarian
law: analysing the distinction between cybercrime, cyber attack, and cyber warfare in the 21st century) by- Hemen
Philip Faga

5 Possibility of applying the rules of international humanitarian law to cyber warfare by- Veljkovié¢ Sanela

& Cyberwarfare and the internet The implications of a more digitalized world Anne-Marie Eklund Léwinder and
Anna Djup
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sophisticated threats. A landmark moment occurred in 1988 with the release of the "Morris
Worm," a self-replicating program developed by a student at Cornell University. The worm
inadvertently spread to nearly 10% of the global internet-connected systems at the time,

highlighting the destructive potential of poorly secured digital networks.’

Cyber warfare gained geopolitical significance during the Cold War, as intelligence agencies
began to explore cyberspace as a domain for espionage and sabotage. One of the earliest
examples of a suspected state-sponsored cyber operation was the "Moonlight Maze™ attack
in the late 1990s. Believed to have been conducted by Russian actors, this operation involved
the unauthorized extraction of sensitive data from U.S. government systems, including those
of the Pentagon and NASA. The breach, which went undetected for nearly two years,
reportedly resulted in the theft of highly classified documents, such as military blueprints and

troop deployment data.®

By the 2000s, the rise of politically motivated cyber intrusions, commonly referred to as
"hacktivism,” added a new dimension to cyber threats. Hacktivists began targeting
governmental and corporate entities to advance social or political agendas, further blurring the

lines between protest and digital aggression.

Today, cyberspace is a central domain for conflict, where a wide array of actors, from nation-
states and terrorist organizations to independent hackers, use cyber capabilities to pursue
strategic objectives. This transformation has elevated cyber warfare from a technical issue to a

pressing concern in international security and law.

1.2 Key Actors in Cyber Warfare

Cyber warfare today involves a wide range of actors with diverse motivations, capabilities, and
tactics. These participants can be classified based on their goals, affiliations, and the
sophistication of their methods.

Nation-State Actors

Nation-states are among the most prominent and well-resourced players in cyber warfare.

7 Kelty, C. (2011). The Morris Worm. limn, 1. Retrieved from https://escholarship.org/uc/item/8t12qg5hj
8 W. Gragido and J. Pirc, 'The Rise of the Subversive Multivector Threat' in Cybercrime and Espionage: An
Analysis of Subversive Multi-Vector Threats (Syngress, 2011).
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These actors conduct cyber operations on behalf of governments, often targeting rival states,
critical infrastructure, or sensitive data repositories. With access to highly skilled personnel,
advanced technology, and substantial funding, state-sponsored hackers execute complex, long-

term campaigns.

These operations may involve digital espionage, election interference, disruption of military
communications, or the sabotage of strategic systems. A common tactic includes the
development of Advanced Persistent Threats (APTs), which infiltrate systems and remain
undetected for extended periods, collecting data or positioning themselves for future attacks.®
Nation-states also engage in supply chain attacks, compromising vendors or contractors to
reach government targets indirectly.*®

Due to the threat they pose to national security, defending against such actors requires constant

surveillance, advanced detection systems, and coordinated incident response.

Cybercriminals

Cybercriminals operate primarily for financial gain. Unlike nation-state actors, their targets are
usually individuals, businesses, or institutions that hold valuable data or financial assets.
Common crimes include identity theft, financial fraud, and the sale of stolen data on dark web

marketplaces.

These actors may work alone or as part of organized criminal networks, often using malware,
phishing schemes, ransomware, and social engineering to exploit vulnerabilities. While not
typically driven by political motives, the financial damage they cause can be immense. Some
cybercriminal groups have grown so sophisticated that their activities resemble those of state

actors in scale and complexity.

Hacktivists and Ideologically Motivated Actors
Hacktivists engage in cyber operations as a form of protest. Motivated by political, social, or
environmental causes, they aim to disrupt or expose entities they view as unjust. Their methods

often include website defacements, information leaks, and denial-of-service attacks targeting

® Klimburg, Alexander, The Whole of Nation in Cyberpower, Geo. J. Int’l Aff., Int’l Engagement on Cyber:
Establishing Int’l Norms & Improved Cybersecurity, 171, 171-79 (2011).

10 Joab Kose, Cyber Warfare: An Era of Nation-State Actors and Global Corporate Espionage, ISSA J., Apr. 2021,
at12.
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government institutions or corporations.

Although hacktivism may be non-violent in intent, its impacts can be far-reaching, especially
when critical infrastructure or public trust is undermined. These actors do not typically seek
financial profit; rather, they aim to draw attention to a cause, influence public opinion, or

challenge perceived injustice.!

Insiders and Corporate Rivals

Internal actors such as current or former employees, contractors, or partners pose a unique risk
due to their access to sensitive systems and data. These insiders may act out of personal
grievance, financial incentive, or coercion. Their knowledge of internal protocols and

infrastructure makes them particularly dangerous.

In some cases, business competitors engage in corporate espionage, attempting to gain unfair
advantages by stealing trade secrets or sabotaging operations. Such attacks may involve
traditional hacking tools but can also rely on physical access, insider recruitment, or proximity-

based exploits like Wi-Fi surveillance.

Each of these actor categories contributes to the complexity of the cyber threat landscape. Their
differing intentions and capabilities demand a nuanced understanding and a diverse set of legal,

technical, and policy responses.*?

1. Existing International Laws and Regulations Governing Cyber Warfare
The legal governance of cyber warfare remains a work in progress within the broader
framework of international law. Although cyber operations are increasingly integrated into
military strategy, existing legal instruments originally designed for traditional warfare are
struggling to keep pace with the complexity of digital conflict. Two of the most influential
efforts to clarify the legal landscape in this domain are the Tallinn Manual and the Oslo

Manual.

The Tallinn Manual

1 Nicolo Bussolati, The Rise of Non-State Actors in Cyberwarfare, in Cyber War: Law and Ethics for Virtual
Conflicts 102, 102-26 (Jens David Ohlin, Kevin Govern & Clair Finkelstein eds., Oxford Univ. Press 2015),
12 Johan Sigholm, Non-State Actors in Cyberspace Operations, J. Mil. Stud., doi:10.1515/jms-2016-0184.
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The Tallinn Manual on the International Law Applicable to Cyber Warfare is a comprehensive
academic study that analyzes how international law, particularly the law of armed conflict,

applies to cyber operations. Though non-binding, it is widely regarded as a key reference for

policymakers and legal experts.

Key rules outlined in the Manual include:

e Rule 44 (Cyber Booby Traps): This rule prohibits using deceptive cyber tools, such
as malware disguised as legitimate communications that could harm civilians or violate
protections granted under armed conflict law. For instance, sending a virus-laden email
masquerading as a doctor’s message to disrupt water purification services would
constitute a violation if the goal is to impair both civilian and military users.

e Rule 45 (Starvation): This rule bans cyber operations designed to intentionally deprive
civilians of essential resources such as food and water. Any digital campaign that seeks
to weaken a population through denial of basic needs is considered unlawful.

e Rule 46 (Belligerent Reprisals): Cyber operations that retaliate against protected
persons or entities such as medical staff, prisoners of war, or noncombatants are
forbidden. Reprisals are permitted only when used to pressure an adversary to comply
with the laws of war, not as a form of punishment.

e Rule 48 (Weapons Review): States are required to assess the legality of all cyber
weapons and tactics they develop or deploy. Legal advisors must ensure that new digital
capabilities adhere to international obligations, particularly regarding proportionality,
distinction, and necessity.?

The Oslo Manual

The Oslo Manual complements the Tallinn Manual by providing additional clarity, particularly
on terms and responsibilities relevant to cyber conflict. It reflects the consensus that the laws
of armed conflict (LOAC) are fully applicable to cyber operations, regardless of how novel the

digital domain may seem.

Key provisions include:
e Rule 20: Defines cyber operations as those that seek to achieve objectives through

actions in cyberspace and confirms that LOAC applies during armed conflicts

13 Tallinn Manual 2.0=
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involving such operations.

e Rule 21: Asserts that states bear full responsibility for cyber activities conducted by
their armed forces or anyone acting under their direction.

e Rule 22: Clarifies that all individuals involved in cyber operations must ensure their
actions conform to LOAC, with responsibility proportionate to their level of
involvement.

e Rule 24: Stipulates that any cyber action intended to cause injury, death, or destruction
qualifies as an “attack” under the law and is subject to its limitations.

e Rule 27 & Rule 28: Extend combatant status and responsibility to civilians directly
participating in hostilities through cyber means. This includes those who assist in
planning or executing cyberattacks or who provide tactical support.

e Rule 29-31: Emphasize the need for precautions to avoid harm to civilians and prohibit
launching cyberattacks from or against neutral territories unless the neutral state fails

to prevent such misuse.

Together, these manuals illustrate a growing international recognition that cyber warfare must
be brought under the umbrella of established humanitarian law. However, the voluntary nature
of these guidelines, coupled with differing interpretations among states, points to the need for

stronger, binding international instruments.*

1.3 Cyber Warfare in the Context of International Humanitarian Law

International Humanitarian Law (IHL) comprises a set of legal principles intended to regulate
the conduct of armed conflict, aiming to limit its effects, particularly on civilians and non-
combatants. When applied to cyber warfare, these rules become more complex due to the
unique characteristics of cyberspace and the difficulty in distinguishing military from civilian

assets.

Below are the key IHL principles that apply to cyber operations conducted during armed
conflicts. These rules apply not only to state actors but also to non-state groups and civilian

participants involved in cyber hostilities.*®

14 Oslo Manual on Select Topics of the Law of Armed Conflict by- Yoram Dinstein Arne Willy Dahl (Rules and
Commentary)

158 rules for “civilian hackers” during war, and 4 obligations for states to rest by-

Mauro Vignati https://blogs.icrc.org/law-and-policy/2023/10/04/8
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The Principle of Distinction

Avrticle 48 of Additional Protocol | (API) to the Geneva Conventions obliges warring parties
to always distinguish between combatants and civilians, as well as between military targets and
civilian infrastructure. In cyber warfare, this principle becomes challenging due to the dual-use
nature of many systems. For instance, a cyberattack aimed at a military air traffic control
system may be lawful if it directly targets combat operations. However, cyber intrusions that
impact civilian banking systems, hospitals, or religious institutions would violate this principle,

as they fail to discriminate between legitimate and illegitimate targets.

The Principle of Proportionality

Under Article 51(5)(b) of API, any attack must avoid causing excessive harm to civilians
relative to the expected military advantage. In the context of cyber warfare, this rule is difficult
to apply because the effects of cyberattacks can be widespread, indirect, or delayed. For
example, a cyber operation that disables internet access might seem minor at first but could
disrupt hospital communications, leading to preventable deaths. Thus, the non-lethal yet
impactful nature of cyber operations necessitates a more nuanced understanding of what

constitutes “excessive’” harm.

The Principle of Precaution

This principle obligates all parties to take feasible precautions to minimize harm to civilian
populations and infrastructure. In cyber warfare, this could include rigorous risk assessments
before launching an operation, ensuring that the intended effects are contained and reversible,
and avoiding systems connected to critical civilian services. For instance, if a cyber weapon is
likely to disrupt a power grid serving both civilian homes and military bases, additional steps
must be taken to mitigate potential humanitarian consequences. The precautionary duty also
demands constant evaluation of whether the anticipated military gain justifies the possible
collateral damage.

Together, these principles form the backbone of IHL's application to cyber warfare. However,
given the complexity of attributing responsibility, predicting cascading effects, and identifying
legitimate targets in cyberspace, applying these rules in practice remains a major legal and

operational challenge.®

16 International Journal of Law (The rise of cyberwarfare: The applicability of international humanitarian law for
the protection of civilians and civilian objects) by- Chukwudumebi O Joseph-Asoh, Nkechinyere Worluh-Okolie,
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2. Forms and Methods of Cyber Warfare
In armed conflict, the terms means and methods of warfare refer, respectively, to the tools used
and the strategies employed to gain military advantage. This distinction also applies to cyber
warfare. “Means” involve the actual digital tools or software used in an attack, such as malware
or viruses, while “methods” pertain to the tactics or operational plans through which cyber

capabilities are deployed to weaken or deceive an opponent.

Traditional methods of warfare such as ruses, camouflage, feigned inactivity, or decoys are
lawful when used to mislead without violating the rules of armed conflict. However, unlawful
methods include perfidy (treacherous conduct), misuse of protected symbols (like the Red
Cross), and the use of human shields. The same ethical and legal standards are extended to

cyber operations.’

Defining Cyber Means and Methods
The Tallinn Manual 2.0 provides a foundational framework for interpreting the law as it applies
to cyber warfare. According to the Manual:
e Cyber means of warfare encompass digital tools, software, or hardware developed for
offensive cyber use ranging from malware and rootkits to network infiltration tools.*®
e Cyber methods of warfare refer to the procedures and tactics used to conduct
hostilities in cyberspace. These include operations like hacking, phishing, denial-of-
service attacks, and the deployment of deceptive environments such as honeypots or

watering holes.*®

Common Types of Cyber Attacks
1. Espionage
Cyber espionage focuses on gaining unauthorized access to information systems for the
purpose of intelligence collection. Attackers often exploit software vulnerabilities, use

phishing, or employ social engineering to breach systems and extract sensitive data

Jojo Ebibode

17 The Law of Armed Conflict: An Operational Approach 288 (2d ed., Wolters Kluwer 2019). See also U.S. Dep’t
of the Army, FM 6-27, MCTP 11-10C, The Commander’s Handbook on the Law of Land Warfare 2-1 (Aug.
2019)

18 Tallinn Manual 2.0 on the International Law Applicable to Cyber Operations, commentary to Rule 103
(Cambridge Univ. Press 2017).

19 Jeffrey T. Biller & Michael N. Schmitt, Classification of Cyber Capabilities and Operations as Weapons, Means,
or Methods of Warfare, 95 Int’l L. Stud. 179, 219 (2019).
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such as military plans, industrial designs, or state secrets. These operations mirror

traditional spying tactics but take place in digital space.

Cyber Sabotage

This involves the deliberate disruption or destruction of an adversary’s digital
infrastructure. The Stuxnet malware, believed to have been developed by U.S. and
Israeli intelligence to hinder Iran’s nuclear program, is a prominent example. Such
attacks often target industrial control systems, causing physical damage through digital

means.

Psychological Operations and Disinformation

Cyber psychological warfare—or "cyber PsyOps"—uses digital tools to spread false
narratives, provoke panic, or undermine trust in institutions. Methods may include
ransomware threats, defacement of public websites, or coordinated social media
campaigns. These tactics aim not just to disrupt systems, but to erode public confidence

and influence political behavior.

Notable Techniques in Cyber Warfare

Distributed Denial-of-Service (DDoS)

DDosS attacks involve overwhelming a target with a flood of illegitimate traffic, making
services inaccessible to users. Though relatively easy to execute, they can paralyze
essential services such as banking, government portals, or emergency response systems.
Notably, U.S. and U.K. officials attributed a wave of DDoS attacks in early 2022 to
Russian cyber units during the Ukraine invasion, temporarily crippling Ukrainian

infrastructure.?

Ransomware

This technique involves encrypting a victim’s data and demanding payment, often in
cryptocurrency, for its release. Frequently initiated through phishing emails,
ransomware has become one of the most prevalent tools of cyber extortion. According
to data from 2021, ransomware was responsible for a significant percentage of cyber

20 Raphael Satter, US, UK: Russia Responsible for Cyberattack Against Ukrainian Banks, Reuters (Feb. 19, 2022),
https://www.reuters.com/world/us-says-russia-was-responsible-cyberattack-against-ukrainian-banks-2022-02-18/.
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breaches globally, with a marked increase in reported incidents year-over-year.?

e Phishing, Spearphishing, and Whaling

Phishing refers to generic attempts to trick users into disclosing sensitive information
or installing malicious software. Spearphishing is a more targeted version, often aimed
at employees within specific organizations. Whaling, meanwhile, focuses on high-level
executives, seeking access to financial or strategic resources by impersonating trusted
contacts or exploiting insider knowledge.??

These diverse forms and techniques illustrate how cyber warfare differs from
conventional combat. Unlike traditional battlefields, the digital domain allows actors
to strike with precision, ambiguity, and often plausible deniability, raising complex
legal and strategic challenges.

3. Notable Cyber Warfare Incidents and Their Outcomes
Examining major cyber incidents helps contextualize how cyber warfare unfolds in real-world
scenarios. These cases demonstrate the evolving strategies, global reach, and devastating

consequences of cyber operations when used as tools of statecraft or disruption.

3.1 The Stuxnet Worm

Stuxnet is widely regarded as the first known instance of a cyber weapon designed to cause
tangible physical destruction. Discovered in 2010 but developed years earlier, the worm
specifically targeted industrial control systems at Iran’s Natanz nuclear facility. The malware
manipulated the speed of centrifuges used to enrich uranium, effectively sabotaging the
equipment while feeding normal operational data to monitors, thereby avoiding detection.?
Experts believe the operation required significant coordination, funding, and technical skKill,
suggesting state sponsorship, with the United States and Israel frequently named as the likely
developers. The worm reportedly exploited four previously unknown (zero-day) vulnerabilities
in Microsoft Windows and used multiple methods of propagation, including infected USB

drives, to reach its air-gapped target system.?*

2 Verizon, Data Breach Investigations Report, available at
https://www.verizon.com/business/resources/reports/dbir/.

22 William H. Boothby, Methods and Means of Cyber Warfare, 89 /nt’ L. Stud. 387, 390 (2013).

2 https://cisac.fsi.stanford.edu/news/stuxnet (Stuxnet: The world's first cyber weapon) by- Joshua Alvarez

2 https://www.csoonline.com/article/562691/ (Stuxnet explained: The first known cyberweapon) by Josh
Fruhlinger
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The cyberattack marked a turning point in international security policy, underscoring that
digital tools could inflict physical damage on strategic infrastructure. Politically, it embarrassed
the Iranian government, which initially downplayed the incident before acknowledging its
nuclear program had been compromised. The psychological impact on the Iranian public and
its leadership was substantial, revealing vulnerabilities in systems previously assumed

secure.?®

3.2 The WannaCry Ransomware Outbreak

In May 2017, the WannaCry ransomware campaign spread across over 150 countries, affecting
more than 200,000 computer systems. The malware encrypted users’ files and demanded
ransom payments in Bitcoin. Unlike many ransomware variants, WannaCry propagated using
a vulnerability in Microsoft’s Server Message Block protocol known as EternalBlue, a tool
reportedly developed by the U.S. National Security Agency and leaked online by a hacker
group known as the Shadow Brokers.?®

One of the most heavily affected victims was the United Kingdom’s National Health Service
(NHS), which experienced widespread disruptions, including cancelled surgeries and delayed
patient care. The direct and indirect damages from WannaCry were estimated in the billions of
dollars globally.?’

The attack exposed the danger of poor cybersecurity practices. Many of the compromised
systems had not applied security patches that had been available for weeks. The incident
sparked debate over governments stockpiling software vulnerabilities rather than disclosing
them to developers, as well as the urgent need for institutions to prioritize cybersecurity.?

3.3 Russian Cyberattacks on Ukraine
Ukraine has been a repeated target of sophisticated cyber operations attributed to Russian threat
actors. Notably, in December 2015 and again in December 2016, hackers infiltrated Ukrainian

power grid control centers, temporarily disabling electricity in multiple regions, including the

% Css Cyber Defense Project (Hotspot Analysis: Stuxnet) by- Marie Baezner, Patrice Robin

% https://arsen.co/en/blog/wannacry-ransomware (WannaCry Ransomware Attack: A Case Study) by- Lia
Desmousseaux de Givré

27 https://security.inedo.com/library/incidents/WannaCry-2017 (WannaCry Ransomware Attack (2017) -
Technical, Financial, and Legal Analysis) by- Pete Barnum

28 https://www.csoonline.com/article/563017/ (WannaCry explained: A perfect ransomware storm) by- Josh
Fruhlinger
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capital Kyiv and western lvano-Frankivsk.

These were the first known cyberattacks to cause a power outage on a national scale. Hackers
gained access to SCADA (Supervisory Control and Data Acquisition) systems and remotely
opened breakers. Leaving over 200,000 Ukrainians without power. The attacks coincided with
a period of geopolitical turmoil, including the annexation of Crimea and ongoing conflict in
Eastern Ukraine.?®

Security experts believe these operations were not merely disruptive but served as a warning
to Ukraine and a demonstration of capability. The attacks also highlighted the vulnerability of
critical infrastructure worldwide. Their sophistication suggested long-term access and
surveillance of utility networks, showcasing how cyber tools could cripple essential services

and sow instability.*°

These incidents illustrate the growing potency of cyber weapons and the strategic ambiguity
that surrounds their use. Whether through sabotage, extortion, or systemic disruption, cyber

warfare has become a powerful tool in both covert conflict and overt geopolitical maneuvering.

4. Necessary Legal Reforms in Cyber Warfare under International Law
The rapid evolution of cyber capabilities has far outpaced the development of international
legal frameworks. While instruments like the UN Charter, the Geneva Conventions, and
customary international law offer some guidance, they often fall short in addressing the unique
complexities of cyber warfare. As digital operations increasingly target civilian infrastructure,
financial systems, and democratic institutions, there is an urgent need to modernize

international law to ensure accountability, deterrence, and global stability.

1. Defining Cyber Warfare Under International Law
One of the most pressing challenges is the lack of clear legal recognition of cyber
warfare as a distinct category of armed conflict. The UN Charter prohibits the use of

force except in self-defense or with Security Council approval. However, it remains

3 https://jsis.washington.edu/news/cyberattack-critical-infrastructure-russia-ukrainian-power-grid-attacks/
(Cyberattack on Critical Infrastructure: Russia and the Ukrainian Power Grid Attacks) by- Donghui Park, Michael
Walstrom

30 pepperdine Policy Review (A Case Study of Russian Cyber-Attacks on the Ukrainian Power Grid: Implications
and Best Practices for the United States Grid) by- Miles Pollard
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unclear whether cyberattacks that result in large-scale disruption, such as disabling a
power grid or a national financial system, constitute an “armed attack under Article
51. A revised legal framework must articulate thresholds that define when a cyber

operation rises to the level of an act of war, thereby justifying a proportional response.®!

2. Improving Attribution Mechanisms
Attributing responsibility for cyberattacks is notoriously difficult due to the anonymity
and complexity of digital operations. Unlike conventional warfare, where aggressors
are usually identifiable, cyber incidents often involve spoofed IP addresses, proxy
networks, and false flags. Current legal norms offer limited recourse for states facing
cyber aggression. A multilateral mechanism, possibly in the form of an independent,
internationally recognized attribution agency, could help verify incidents and issue
credible findings. Strengthening state accountability, even when attacks are carried out
by non-state actors operating within their jurisdiction, is essential for ensuring global

trust and deterrence.®?

3. Clarifying the Principle of Distinction in Cyberspace
In traditional conflict, combatants are required to differentiate between military and
civilian targets. In cyberspace, however, many systems serve both civilian and military
purposes, such as communication networks or transportation systems, making this
principle difficult to apply. A modern legal framework must define what qualifies as a
lawful military cyber target and establish stricter guidelines to minimize unintended

harm to civilian infrastructure.

4. Regulating Offensive Cyber Capabilities
While most states have developed cyber defense strategies, few international rules
govern the development and deployment of offensive cyber weapons. Just as
international treaties regulate nuclear and chemical weapons, a cyber arms control
agreement could limit the scope and scale of offensive digital tools. Such a treaty could

include transparency measures, such as mandatory disclosures of newly developed

31 Michael N. Schmitt, Tallinn Manual 2.0 on the International Law Applicable to Cyber Operations, commentary
to Rule 103 (Cambridge Univ. Press 2017).

32 See Jeffrey T. Biller & Michael N. Schmitt, Classification of Cyber Capabilities and Operations as Weapons,
Means, or Methods of Warfare, 95 In¢’l L. Stud. 179, 219 (2019).
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capabilities to a global oversight body, in order to build trust and prevent escalation.®

5. Protecting Critical Infrastructure
Vital infrastructure such as energy grids, water systems, election platforms, and
healthcare networks are increasingly vulnerable to cyberattacks. International law
should impose stronger obligations on states to protect such infrastructure and prohibit
deliberate attacks against these targets. A multilateral accord could formalize
cooperative cybersecurity protocols, information sharing, and mutual defense

agreements to deter state and non-state actors from targeting essential services.

6. Establishing Enforcement Mechanisms

Current enforcement options for cyber violations, such as sanctions or diplomatic
protests, are often inadequate and inconsistently applied. One potential solution is the
creation of a specialized international cyber tribunal tasked with adjudicating cyber-
related disputes and imposing legally binding consequences.®* This body could
complement existing institutions like the International Court of Justice and offer a
legitimate alternative to retaliatory cyber operations.

To remain relevant, international law must adapt to the realities of 21st-century conflict.
Codifying clear definitions, responsibilities, and enforcement mechanisms will be

critical to reducing ambiguity and preventing escalation in the digital domain.

5. Conclusion
As digital technologies become deeply embedded in every facet of global society, cyber
warfare has emerged as one of the most complex and disruptive threats to international peace
and security. The intersection of cyber operations and International Humanitarian Law (IHL)
reveals the inadequacy of traditional legal frameworks to fully address the unique
characteristics of this new form of warfare. Although foundational principles such as
distinction, proportionality, and precaution remain relevant, applying them to cyberspace is
fraught with challenges, especially given the blurred lines between civilian and military assets

and the anonymity of attackers.

33 Nicolo Bussolati, The Rise of Non-State Actors in Cyberwarfare, in Cyber War: Law and Ethics for Virtual
Conflicts 102, 10226 (Jens David Ohlin, Kevin Govern & Clair Finkelstein eds., Oxford Univ. Press 2015)

34 Raphael Satter, US, UK: Russia Responsible for Cyberattack Against Ukrainian Banks, Reuters

(Feb. 19, 2022), https://www.reuters.com/world/us-says-russia-was-responsible-cyberattack-against-
ukrainian-banks-2022-02-18/.
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The growing involvement of non-state actors, including hacktivists, private corporations, and
terrorist groups, further complicates the legal and ethical landscape. Their participation raises
critical questions regarding attribution, accountability, and the scope of legal protections during
cyber conflicts. In such an environment, the absence of binding international instruments
tailored to cyber warfare risks undermining both the authority of IHL and the protection of

civilian populations.

To address these concerns, the international community must act with urgency. Legal norms
must be updated to reflect the realities of digital conflict, incorporating clearer definitions of
cyber attacks, criteria for lawful targets, and mechanisms for attributing responsibility.
Cooperative frameworks are also essential, ranging from international cyber norms and arms

control agreements to the establishment of an impartial tribunal for cyber-related disputes.

Ultimately, cyber warfare represents not only a technical evolution in conflict but also a legal
and moral frontier. Without timely and meaningful reforms, the global order risks descending
into an era where cyber aggression goes unchecked and human rights protections become
secondary to technological supremacy. Reinforcing legal safeguards, fostering international
cooperation, and prioritizing civilian safety must remain at the heart of efforts to regulate this
rapidly expanding domain.
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