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Abstract
The swift evolution of genomic science has required strong international legal regimes to
control the sharing and privacy of genetic information. Genetic information, with embedded
health- and non-health-related sensitive data on individuals and their family members, is
especially challenging because it is identifiable and can be abused. The paper discusses some
of the major international legal tools, regional law, and ethical guidelines that are important in
regulating the responsible sharing of genetic information while ensuring private individual
protection. It analyzes instruments like the UNESCO International Declaration on Human
Genetic Data, the EU General Data Protection Regulation (GDPR), and the Global Alliance
for Genomics and Health (GA4GH) Framework, noting their principles, challenges, and gaps.
The analysis stresses the importance of harmonized worldwide standards to achieve a balance

between scientific advancement and privacy protection.

Keywords

Human genetic data, Health, UNESCO, and Privacy.

Introduction
Genomic research has transformed biomedical science, offering unparalleled insights into the
genetic basis of diseases and clearing the path to precision medicine—a model of care
customized to an individual's genetic background. At the heart of this transformative potential
is the large-scale collection, analysis, and sharing of genetic information, frequently across
national boundaries and institutional sectors. But the same qualities that make genetic
information useful for research—its specificity, durability, and predictive power—also make
it intensely personal and inherently identifiable. Unlike other types of health information, de-
identification of genetic data is essentially impossible, since every person's DNA sequence is

distinct, except in the case of monozygotic twins. This also presents intricate privacy issues
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that are compounded by the international nature of genomic research, with uneven legal
regimes, cultural standards, and technological abilities confounding the adoption of
standardized privacy safeguards.

As genetic data accumulate and multinational collaboration becomes common practice, issues
related to consent, data protection, ownership, and control have come to the fore. While several
global legal and ethical frameworks have attempted to tackle these challenges—such as the
European Union's General Data Protection Regulation (GDPR), the United States' Health
Insurance Portability and Accountability Act (HIPAA), and UNESCO's Universal Declaration
on the Human Genome and Human Rights—major differences continue in how consent is
acquired, how data is protected, and how it is regulated. These inconsistencies not only impede
scientific cooperation but also threaten to erode public confidence in genomic research projects.
This report critically evaluates the global legal and ethical systems for sharing genetic data,
and in particular how they address issues of informed consent, protection of privacy, securing
data, and institutional control. It examines challenges of harmonization in the increasingly fast-
changing technologies and geopolitics, and proposes evidence-based advice on strengthening
coherent and ethically sound global policy to support rights of the individual while facilitating

progress in science.

Key International Legal and Ethical Frameworks

1. UNESCO Declarations

The United Nations Educational, Scientific, and Cultural Organization (UNESCO) has been at
the core of developing international ethical norms for the management of genetic information.
Two of its major declarations expound on principles that seek to protect human rights and
ensure responsible scientific progress. The Universal Declaration on the Human Genome and
Human Rights (1997) was a pioneering document that acknowledged the human genome as the
"heritage of humanity" and established the significance of safeguarding human dignity in
genetic research. It emphasized key ethical principles such as the requirement for informed
consent, the ban on genetic discrimination, and the maintenance of confidentiality in the

gathering and utilization of genetic data.

Based on these general principles, the International Declaration on Human Genetic Data (2003)
provided a more comprehensive framework specifically dealing with the ethical and legal
aspects of gathering, storing, and using genetic data. The declaration reaffirmed the need for
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free and informed consent before genetic testing, required rigorous confidentiality measures,
and categorically prohibited the misuse of genetic information for discriminatory ends. In
addition, it focused on international collaboration and the fair distribution of benefits from
genetic research. Nevertheless, the declaration mainly imagines genetic rights as being
possessed by an individual, which is a drawback in considering the essentially relational
character of genetic data. Since genetic data could incidentally disclose personal information
concerning biological relatives, the individualistic focus of the declaration has a hard time

covering entirely the collective aspects of privacy and consent inherent in genomic research.

2. European Union’s General Data Protection Regulation (GDPR)

The General Data Protection Regulation (GDPR), enacted in May 2018, is a milestone legal
framework for data protection and privacy within the European Union (EU) that has broad
international influence owing to its extraterritorial application. Its broad application to personal
data regulation has set it as a model for data governance globally, especially concerning
sensitive health-related and genetic data. The GDPR formally categorizes genetic information
as a "special category" of personal data, requiring increased protections because of its
inherently sensitive and singularly identifiable nature. Significantly, the regulation recognizes
that pseudonymized genetic data may still be traceable, capturing the real-world difficulties in

truly anonymizing genomic data sets.

Consent is at the heart of the GDPR's handling of genetic data. The law generally mandates
clear, informed consent for the processing and use of such information. It adds, however, subtle
exceptions for scientific research, enabling the processing of genetic data without explicit
consent under certain circumstances. These are the application of technical measures such as
pseudonymization, institutional ethical control, and transparent public interest reasons. This
provision is aimed at striking a balance between the development of biomedical research and
individual rights, but has fueled controversies regarding the sufficiency of such exemptions in

safeguarding privacy.

Cross-border transfers of data also pose another serious challenge. According to the GDPR,
personal data, including genetic data, cannot be exported outside the EU unless the receiving
country provides an "adequate" level of protection for data as established by the European
Commission. This necessity makes transnational genomic research collaborations more

difficult, especially with nations that do not have strong data protection regimes in place or

Page | 7


http://www.ijlra.com/

www.ijlra.com
Volume Il Issue7| May 2025 ISSN: 2582-6433

have not yet been granted an adequacy decision. The consequence is a patchwork that hinders
worldwide data sharing for large-scale genomic research.

Even if the GDPR is intended to harmonize EU data protection requirements, its actual
application is unequal. Differences in member states' interpretations and ancillary legislation
have caused inconsistencies in the treatment of genetic data, undercutting the harmonizing
objectives of the regulation. In addition, the GDPR is primarily based on an individual-centric
privacy model, which is inadequate in the genomic context where a single individual's data can
be used to uncover sensitive information regarding biological relatives. This relational aspect
of genetic data raises unresolved ethical and legal questions, highlighting a critical gap in the

regulation’s framework.

3. Global Alliance for Genomics and Health (GA4GH) Framework

The Global Alliance for Genomics and Health (GA4GH), established in 2013, is a leading
global initiative aimed at promoting ethical, responsible, and effective cross-border sharing of
genomic and health-related data. In appreciation of the intricate ethical, legal, and technical
complexities of genomic data, the GA4GH formulated its Framework for Responsible Sharing
of Genomic and Health-Related Data in 2014. The framework takes a human rights approach
and aims to harmonize data governance norms across jurisdictions, research institutions, and
stakeholders' communities. Although not mandatory under law, the framework has come to
enjoy broad acceptance as a normative guide for research scientists, ethics review boards, and

data access committees globally.

The GA4GH Framework is organized around five core principles designed to ensure ethical
integrity and public trust in genomic research. Transparency is valued foremost, emphasizing
that data-sharing practices and policies must be made understandable and available to research
participants. Informed consent is also a central principle, providing individuals with the right
to determine whether and how their data is shared, and under what circumstances. This

encompasses dynamic consent models that provide continuous participant control.

To meet the inherently sensitive nature of genetic data, the framework emphasizes the need for
privacy and security, recommending technical protection measures like encryption, data
pseudonymization, and controlled access mechanisms. Accountability is implemented by

institutional governance mechanisms that track compliance, investigate violations, and
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promote ethical stewardship of data. Lastly, the GA4GH's mission is rooted in the principle of
equity, promoting fair distribution of benefits arising from genomic research, especially to
historically underrepresented or marginalized groups who tend to be excluded from

participation.

Although the GA4GH Framework is not legally enforceable like instruments such as the
GDPR, it is a useful supplement to traditional formal data protection legislation. The GA4GH,
having its emphasis on ethical governance, community engagement, and global solidarity, fills
in regulatory gaps and promotes an inclusive space for international research collaboration. Its
focus on applying data sharing practices to universal human rights further supports the
legitimacy and social acceptability of genomic science across different cultural and legal

environments.

4. Other International Instruments

Beyond legally enforceable rules and ethical guidelines such as the GDPR and GA4GH,
various other global instruments play their part in the regulation of sharing genetic data with
different scope and enforceability. The Council of Europe's Convention on Human Rights and
Biomedicine (Oviedo Convention, 1997) and its Additional Protocol on Biomedical Research
(2005) lay down underlying principles for respecting human dignity in biomedical research.
They reaffirm the requirements for informed consent, privacy, and protection of vulnerable
groups. Still, in the practical arena, their significance as a limiting force on worldwide genomic
governance is slim. Ratifications of the Additional Protocol by rather few nations continue,
with limited attention provided under it thus far to sharing massive data files and secondary

genetic data use matters.

The OECD Guidelines on Access to Research Data from Public Funding (2007) influence
global data-sharing norms even further by promoting open access to publicly funded research
data, while at the same time demanding high levels of privacy protection. Such non-binding
guidelines have contributed to the creation of national policies in some OECD member
countries, supporting the suggestion that openness and confidentiality can be mutually
compatible in good research stewardship.

Another influential but non-regulatory initiative is the Fort Lauderdale Statement (2003),

which emerged from the genomics research community to promote early and broad data
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sharing in large-scale biological research projects. It supports the principle of pre-publication
data release as a means to accelerate scientific progress, while also stressing the importance of
acknowledging data generators and safeguarding participant interests. Although not a legal
document, the Fort Lauderdale Statement has been used to help develop norms surrounding

collaborative research and responsible data stewardship.

Together, these tools, though short of the binding power of legislative regulation, perform a
vital function in organizing the ethical and functional terrain of international genomic research.
They fill the space that the law cannot occupy by providing adaptable, principle-based solutions
that facilitate international cooperation, ethical consistency, and fair access to the fruits of

scientific inquiry.

Regional and National Approaches

United States

In the United States, genetic data is governed by a patchwork of federal and state laws that
together provide incomplete protections. There is an initial layer of privacy afforded by the
Health Insurance Portability and Accountability Act (HIPAA), which protects identifiable
health information, including genetic information, in the possession of “covered entities™ like
healthcare providers, insurers, and their business partners. But HIPAA's reach is limited—it
applies neither to de-identified data nor to institutions outside the health system, e.g., direct-to-
consumer (DTC) genetic testing firms (23andMe, Ancestry), thus putting a large quantity of

sensitive data under minimal supervision.

The Genetic Information Nondiscrimination Act (GINA) of 2008 protects against genetic
discrimination in employment and health insurance settings. However, it remains inadequate
in various ways. GINA does not address life, disability, or long-term care insurance, and its
provisions cover only those who are asymptomatic, leaving anyone with a demonstrated
genetic condition open to discrimination. GINA also fails to require extensive privacy

provisions in the storage or dissemination of genetic information.

The Common Rule, used to govern human subjects research conducted with federal funding,
demands informed consent when such research is to be done involving identifiable private
information. However, it exempted de-identified biospecimens, e.g., newborn blood spots,

from these consents, proposing ethical reservations against the secondary use of genetic data
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without informing and seeking participant knowledge and consent.

Moreover, state-level laws add another dimension of complexity. As an illustration, South
Carolina includes provisions regarding the use of genetic information following death,
highlighting the manner in which state laws reinforce or deviate from federal safeguards. Yet,
this decentralized model has created a mosaic of regulations, whereby protection varies
dramatically according to jurisdiction and creates inconsistencies and possible gaps in the

protection of individual genetic privacy.

China

China's strategy towards genetic data governance is a calculated mix of protecting privacy,
upholding state sovereignty, and pursuing national security interests. The 2017 Cybersecurity
Law subjects cross-border genetic and personal data transfer to stringent requirements,
mandating corporations and research institutions to undergo security checks prior to the
overseas export of sensitive information. These measures stem from larger issues of data

sovereignty and biosecurity.

Under the Interim Measures for the Administration of Human Genetic Resources, human
genetic material and related data are categorically designated as strategic national resources.
This regulatory stance prioritizes state control and is consistent with China's wider focus on
genomic sovereignty, especially within international collaborations. Foreign organizations
have to seek government authorization before having access to Chinese genetic resources, and
national biobanks like the China National GeneBank (CNGB) are run by institutional policies
that have privacy protection provisions. But, overarching legislation exclusively committed to
individual genetic data privacy has yet to exist, which has left a wide margin of discretion in

applying and enforcing privacy principles.

Although China's model has the strength of national control and centralized administration, it
poses the issue of whether collective interests should be balanced with individual autonomy,

especially in informed consent and participants' rights.
Other Regions
A few other countries beyond the U.S. and China have cultivated sophisticated strategies

regarding the ethical and legal dilemma of genetic data exchange, specifically to reconcile
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individual privacy with familial interests in health.

Australia, Canada, Israel, and Japan have all utilized context-dependent schemes that allow the
release of genetic information to biological relatives subject to strict terms. These jurisdictions
acknowledge that although genetic information is personal, it also has implications for
genetically related relatives. Disclosure is usually permitted where there is a serious risk of
preventable or treatable harm to relatives, subject to certain safeguards being in place, such as
efforts to obtain the individual's consent, ethical review, and documentation of medical
necessity. These models try to find a fine balance between upholding patient confidentiality

and facilitating potentially life-saving interventions among family members.

In Australia, for example, the National Health and Medical Research Council (NHMRC)
guidelines allow nondisclosure without consent where nondisclosure may lead to serious harm.
Likewise, Canada's Tri-Council Policy Statement allows limited disclosure with ethics

approval, particularly when the health interests of relatives are involved.

Israel and Japan have also integrated family-oriented outlooks into their biomedical ethics
approaches, driven by cultural norms stressing communal welfare. These revelations are
typically subject to ethics committees and need a case-by-case justification to be proportionate

and necessary.

United Kingdom

The Research Governance Framework for Health and Social Care in the United Kingdom
recognizes the posthumous aspect of genetic privacy. The model enables the disclosure of
genetic results to relatives upon the participant's death, subject to the deceased having provided
consent during life, or, if no such consent existed, by the surviving relatives. This is grounded
in the doctrine of relational autonomy, as genetic information is not solely about the individual

but also about his or her biological relatives.
The UK approach demonstrates a pragmatically driven middle ground, where individual rights

are respected as well as making provisions for public health and family concerns, particularly

where hereditary conditions like BRCA mutations or Lynch syndrome are concerned.

Page | 12


http://www.ijlra.com/

www.ijlra.com
Volume Il Issue7| May 2025 ISSN: 2582-6433

Challenges in the International Legal Framework

The international regulation of genomic data sharing is characterized by several structural and

conceptual difficulties that impede its effective enforcement. With genomic research becoming

more global, legal and ethical disparities pose major obstacles to scientific advancement as

well as the safeguarding of individual rights.

Harmonization of Legal and Ethical Standards

One of the biggest challenges is the absence of harmonization between jurisdictions.
National and regional legislation differ widely in the way they define, regulate, and
safeguard genetic data. The European Union's General Data Protection Regulation
(GDPR), for example, has strict protections such as restrictions on cross-border data
transfers and stringent consent obligations. By comparison, nations like the United
States or China have more state-led or patchy approaches with a focus on national
interests or commercial innovation. These differences cause legal uncertainty for global
research collaborations, making compliance more difficult and discouraging data
sharing. The lack of globally accepted norms also weakens attempts to create
interoperable infrastructures for secure and ethical data sharing.

Relational Privacy and Informed Consent

Genetic data is familial, i.e., it can disclose information about biological relatives even
if they have not directly been involved in research. Existing legal systems are geared
mainly towards the principle of individual autonomy and consent, not taking into
consideration the relational aspect of genomic data. This generates ethical concerns:
must researchers or practitioners inform relatives of genetic risk identified through a
participant's data? Who is obliged to safeguard those relatives' privacy and rights?
Current consent models have failed to capture such nuances, and most legal regimes do
not offer satisfactory advice on their resolution, leading to incoherent practices and
possible violations of rights.

Limitations of Anonymization and De-ldentification

Genetic information can never be anonymized. After stripping away conventional
identifiers like names or addresses, one's DNA still has a singular quality that can be
used to re-identify them with assistance from publicly available genomic databases like
genealogy websites. The deception of anonymization has caused some regulators to
place too much emphasis on technical protection that is now obsolete in the age of

sophisticated bioinformatics. This undermines privacy protection and heightens the
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threat of abuse, particularly in those jurisdictions where enforcement is lax or poorly
articulated.

e Regulation of Direct-to-Consumer (DTC) Genetic Testing
The rise of DTC genetic testing companies like 23andMe and AncestryDNA has
opened up genomic data to the general public but has also revealed substantial
regulatory loopholes. Most of these companies are outside conventional medical and
research contexts, evading strict regulation while gathering vast amounts of sensitive
genetic information. Their privacy statements usually permit data transfer to third
parties, such as pharmaceutical firms, insurers, or law enforcement agencies, without
complete user consent. In addition, the absence of transparency and accountability
mechanisms in the DTC industry raises the risk of data breaches, genetic
discrimination, and unauthorized surveillance.

e Equity and Underrepresentation in Genomic Databases
The majority of genomic datasets are significantly biased towards European
populations, which restricts the generalizability and clinical applicability of precision
medicine to other ethnic and geographic populations. Indigenous populations, ethnic
minorities, and low-income populations are still grossly underrepresented, further
aggravating health disparities. Additionally, such populations frequently have
ideological grounds to be suspicious of biomedical research based on previous
exploitation, and therefore informed consent and benefit-sharing become more ethically
complicated. International standards today fail to adequately advance fair inclusion,
protect cultural rights, or ensure benefits of genomic study are equitably allocated.

e Regulatory Lag Behind Emerging Technologies
The fast development of technologies like whole genome sequencing, artificial
intelligence (Al), and big data analysis has caught up with legal systems' ability to react
proportionately. Numerous existing privacy legislations were not set to deal with the
granularity, scope, and predictability of today's genetic data sets. Thus, typically, there
is a disjuncture between the capabilities of data-intensive research and the regulatory
equipment aimed at regulating it. This delay enables possible loopholes to remain, like
secondary use of genetic information without re-consent or the use of algorithmic

models that amplify biases.
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Recommendations
As genomic science expands beyond borders, the imperative for thorough, ethically sound, and
legally defensible guidelines for data exchange has never been greater. To meet the immediate

challenges enumerated, the following is suggested:

Global Regulatory Framework

An international binding treaty is necessary to unify the law and ethics underpinning the export
of genetic information across borders. This treaty would augment UNESCO's present
declarations, injecting elements of informed consent, privacy, and security that are shared
among member countries. This template would harmonize global standards and make nations
implement universal ethical frameworks while still giving room for regional nuances.
Additionally, science diplomacy efforts may serve to play an essential role in ensuring global
cooperation, uniting governments, global institutions, and non-state actors in addressing the
sophisticated issues of genomic data sharing in a form that is representative and inclusive of

plural global interests.

Relational Privacy Models

The conventional individualistic consent model falls short in handling the privacy implications
of genetic data, which automatically involves the family and the community. There needs to
be a move towards a relational theory of privacy, as has been argued in human rights literature.
This theory would acknowledge that privacy is not only a matter of personal concern but one
of a collective kind, especially concerning genetic information that has implications for family
members and communities. Legal structures should therefore provide for the privacy rights of
non-consenting relatives, providing them with a chance to exert control over the use or
disclosure of their genetic information. This may involve provisions for secondary consent,
especially in instances of hereditary diseases or where life-threatening conditions are

discovered.

Privacy-Enhancing Technologies (PETS)

As genetic information becomes increasingly central to biomedical and public health research,
it is important to emphasize privacy-enhancing technologies (PETS) to prevent harm from data
exposure. Federated learning—data remains in its original location while models are shared
without the transfer of raw data—holds potential as a means to enable secure, privacy-
preserving research partnerships. Furthermore, end-to-end encryption can offer additional
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security layers to ensure that sensitive information is secured during transmission and storage.
Governments and research centers must support and encourage the creation of PETs because
the technologies are integral in protecting the privacy of individuals without undermining the

sharing of genomic data.

Harmonization Efforts

While regional frameworks like the GDPR and the GA4GH Framework have made significant
strides in harmonizing regulations, further efforts are needed to align national laws on genomic
data sharing. Strengthening international collaborations, such as those spearheaded by the
Global Alliance for Genomics and Health (GA4GH), will help overcome jurisdictional barriers
and create interoperable systems for data sharing. Such initiatives must aim at filling the gap
between international regulation of genetic information and domestic legal cultures. By
establishing international agreements that balance national sovereignty and human rights,
cross-border data transfers can be promoted in a manner that maintains privacy protections and

ethical norms.

Regulation of Direct-to-Consumer (DTC) Genetic Testing

The recent proliferation of DTC genetic testing firms like 23andMe has highlighted glaring
loopholes in the regulatory management of the collection and use of genetic information. To
safeguard consumers, governments at the national level should expand existing privacy
legislation to include DTC firms, making them comply with explicit consent protocols,
openness over data usage, and third-party sharing limits. In addition, greater control must be
exerted to forestall data abuse, especially when genetic information is transmitted to drug
companies, law enforcement agencies, or insurance firms. Regulatory systems must
incorporate audits and independent evaluations to mandate adherence and make companies

liable for data breaches or ethical violations.

Diversity and Equity in Genomic Research

One of the largest impediments to the generalizability of results is an underrepresentation of
some populations in genomic research databases. To tackle this, there should be international
biobanks with the express intention of capturing diverse genetic information from ethnic
minorities, indigenous peoples, and underrepresented areas. This will not only enhance the
validity of genomic medicine for a wider population but also help in more equitable health

outcomes. Also, benefit-sharing mechanisms should be established to guarantee that the
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populations contributing to genetic studies are fairly compensated, provided with healthcare
benefits, and given the right to utilize any therapeutic innovations obtained from their genetic
information. Global guidelines should require that these marginalized groups reap the benefits

of the knowledge and technologies generated from their involvement in genomic studies.

Conclusion
The global legal context of sharing genetic data and privacy is a dynamic and complex field,
woven with a host of global proclamations, regional laws, and ethical standards. Although
standards such as the GDPR and GA4GH provide useful direction and sound principles to
safeguard personal privacy and facilitate data sharing, much remains to be addressed in
harmonization, relational privacy, and Direct-to-Consumer (DTC) genetic testing regulation.
These loopholes pose severe challenges that demand immediate attention to make genetic data

accessible responsibly.

Dependence on genetic data as a pillar in promoting precision medicine possesses
revolutionary power, but the potential can be attained only when privacy issues are resolved
effectively. The relational privacy issues of genetic information, specifically, underscore the
necessity for frameworks that not only acknowledge individual privacy rights but also the
privacy of family members and communities touched by common genetic information. The
accelerated growth of bioinformatics and genomics technologies also imposes the need for
dynamic, adaptive policy approaches that can keep up with advancing innovation while
protecting personal rights.

To surmount these imperatives, concerted international action is required. The ethical and legal
environment has to change to reconcile the beneficial changes brought about by genomic
research with the inherent right to privacy. Policies in the future should not only be
technologically advanced but also focus on fair access to genomic research so that the
advantages of genetic findings are shared across the world, particularly with underrepresented
groups. It is only through a systematic, ethically sound, and harmonized framework that the
potential of genomic studies can be properly realized to benefit individuals and society at large.
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