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ABSTRACT 

The rise in digital dependency across sectors has heightened cyber risks in India, making cyber 

insurance essential for organizations of all sizes. The COVID-19 pandemic accelerated this 

shift, exposing businesses to increased cyber threats such as ransomware and data breaches. As 

a result, India’s cyber insurance market, valued at $50–60 million, is projected to grow 

significantly, with an expected compound annual growth rate (CAGR) of 27–30% over the next 

five years. Key challenges include policy standardization, awareness of coverage limitations, 

and alignment between premiums and coverage levels. As cyber risks escalate, initiatives like 

the Digital Personal Data Protection Act 2023 emphasize regulatory compliance and data 

security, further driving demand for cyber insurance. Customized policies tailored to industry-

specific risks are essential, particularly for SMEs that lack comprehensive cybersecurity 

infrastructure. Government-backed cybersecurity programs and technological advancements, 

such as AI and blockchain, are expected to streamline the cyber insurance sector, making it a 

critical component of India’s digital economy and fostering resilience against evolving cyber 

threats. 

 

Keywords: Cyber insurance, digital economy, cybersecurity, regulatory compliance, cyber 

risks 

 

INTRODUCTION 

Insurance is a financial security mechanism that compensates another party for specific losses, 

damages, or injuries. In India, the insurance sector has evolved from a restricted state- 

syndication market to a serious and open one, with total insurance payments increasing at a 

rapid rate of 10.1%. Life insurance remains the dominant market, with new products like unit- 

connected protection plans and new distribution channels like bancassurance changing the 

industry's product mix. There are 24 life guarantors in the Indian market, with the Extra Security 

Partnership (LIC) being the only public-domain provider. Non-life coverage development is 

driven by the engine, health, and yield protection sectors. There are 35 non-life backup plans, 

including six for public areas, and the General Protection Enterprise of India (GIC Re) being 
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the only public backup plan. Life insurance organizations play a significant role in promoting 

financial development by enabling contemporary activities through accepting risks, 

accumulating resources through finite premiums, and benefiting individuals, families, 

businesses, communities, and the nation as a whole.1 

 

 

 

 

1 Ganapathi Subramaniam, B., T. Chithralekha, and B. Amudhambigai. "What Ails Cyber Insurance? An Analysis 

of Barriers and Drivers Using Fuzzy TOPSIS Method." SN Computer Science 5, no. 1 (2023): 20. 
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As firms become more digitally intensive, threats will become less significant, leading to 

increased willingness to secure and insure their digital infrastructure. The government will 

become the largest consumer of insurance, requiring private firms to insure against cyber losses. 

Non-traditional players, including technology players and MNCs, are entering the cyber 

insurance business, making the landscape more competitive. These players offer access to data 

and capital that insurance companies lack, while insurance companies have experience in 

underwriting. A partnership between these groups will result in better access to security data 

and integration of customer cyber risk profiles, allowing for better design and tailoring of cyber 

insurance policies. The digital scale and penetration have increased the risk of cyber-attacks, 

changing the way we work and connect with people. The COVID-19 pandemic has also caused 

significant disruptions, highlighting the need for continued collaboration and investment in 

cyber insurance.2 

 India is projected to turn into the world's third biggest economy by 2030.3 

 With more than 560 million web clients, India is the second biggest internet based 

market on the planet, positioned exclusively behind China. It was assessed that by 2023, 

there would be north of 650 million web clients in the country. 

 In the monetary year 2021, computerized installments in India arrived at a sum of over 

Rs. 53 billion. This denotes a critical increment from Rs. 20.7 billion in the monetary 

year 2018.4 

 The quantity of advanced mobile phone clients in India was assessed to reach more than 

760 million out of 2021.5 

 The quantity of online entertainment clients in India is supposed to cross 448 million 

by 2023.6 

 As of 2017, the Indian internet business market was estimated to be worth $38 billion. 

By 2026, this amount is expected to rise steadily to $200 billion.7 

 60% of web clients visit a web-based retailer in India. This is a monstrous ascent in the 

Indian customer's way of behaving with regards to utilizing web-based shopping sites. 

According to the survey, the cyber insurance market is expected to take off modestly in the 

short run. However, it will see exponential growth once it gains momentum.8 

 

2 Mukhopadhyay, Arunabha, and Swati Jain. "A framework for cyber-risk insurance against ransomware: A 

mixed-method approach." International Journal of Information Management 74 (2024): 102724. 
3 Dhatterwal, Jagjit Singh, Kuldeep Singh Kaswan, Sanjay Kumar, Kiran Sood, and Simon Grima. "Cybersecurity 

in Insurance." In The Application of Emerging Technology and Blockchain in the Insurance Industry, pp. 323- 

336. River Publishers, 2024. 
4 Jain, S. P., and Piyushi Nema. "E-Insurance and COVID-19: Opportunities, Challenges, and Lessons Learned 

for the Future." Bundelkhand research Journal 1, no. 1. (2023) 
5 Kumar, Sunil. "Cyber Risk Management In Indian Banking Sector." Educational Administration: Theory and 
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Practice 30, no. 4 (2024): 477-486. 
6 ibid 
7 ibid 
8 ibid 
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While the survey indicated a smaller appetite towards cyber insurance, there was substantial 

interest (60 percent) in increasing existing coverage. Firms from cyberattack-prone industries, 

especially those with more customer information, were keener to opt for cyber insurance. 

The risk can occur from various types such as- 9 

 Data Encryption – It means that converting the data into code or cipher so that 

unauthorized parties cannot access or understand it without the proper decryption key. It is a 

way to protect sensitive information from being read by anyone who shouldn’t have access to 

it. 

o For example- In an organization an employee want to send a text to company 

CEO without letting other employees know about the messages and disappear to them he 

encrypt the text which only CEO can see it. When CEO will open the text he will use correct 

decryption to translate it. 

 Data breach- the data breach is said to be releasing of confidential, private data or 

sensitive information of individual or of an organization. 

o For example- a representative could accidently uncover delicate data or they 

could deliberately take organization information and offer it to - third party. 

 Fraudulent funds transfer- Funds transfer fraud is a type of installment 

misrepresentation where a lawbreaker starts or diverts a cash move from another client, so the 

fraudster gets the assets official correspondence, requesting that you click on a connection to 

refresh your record subtleties. 

 Extortion- it means when an individual or organization is blackmailed that if they 

won’t pay sum amount which is ask the sensitive information can be released publicly 

o For example- when video of individual has been made and accused will ask for 
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money if the victim won’t pay the amount to accused he will post the video publicly 

 

 

 

9 Nag, Bodhibrata, Ranjan Pal, Stuart Madnick, and Forbes India. "How insurance-linked securities can improve 

cyber-security in India." (2023). 
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 Quishing- when an accused can trick an individual and let them make download the 

virus document or through which he can take amount directly from victim account. 

o For example- accused send an QR code to victim and ask him to open that code 

by which he can hack victim account. 

 Phishing- it means when the accused send a mail or any link and ask to open to victim 

and when he open the link the accused can hack the account and take all money from victims 

account 

o For example- The victim was deceived by an online shopping portal through a 

link that requested for his personal details and this trap resulted in the victim suffering a 

financial loss on account of unauthorized transactions. 

 Identity theft- when someone can steal our identity or can make the deep fake of any 

person using AI and ask for money 

o For example- South Korean company CEO duplicate was made in the VC using 

AI and made one of its employees to make money transfer. 

ORIGINS OF CYBER INSURANCE 

Cyber insurance, as a distinct sector of the insurance industry, emerged in response to the rapid 

growth of the internet and the increasing frequency of cyberattacks, data breaches, and other 

online threats. The origins of cyber insurance can be traced back to the late 1990s and early 

2000s, as businesses and organizations began to recognize the growing risks associated with 

digital operations. The first policies were relatively simple, offering basic coverage for property 

damage related to network disruptions or data loss caused by hacking, but as cyber threats 

became more sophisticated, so did the insurance products.10 

The rise of the internet and digital technologies significantly transformed business operations, 

opening new opportunities for growth but also exposing companies to an array of cyber risks. 

As online commerce, digital storage of sensitive data, and reliance on networked systems grew, 

so did the potential for cyber threats. By the late 1990s, incidents of hacking and data breaches 

were on the rise, and organizations were starting to realize that traditional insurance policies 

did not cover the specific risks posed by cyber incidents. For example, general liability 

insurance, which typically covered physical property and liability risks, did not extend to 

damage caused by online threats like viruses, malware, or hacking.11 

In response to this gap in coverage, the first cyber insurance policies began to be developed in 

the mid-2000s. These early policies were typically offered by specialized insurers and focused 

on providing coverage for data breaches, network failures, and other cyber-related incidents. 

Initially, the focus was on protecting businesses from financial losses arising from the theft or 
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loss of sensitive customer information, such as credit card details or personally identifiable 

 

 

 

 

10 Nandi, Diya. "Arbitrability of Insurance Contract Disputes in India." Available at SSRN 4825731 (2024). 

11 Muppa, Kaushik Reddy. "Analysis on Cyber Risk Exposures and An Evaluation of The Elements That Go into 

Being Ready to Deal with Cyber Threats." International Journal of Computer Engineering and Technology 

(IJCET) 15, no. 3 (2024): 12-20. 
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information (PII). These policies often provided coverage for legal costs, notification expenses, 

and regulatory fines related to data breaches.12 

Over time, as the cyber threat landscape became more complex and the costs of cyberattacks 

grew, cyber insurance evolved to cover a broader range of risks. Insurers began offering more 

comprehensive policies that included coverage for business interruption, reputational damage, 

and the costs associated with responding to a cyberattack. The growth of ransomware attacks, 

in particular, highlighted the need for policies that could cover the financial impact of such 

incidents, including ransom payments, system restoration costs, and lost revenue due to 

downtime. As the demand for cyber insurance grew, so did the sophistication of the policies, 

with insurers offering tailored coverage options based on the specific needs of different 

industries, such as healthcare, finance, and technology. 

The increasing frequency and severity of cyberattacks, combined with rising regulatory 

pressures around data privacy and security, led to a significant expansion of the cyber insurance 

market in the 2010s. As companies became more aware of the financial and reputational risks 

associated with cyber incidents, they began to view cyber insurance as a crucial part of their 

risk management strategy. Insurers, in turn, developed more nuanced pricing models and 

coverage options, reflecting the evolving nature of cyber threats and the complexity of 

assessing risks in a digital landscape.13 

Today, cyber insurance is a critical component of risk management for organizations of all 

sizes. As cyber threats continue to grow in sophistication, cyber insurance has become an 

essential tool for mitigating the financial and operational impacts of cyber incidents. However, 

as the industry continues to evolve, insurers and policyholders must grapple with challenges 

such as determining appropriate coverage levels, managing the rising costs of claims, and 

addressing the ever-changing landscape of cyber risks. 

COVERAGE UNDER CYBER INSURANCE14 

1. Cyber/privacy extortion 

Cyber/privacy extortion, also known as cyber extortion or ransomware attacks, refers to a type 

of cybercrime where attackers gain unauthorized access to a victim's computer system, 

network, or sensitive data and demand payment (often in cryptocurrency) in exchange for 

restoring access or not disclosing the compromised information. 

How it work: 

o Initial compromise 

o Ransom demand 

o Negotiation and payment 
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12 Sullivan, James, and Jason RC Nurse. "Cyber security incentives and the role of cyber insurance." RUSI 

Emerging Insights Paper (2021). 

13 Camillo, Mark. "Cyber risk and the changing role of insurance." Journal of Cyber Policy 2, no. 1 (2017): 53- 

63. 

14 Heath, Brendan. "Before the Breach: The Role of Cyber Insurance Incentivizing Data Security." Geo. Wash. L. 

Rev. 86 (2018): 1115. 
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o Resolution 

 

2. Multimedia liability 

Multimedia liability refers to the legal exposure faced by individuals or organizations in relation 

to the creation, distribution, or use of multimedia content, such as text, images, videos, and 

audio, especially in the context of intellectual property rights, defamation, privacy violations, 

and other legal issues. 

Some key aspects: 

o Intellectual property infringement 

o Defamation and libel 

o Privacy and violations 

o Endorsement and false advertising 

 

3. Network interruption 

Network interruption coverage in cyber insurance that provides financial protection to 

businesses in the event of disruptions or downtime to their computer networks, systems, or 

operations due to cyber-related incidents. This coverage typically helps businesses recover from 

the financial losses and operational disruptions caused by network outages or downtime 

resulting from cyberattacks, system failures, or other covered events. 

Some key aspects: 

o Financial loss reimbursement 

o Business interruption coverage 

o Extended downtown coverage 

 

4. Privacy liability coverage 

Privacy liability coverage, often included in cyber insurance policies, safeguards the 

organizations from monetary misfortunes and lawful liabilities emerging from information 

breaks , unauthorized access to personal information, and violations of privacy regulations. 

This coverage typically applies to situations where a business's failure to protect sensitive data 

results in harm to individuals, such as identity theft, financial loss, or reputational damage. 

Some Key aspects 

o Legal defense cost 

o Compensation for damage 

o Regulatory fines and penalties 
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o Crises management 

 

5. Error and omission coverage 
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Errors and omissions (E&O) inclusion, otherwise called proficient risk protection, shields 

organizations and people from cases of carelessness, mistakes, or oversights in the exhibition 

of expert administrations. This kind of protection is fundamental for experts who give 

exhortation, aptitude, or particular administrations to clients, as it mitigates the monetary 

dangers related with claims and lawful cases charging proficient carelessness or mix-ups. 

Some key aspects: 

o Protection against lawsuit 

o Compensation for damages 

 

6. Pre-incident support 

Pre-incident support refers to the assistance, guidance, and resources provided to individuals 

or organizations before a potential incident or crisis occurs. This proactive approach aims to 

help prepare for and mitigate risks, improve readiness, and enhance resilience in the face of 

potential threats or challenges. 

Some key aspect: 

o Risk assessment 

o Training and education 

 

7. Post-incident support 

Post-incident support alludes on the help, assets, and administrations gave to people or 

associations in the repercussions of an episode or emergency. This support is aimed at helping 

affected parties recover from the incident, address immediate needs, cope with the emotional 

and practical consequences, and restore normalcy to the extent possible. 

Key aspects are: 

o Crises responses 

o Medical and mental health 

o Emergency shelter 

o Finance assistance 

EXCLUSIONS 

o Poor security 

o Prior breach 

o Human error 

o Insider attack 

o Pre-existing vulnerabilities 
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o Technology system improvement 
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LIMITED UNDERSTANDING OF CYBER INSURANCE, ITS 

COVERAGE, AND TAX IMPLICATIONS 

Cyber risks are inherently complex and ever-evolving, making it challenging for businesses to 

understand which cyber threats, including potential revenue losses, are covered by cyber 

insurance policies. Buyers often struggle to gauge the full extent and adequacy of their 

coverage. Furthermore, they frequently face obstacles related to the claims process and 

settlements, where unclear thresholds and stipulations from insurers create additional 

confusion. Many organizations also find it difficult to discern the boundaries of coverage, such 

as whether regulatory fines and penalties are included in a given policy. Often, secondary 

impacts of cyber incidents are excluded, adding another layer of complexity to coverage 

assessments. With limited insight into the true financial risks they face, companies frequently 

base their insurance purchases on industry norms—selecting coverage amounts similar to those 

of their competitors—rather than conducting a thorough evaluation of their own unique 

exposure. Because cyber insurance is tied closely to an organization’s cyber risk posture, 

cybersecurity management teams typically participate in the decision-making process. 

However, these teams may prioritize budget allocations elsewhere and lack comprehensive 

knowledge of available insurance options, which can further extend the time it takes to finalize 

insurance contracts.15 The Cyberspace Solarium Commission, a federal body established in 

March 2020 to assess U.S. cybersecurity readiness, has documented these global trends in cyber 

insurance challenges. Additionally, there is significant uncertainty around the tax treatment of 

cyber insurance claims. Depending on the nature of the coverage and the specific type of cyber 

incident, questions arise regarding whether claims are taxable for the recipient or if 

organizations making ransom payments can deduct these expenses. Clarity on these tax 

implications remains limited.16 
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15 Panda, Sakshyam, Aristeidis Farao, Emmanouil Panaousis, and Christos Xenakis. "Cyber-insurance: Past, 

present and future." In Encyclopedia of Cryptography, Security and Privacy, pp. 1-4. Berlin, Heidelberg: Springer 

Berlin Heidelberg, 2021. 

16 Wolff, Josephine, and William Lehr. "Roles for policy-makers in emerging cyber insurance industry 

partnerships." TPRC, 2018. 
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CYBER INSURANCE SECTOR: FORTIFYING INDIA'S 

DIGITAL ECONOMY 

In the rapidly advancing digital era, India’s cyber insurance market has become a vital and 

rapidly growing sector, drawing significant attention. The surge in digital dependency across 

various sectors, catalyzed by the pandemic, has heightened awareness of the risks inherent in 

online operations. As businesses and individuals increasingly rely on digital tools for everyday 

activities, the frequency and scale of cybercrime have escalated, targeting sectors of all sizes. 

This spike in cyber threats is particularly evident in critical areas such as government 

institutions and small to medium-sized enterprises (SMEs), both of which are increasingly 

exposed to digital vulnerabilities.17 

In 2022, cyberattacks targeting government entities became a significant concern, with 

countries such as India, the United States, Indonesia, and China reporting nearly 40% of all 

global cyber incidents, marking a notable 38% increase over the previous year. CERT-IN, 

India’s national agency for cybersecurity, recorded an alarming 1.39 million cyber incidents 

during the year, underscoring the critical need for businesses and organizations to adopt cyber 

insurance as part of their risk management strategies.18 

The Indian cyber insurance market, valued at approximately $50–60 million, is poised for 

significant growth. According to a Deloitte report, the market is expected to expand at a 

compound annual growth rate (CAGR) of 27–30% over the next three to five years. This growth 

is indicative of the increasing recognition of cyber insurance as an essential component of risk 

mitigation, especially as organizations face mounting cyber threats and regulatory pressures. 

Globally, the cyber insurance industry reached a valuation of over $12 billion in 2022, and it is 

projected to continue expanding at a CAGR of approximately 26%, reaching over $63 billion 

by 2029.19 

The growing demand for cyber insurance reflects a broader trend in strategic risk management, 

with many Chief Information Security Officers (CISOs) now emphasizing the need to enhance 

their cybersecurity coverage. This shift in perspective has made cyber insurance not just a 

reactive tool for financial protection, but a proactive component of an organization’s broader 

risk management framework. Businesses undergoing digital transformation, especially those 

accumulating vast amounts of sensitive customer data, are recognizing the need for 

comprehensive coverage against potential cyber threats. These risks can be especially 

devastating for SMEs, which often lack the robust cybersecurity infrastructure required to 

withstand sophisticated cyberattacks. 
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17 Tsohou, Aggeliki, Vasiliki Diamantopoulou, Stefanos Gritzalis, and Costas Lambrinoudakis. "Cyber insurance: 

state of the art, trends and future directions." International Journal of Information Security 22, no. 3 (2023): 737- 

748. 

18 McGregor, Richard, Carmen Reaiche, Stephen Boyle, and Graciela Corral de Zubielqui. "Cyberspace and 

personal cyber insurance: a systematic review." Journal of Computer Information Systems 64, no. 1 (2024): 157- 

171. 

19 Nobanee, Haitham, Ahmad Yuosef Alodat, Mehroz Nida Dilshad, Alaa El Sayah, Sondos Nezam Alas’ ad, 

Baraa Omar Al Shalabi, Sara Fadel Alsadi, Noora Mohammed Al Marri, and Farzin Kamal Fiza. "Mapping cyber 

insurance: a taxonomical study using bibliometric visualization and systematic analysis." Global Knowledge, 

Memory and Communication (2023). 
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Cyber insurance provides critical financial support for businesses impacted by incidents such 

as data breaches, ransomware attacks, and other cybercrime activities. These policies cover a 

range of costs, including legal fees, data restoration, notification expenses, and crisis 

management support. In addition to financial protection, many cyber insurance policies offer 

specialized services such as access to expert guidance, forensic investigation support, and 

reputation management strategies. This support is essential for minimizing the impact of cyber 

incidents on businesses’ operations and public image, particularly for SMEs that may lack the 

resources to manage such events independently. 

The risk landscape is evolving, and as more businesses transition to digital platforms, the need 

for cyber insurance as part of a holistic risk management strategy has become increasingly 

apparent. The introduction of the Digital Personal Data Protection (DPDP) Act 2023, which 

imposes hefty fines for data breaches, further highlights the need for businesses to secure their 

operations with the right coverage. For instance, under the DPDP Act, violations can result in 

fines of up to INR 250 crore, which could be crippling for smaller enterprises.20 

A detailed analysis of cyber insurance coverage, as outlined in a report by the Insurance 

Regulatory and Development Authority of India (IRDAI), reveals four key areas of loss 

protection: first-party losses, regulatory actions, crisis management costs, and liability claims. 

First-party losses include direct financial impacts, business interruption, and costs related to 

data recovery. Regulatory actions encompass the legal expenses, civil fines, and penalties 

related to data breaches and cybersecurity failures. Crisis management covers the costs of 

expert investigations, legal defense, public relations, and identity theft monitoring, while 

liability claims address damages arising from breaches of privacy, intellectual property 

infringement, and other legal responsibilities. 

As India continues to face a rapidly expanding digital economy, SMEs, in particular, are 

looking to insurance providers for coverage that meets their specific needs. These businesses 

are increasingly turning to insurance policies as a lifeline to mitigate the financial damage 

caused by cyber incidents. However, challenges persist in the market, especially concerning the 

alignment of premiums with appropriate coverage and the complexities of policy structures. 

Many businesses find it difficult to navigate the wide variation in policy terms, coverage limits, 

and exclusions, which often leads to confusion and gaps in understanding. 

To address these challenges, there is a growing need for more tailored, industry-specific 

solutions. Customized cyber insurance policies that reflect the unique risks of different sectors 

can provide better protection and enhance the overall efficacy of risk management. A more 

standardized approach to policy terms and conditions would also help create clarity for both 

insurers and clients. This evolution towards bespoke insurance offerings will enable businesses 
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to safeguard themselves against the increasingly complex and varied nature of cyber risks. 

Additionally, the role of government and legal frameworks in supporting the growth of the 

cyber insurance market is becoming ever more critical. India’s Digital India Act 2023, which 

consolidates various digital laws and regulations, is expected to play a pivotal role in this 

 

20 Baker, Tom, and Anja Shortland. "Insurance and enterprise: cyber insurance for ransomware." The Geneva 

Papers on Risk and Insurance-Issues and Practice 48, no. 2 (2023): 275-299. 
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transformation. This legislation is designed to address emerging challenges in cybersecurity, 

including the protection of critical information infrastructure, consumer safety, and the 

regulation of new technologies such as artificial intelligence, the Internet of Things (IoT), and 

blockchain.21 

The government has also implemented several initiatives to bolster the nation’s cybersecurity 

infrastructure. Programs like the Indian Cyber Crime Coordination Centre (I4C), the National 

Critical Information Infrastructure Protection Centre (NCIIPC), and the Cyber Swachhta 

Kendra are crucial in providing cybersecurity resources and strengthening the overall security 

posture of businesses across India. These efforts not only improve cybersecurity readiness but 

also indirectly support the cyber insurance market by reducing the frequency and severity of 

cyber incidents. 

As India’s digital landscape continues to expand, the cyber insurance market is likely to 

experience exponential growth. This growth will be further fueled by the implementation of 

regulations like the DPDP Act, which will drive organizations to adopt more comprehensive 

cybersecurity practices and, consequently, invest more in cyber insurance coverage. 

Furthermore, the increasing integration of emerging technologies such as machine learning, 

artificial intelligence, and blockchain into the insurance industry is expected to streamline 

underwriting processes and improve risk assessment, making insurance more accessible and 

tailored to the specific needs of different businesses.22 

HOW TO PREVENT DATA BREACH 

Preventing data breach information breaks requires a diverse methodology that includes both 

specialized measures and organizational practice. Here are key strategies to protect against data 

breaches:23 

 Implement to Strong Access Controls 

Use of Multi-Factor Authentication (MFA): To gain access to the sensitive system, you must 

provide several forms of authentication. Make sure that workers only have access to the 

information and systems required for performing their jobs by implementing role-based access 

control, or RBAC. Regularly Review Access Privileges: Make sure that access permissions are 

still in line with your current roles and responsibilities by reviewing and adjusting them from 

time to time. 

 Data Encryption 

 

 

 

21 Woods, Daniel W., Rainer Böhme, Josephine Wolff, and Daniel Schwarcz. "Lessons lost: Incident response in 
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the age of cyber insurance and breach attorneys." In 32nd USENIX Security Symposium (USENIX Security 23), 

pp. 2259-2273. 2023. 

22 Rangu, Călin Mihail, Leonardo Badea, Mircea Constantin Scheau, Larisa Găbudeanu, Iulian Panait, and 

Valentin Radu. "Cyber insurance risk analysis framework considerations." The Journal of Risk Finance 25, no. 2 

(2024): 224-252. 

23 Woods, Daniel W., Rainer Böhme, Josephine Wolff, and Daniel Schwarcz. "Lessons lost: Incident response in 

the age of cyber insurance and breach attorneys." In 32nd USENIX Security Symposium (USENIX Security 23), 

pp. 2259-2273. 2023. 
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Encrypt Data While It's in Transit and at Rest: To safeguard data being transferred across 

networks and stored on servers, use robust encryption standards (like AES-256). Key 

Management: To safeguard encryption keys, use safe key management procedures. 

 Network Security 

Intrusion Detection Systems (IDS) and Firewalls: Use intrusion detection systems and firewalls 

to keep an eye on and prevent unwanted access to your network. Divide Up Your Network: 

Segment your network to stop a breach from spreading too far. 

 Regular Software Updates and Patch Management 

Update your software: To address weaknesses, update and fix working frameworks, 

applications, and firmware consistently Automate Updates: Make sure security patches are 

applied on time by utilizing automated tools. 

 Employee Training and Awareness 

Phishing Awareness: Hold incessant instructional courses to show staff individuals how to 

detect and avoid phishing tricks. Security Rules: Make and execute security rules for the 

utilization of individual gadgets, secret key administration, and information dealing. 

 Data Minimization and Management 

Limit the amount of data gathered: Only gather and hold onto the data that is necessary for your 

operations. Data Classification: Assign security controls to each level of classification in 

accordance to the sensitivity of data. 

COMPANY’S PROVIDES CYBER INSURANCE: 

 ICICI Lombard 

 HDFC ERGO 

 Bajaj Allianz 

 Bharti AXA general insurance 

 TATA AIG 

CASE STUDY AIIMS24 

India's All India Institute of Medical Sciences (AIIMS) has been severely impacted by a 

ransomware cyberattack, resulting in widespread outages across critical healthcare services. 

The attack, which began on November 23, has caused significant disruptions in patient care 

systems, including patient registration, discharge, and billing services. For the past 10 days, 

AIIMS has been forced to manually manage outpatient, inpatient, and laboratory services due 

to server outages. The attackers demanded an estimated INR 200 crore in cryptocurrency and 

compromised both physical and virtual servers at AIIMS. 
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24 Patsuriia, Nino, and Oleh Zaiarnyi. "Cyber Insurance as a Means of Enforcement of Economic Law Enforcement 
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AIIMS has taken steps to mitigate the damage by purchasing new servers with updated 

configurations and transferring data and applications from compromised servers to newly 

verified systems. The Delhi Police's Intelligence Fusion and Strategic Operations (IFSO) team 

registered a case following the cyberattack, and security agencies have launched investigations 

under sections of the IPC and the Information Technology Act. The National Informatics 

Centre (NIC) and the Indian Computer Emergency Response Team (CERT-IN) have been 

called upon to assist in the restoration efforts.25 

The cyberattack has put a significant amount of sensitive data at risk, with reports suggesting 

that personal and medical information of around 3 to 4 crore patients has been compromised. 

This includes confidential records of high-profile individuals, vital information on blood 

donors, ambulances, vaccinations, and staff login credentials, all of which are essential for the 

smooth functioning of healthcare services. 

India's healthcare sector has become an increasingly frequent target for cyberattacks, 

particularly following the COVID-19 pandemic. In the first quarter of 2022 alone, India 

witnessed a 95.34% rise in cyberattacks on healthcare organizations compared to the same 

period in 2021. To respond to and recover from ransomware infections, organizations must 

immediately isolate infected systems, contact the security vendor, implement Zero Trust 

security frameworks, employ antivirus and anti-spam software, and conduct routine security 

checks. Training staff to recognize social engineering tactics and phishing attempts is another 

crucial aspect of prevention. Strengthening cybersecurity measures and educating staff about 

the risks of cyberattacks are crucial steps in preventing such incidents in the future and ensuring 

the protection of sensitive healthcare data.26 
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25 Raizada, Niharika, and Pranjal Srivastava. "Cyber-Threat Landscape in Healthcare Industry and Legal 
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ADVANTAGES OF THE CYBER INSURANCE 

 Financial Protection Against Cyber Attacks 

Cyber insurance helps cover the financial losses resulting from cyber-attacks, including costs 

related to data breaches, ransomware attacks, and other malicious activities. This protection can 

be crucial for businesses of all sizes, helping them avoid significant financial strain. 

 Coverage for Legal Liabilities 

Cyber incidents often involve the theft or exposure of sensitive customer or employee 

information, which can lead to lawsuits or regulatory penalties. Cyber insurance can cover legal 

fees, settlements, and regulatory fines, minimizing the financial impact on the organization. 

 Assistance with Incident Response 

Most cyber insurance policies include access to a specialized incident response team. This team 

can assist with managing and mitigating the impact of the breach, such as securing systems, 

recovering data, and advising on communication strategies to mitigate reputational damage. 

 Data Recovery and Restoration 

Cyber insurance can cover the costs associated with restoring and recovering lost or damaged 

data after an attack. This benefit helps organizations quickly resume normal operations, 

reducing downtime and productivity losses. 

 Support for Business Interruption 

Many cyber insurance policies provide compensation for income lost during downtime caused 

by a cyber event. This coverage helps businesses maintain cash flow, particularly in cases 

where the attack severely disrupts operations. 

 Improved Risk Management 

By requiring businesses to meet certain security standards, cyber insurers encourage proactive 

risk management practices. This leads to improved cybersecurity posture, which reduces the 

likelihood of successful attacks and strengthens overall resilience against cyber threats. 

CONCLUSION 

As India’s digital landscape continues to expand, the importance of cyber insurance becomes 

increasingly evident. With a rapidly growing digital economy, rising cyber threats, and 

evolving regulatory frameworks, businesses of all sizes must prioritize cybersecurity and risk 

management strategies. The adoption of cyber insurance has become an essential component 

of this strategy, providing businesses with financial protection and expert support in the event 

of cyber incidents such as data breaches, ransomware attacks, and other cybercrimes. This is 

particularly crucial for small and medium-sized enterprises (SMEs), which often lack the 
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resources to implement robust cybersecurity measures on their own. Cyber insurance serves as 

a safety net, covering legal costs, data restoration, crisis management, and reputational damage, 

among other expenses, enabling SMEs to recover swiftly from the impact of cyberattacks. 
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The market for cyber insurance in India is poised for significant growth, driven by the 

increasing digital transformation of businesses and the corresponding rise in cyber risks. As 

more organizations adopt digital tools and store vast amounts of sensitive data, the exposure to 

cyber threats grows, highlighting the need for comprehensive insurance coverage. However, 

there are challenges within the market, particularly in terms of policy standardization and 

aligning premiums with appropriate coverage. The current lack of clarity and consistency in 

policy terms can create confusion among buyers and hinder the full potential of the cyber 

insurance market. To address these issues, the development of tailored, industry-specific 

policies is essential, ensuring that businesses can obtain coverage that fits their unique risk 

profiles and operational needs. 

Government support is crucial in enhancing the cyber insurance ecosystem in India. Initiatives 

like the Digital India Act 2023 and programs like I4C and NCIIPC are strengthening 

cybersecurity infrastructure, reducing cyber incidents and supporting growth. The Digital 

Personal Data Protection Act 2023 encourages proactive cybersecurity measures, increasing 

demand for cyber insurance. Emerging technologies like AI, machine learning, and blockchain 

will reshape the cyber insurance landscape, enabling insurers to assess risks, streamline 

underwriting processes, and offer customized policies. As the market matures and demand for 

cyber insurance rises, India's digital economy will be better equipped to navigate cyber risks, 

ensuring a more resilient future. Cyber insurance will become a cornerstone of India's digital 

economy, fostering growth, security, and stability in an interconnected world. 
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