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Abstract
This research paper provides an updated analysis of the Digital Personal Data Protection
(DPDP) Act, 2023, a cornerstone of India’s evolving data protection framework. It examines
the Act’s key provisions, implementation progress, and its role in addressing the challenges of
digital data governance. The paper compares the DPDP Act with international benchmarks like
the GDPR and evaluates its impact on stakeholders. Drawing on recent developments, it offers
recommendations to strengthen India’s data protection regime amid growing concerns over

privacy and digital sovereignty.

Keywords: Data Protection, DPDP Act 2023, Privacy, Personal Data, India, GDPR, Digital

Governance

1. Introduction
In the digital age, personal data drives economic and social interactions, necessitating robust
legal safeguards. The Digital Personal Data Protection (DPDP) Act, 2023, represents India’s
ambitious effort to regulate personal data processing, replacing fragmented frameworks like
the Information Technology Act, 2000. Since its enactment, the Act has sparked debates over
its efficacy, enforcement, and alignment with global standards. This paper analyzes the DPDP
Act’s provisions, its implementation as of 2025, and its implications for individuals,

businesses, and regulators.

2. Background and Evolution of Data Protection in India
India’s data protection journey has been shaped by judicial and legislative milestones. Prior to
the DPDP Act, Section 43A of the Information Technology Act, 2000, and its associated rules
provided limited protections. The 2017 Puttaswamy judgment, recognizing privacy as a

fundamental right under Article 21, catalyzed the push for a comprehensive law. Earlier drafts,
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such as the Personal Data Protection Bill, 2019, faced criticism for excessive state control and
weak enforcement. The DPDP Act, 2023, emerged as a streamlined response, balancing

privacy with India’s digital economy ambitions.

3. Objectives of the DPDP Act, 2023

The DPDP Act seeks to:

o Safeguard digital personal data against misuse.

o Empower individuals with control over their data.

e Regulate data processing by entities (Data Fiduciaries).

o Establish the Data Protection Board of India (DPB) for oversight and redressal.

« Foster innovation while ensuring privacy compliance.
Recent implementation updates emphasize enabling small businesses to comply through
simplified guidelines and promoting public awareness of data rights.

4. Key Definitions and Scope

The Act defines:

e Personal Data: Any data that can identify an individual, including digital identifiers.

o Data Fiduciary: Entities determining the purpose and means of data processing.

« Data Principal: Individuals whose data is processed.

« Consent: Must be free, informed, specific, and withdrawable.
The Act’s scope covers digital personal data processed in India and extraterritorial processing
targeting Indian residents. In 2024, clarifications expanded the definition of “profiling” to

include Al-driven analytics, addressing emerging technologies.

5. Rights of Data Principals
Data Principals enjoy:
« Right to Access: Information on data processing activities.
¢ Right to Correction and Erasure: Modify or delete inaccurate or unnecessary data.
¢ Right to Grievance Redressal: Approach Data Fiduciaries or the DPB.
« Right to Nominate: Designate representatives for data management in cases of
incapacity.
New 2025 guidelines introduced user-friendly portals for exercising these rights, though

adoption remains uneven.
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6. Obligations of Data Fiduciaries
Data Fiduciaries must:
o Secure verifiable consent, with parental consent for minors.
e Implement robust cybersecurity measures.
« Notify Data Principals of breaches within 72 hours.
o Erase data when no longer needed, unless required by law.
o Appoint Data Protection Officers for Significant Data Fiduciaries.
Recent audits revealed compliance gaps among smaller fiduciaries, prompting government-led

capacity-building initiatives.

7. Role of the Data Protection Board of India
The Data Protection Board (DPB) is tasked with:
e Monitoring compliance and issuing guidelines.
o Investigating breaches and imposing penalties (up to 3250 crore).
« Resolving grievances within 90 days.
e Advising on policy enhancements.
In 2024, the DPB faced scrutiny for delayed appointments and limited independence, though it

has since streamlined online complaint mechanisms.

8. Comparison with the GDPR
The DPDP Act shares similarities with the GDPR but differs in:
« Flexibility: Allows cross-border data transfers with fewer restrictions.
e Penalties: Caps fines at 3250 crore, compared to GDPR’s 4% of annual turnover.
o Compliance: Lacks mandatory data protection impact assessments, unlike GDPR.
GDPR provides stronger rights, such as data portability, and stricter enforcement. However,
the DPDP Act’s lighter framework suits India’s diverse economic landscape, though critics

argue it compromises user protections.

9. Criticisms and Challenges
Despite progress, the DPDP Act faces challenges:
o Executive Overreach: Extensive rule-making powers vested in the government.
« State Exemptions: Broad carve-outs for national security undermine transparency.

e Cross-Border Data Flows: Ambiguities in transfer policies deter foreign investment.
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Regulatory Independence: The DPB’s ties to the government raise concerns.

Sector-Specific Gaps: Limited provisions for health and financial data.

Public consultations in 2025 highlighted demands for stronger localization mandates and

protections against Al-driven data misuse.

10. Conclusion and Recommendations

The DPDP Act, 2023, has laid a strong foundation for data governance in India, with significant

strides in implementation by 2025. However, gaps in enforcement, regulatory autonomy, and

clarity on emerging technologies like Al require urgent attention. Recommendations include:

Enhancing DP thrust for independence through transparent appointments.
Introducing sector-specific guidelines for sensitive data.

Clarifying cross-border transfer rules to boost investor confidence.
Strengthening public awareness campaigns to empower Data Principals.

Aligning with global standards to position India as a data protection leader.

Continued stakeholder engagement and periodic reviews will ensure the Act evolves with

technological and societal changes.
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