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ABSTRACT

The current global security environment is increasingly characterized by the blurring of lines
between politically driven violence and profit-oriented criminal activities. This research drives
into the “Crime-Terror Nexus”, highlighting the deepening interconnectedness between
transnational organized crime (TOC) and Terrorist groups, as they collaborate across logistics,
financing mechanisms, and tactical operations. The study adopts a doctrinal framework which
primarily engaging in a comparative legal analysis of key international instruments such as the
UN Convention against Transnational Organized Crime (UNTOC) and the International
Convention for the Suppression of the Financing of Terrorism, alongside evolving domestic
legislative responses that attempts to address these hybrid threats. In doing so, it critically
evaluates whether existing legal regimes are adequate to respond to increasingly convergent
Criminal — Terrorist structures. Additionally, the research incorporates a “Futuristic trend
analysis”, drawing upon emerging technological developments such as Decentralized
Autonomous Organizations (DAOSs), blockchain based financial ecosystems, and the growing
role of artificial intelligence in optimizing illegal supply chains, encrypted communications,
and cross-border co-ordination. The literature review identifies a significant intellectual shift
from early “Continuum Theories” of the 2000s, which treated organized crime and terrorism
as largely distinct entities with occasional overlap to more recent “hybridization models”.
Influential scholars such as Tamara Makarenko and Alex Schmid argue that contemporary
groups increasingly internalize multiple functional roles, thereby dissolving traditional
operational boundaries. This paper identifies a new gap in the existing research: the "Techno-
Nexus." While previous studies emphasized physical smuggling routes (e.g., the Balkan route),
this research offers a forward-looking perspective on how digital infrastructure and algorithmic

evasion have supplanted traditional intermediaries in criminal-terrorist partnerships.
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I. INTRODUCTION: THE EVOLUTION OF A SHADOW SYNERGY

The 21% Century global security landscape is increasingly defined by the erosion of traditional
boundaries between politically motivated violence and profit-driven criminality. A shift that
necessitates this study into the hybridized “Crime-Terror Nexus” which now operates within
the intricate “jurisdictional blind spots” of our international legal framework. At its core, this
phenomenon is a deeply human tragedy. It is the story of how the greed of a cartel can provide
the lethal spark for an ideologue’s fire, resulting in the destabilization of entire communities
and the victimization of countless civilians. The significant of this research lies in its transition
from a merely descriptive account of illicit co-operation to a functional living analysis of the
criminal Service Provider model, which acts as a profound force multiplier for terrorist lethality
by offering high end capabilities to those who seek to destroy. By analysing the existing
literature, which has evolved from the rigid “continuum Theory” to more fluid models of
“Criminal Insurgent Hybridization”. This study identifies a critical and dangerous research gap,
the persistent legal failure to account for the ideologically agnostic facilitator. These are the
individuals who may not share a radical’s vision, but are more than willing to provide the
tactical, logistical, and digital infrastructure required for a mass casualty attack if the price is
right. The research problem centres on the widening “Legal Schism” between our
compartmentalized International Conventions such as, the UN Convention against
Transnational Organized Crime and the 1999 International Convention for the Suppression for
the Financing of Terrorism and the seamlessly unified reality of the networks they aim to
combat. In the field, a drug runner is often just a phone call away from the bomb maker, yet
our laws treat them as if they live in different universes. Guided by the hypothesis that, a
terrorist organization’s transnational reach is directly proportional toits access to these
professional criminal enablers, this study aims to dismantle the mechanics of Logistics as a
service. Utilizing a qualitative doctrinal methodology that balances legal rigor with a
humanized understanding of ground realities, the paper explores the scope of this nexus through
the lens of research questions focusing on logistical, digital and sovereign enablement. Despite
the inherent limitations posed by the clandestine and often terrifying the nature of these groups,
the study provides an elaborated critical analysis of how the professionalization of subversion

by Transnational Organized Crime networks allows non-state actors to bypass global
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watchlists, fund operations through “Green and Digital” predicates, and secure “Safe Havens”
through state capture. Ultimately, this works serves as a call to action for a unifies legal defence
that prioritizes Disruptive Jurisprudence targeting the engine of the crime rather than just the

shadow of the terror over traditional, and often failing, reactive enforcement strategies.

Il. THE CORE ANALYSIS OF HOW ORGANIZED CRIME ENABLES
TERRORISM:

This part study is the analytical core. Organized Crime is not a single group; instead, it works
in many different areas, each of which helps terrorist activities stay alive and grow. These areas

connect and overlap a lot in real life, forming a tangled network of illegal activities.

1. Financial and Economic Crimes:
Financial and economic crimes form the structure of the crime-terror nexus, acting as the main
way terrorist groups generate, manage, and hide funds. Unlike older methods relying on state
sponsors or donations, today’s groups use advanced financial crimes that mimic legitimate
business systems. This category includes:

e Money Laundering

e Counterfeit Currency

e Hawala systems

e Tax fraud
Money laundering is the key process here, turning proceeds of crime into what looks like legal
money through three stages: placement, layering, and integration, each steps designed to hide
the source of the funds.? Terrorists take advantage of global banks, shell companies, offshore
accounts, and trade-based money laundering to move money across borders with little risk of
detection. Informal value transfer systems, like hawala, play a big role in cross-border
payments.®> These operate outside regulated banks, based on trust networks that are hard to
trace, making them ideal for terrorist financing. Counterfeiting currency shows how economic
crimes support terrorism-it generates funds while destabilizing national economies, helping

terrorist goals.

! Tamara Makarenko, The Crime-Terror Continuum: Tracing the Interplay between Transnational Organized
Crime and Terrorism, 6 Global Crime 129 (2004).

2 Fin. Action Task Force [FATF], Organised Crime and Terrorist Financing 7—15 (2010).

3 United Nations Office on Drugs and Crime [UNODC], The Globalization of Crime: A Transnational Organized
Crime Threat Assessment 45-48 (2010).
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These networks have a clear hierarchy, like corporations with top financiers and planners,
middlemen handling transactions, and operatives carrying out the moves. The growing use of
cryptocurrencies and decentralized finance platforms will make regulation even harder in the

future.*

2. Trafficking Based Crimes:
Trafficking crimes are one of the most obvious and money-making part of the crime-terror
connection. They bring in cash directly and supply terrorists with vital resources for their
operations.
This category includes:

e Drug Trafficking

e Arms trafficking

e Human trafficking and migrant smuggling
Drug trafficking tops the list as the biggest earner.> The worldwide drug trade rakes in huge
profits, and terrorists either run it themselves or take a cut through taxes or protection rackers.
In some areas, they’ve taken over the whole chain from growing to selling, this turns into full
on narco-terrorists.® Arms trafficking is just as important, keeping terrorists stocked with
weapons. This illegal trade runs through tangled global networks of makers, middlemen,
shippers, and buyers. Terro groups use these to get high-tech guns, dodging international arms
rules. Human trafficking and migrant smuggling boost their reach too.” These not only make
money but help move fighters secretly across borders. Smugglers create hidden paths for
infiltration, which is gold terror for global terror operations. Structurally, trafficking networks
are characterized by a hybrid model combining centralized coordination with decentralized
execution. This allows for operational flexibility while maintaining strategic control. The future
trajectory of trafficking crimes is likely to involve increased use of technology, including
encrypted communication and automated logistics systems, thereby enhancing efficiency and

reducing vulnerability to law enforcement.

3. Resource Based and Environmental Crimes:

Resource based crimes mark a big change for terrorists; they shift from quick cash grabs to

4 Fin. Action Task Force [FATF], Virtual Assets Red Flag Indicators of Money Laundering and Terrorist
Financing 4-9 (2020).

5 United Nations Office on Drugs and Crime [UNODC], World Drug Report 2023, at 21-30 (2023).

& Louise Shelley, Dirty Entanglements: Corruption, Crime, and Terrorism 91-118 (Cambridge Univ. Press 2014).
7 United Nations Office on Drugs and Crime [UNODC], Global Study on Smuggling of Migrants 53-60 (2018).
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building long-term economic stability. These involve tapping into natural stuff like minerals,
oil, timber, and wildlife, especially in places where the government has little or no control.
Take illegal mining it’s a reliable money machine that keeps terror groups funded for years.
Armed crews protect these sites, linking resource digging straight to violence. Oil smuggling
works the same way, pulling in big bucks for terrorists in war-torn areas. Environmental crimes
like illegal logging and wildlife trafficking add to the mix. Armed groups shield these
operations, creating a win-win, where eco-crime feeds terrorism. What sets these apart from
other crimes is the need for land control and mini-governments. Terrorists set up systems to
manage digging, taxes, and sales, acting like shadow rulers. This turns roving gangs into rooted
powers a major step in the crime-terror link. Going forward, rising global hunger for rare
minerals and resources will ramp these up, especially in poorly governed spots. Climate change

and eco-damage could spark more flights over resources, opening doors for this nexus to grow.®

4. Cyber and Digital Crimes:
The digital boom has totally changed how organized crime and terrorism work. Cybercrimes
are the fastest growing and trickiest part of their connection, thanks to their anonymity, easy
scaling and borderless nature.® The digital transformation of economies has introduced a new
dimension to the crime—terror nexus.
Cybercrime includes:

e Cryptocurrency-based financing

e Online fraud and phishing

e Dark web marketplaces

e Ransomware operations
Terror groups now raise money online through scams, phishing, and ransomware. Cryptos and
blockchain let them move cash anonymously, ditching old-school banks. But it is more than
just funds, digital tools are getting more exploited increasingly for fund raising, spreading
propaganda, and planning operations. Encrypted apps and dark web markets let criminals and
terrorist team up securely, dodging intercepts.'® Unlike old school crime families with strict
bosses, cyber networks are loose and spread out, like connected hubs. This makes them tough
to break and quick to adapt, a nightmare for cops. Ahead, Al, machine learning, and automation

will supercharge them. Except more cyber-terrorism, digital spying, and hits on key

8 INTERPOL, Environmental Crime and its Convergence with Other Serious Crimes 12-19 (2022).
% Europol, EU Serious and Organised Crime Threat Assessment (SOCTA) 57-63 (2021).
10 Council of Europe, Convention on Cybercrime art. 14-21, Nov. 23, 2001, E.T.S. No. 185
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infrastructure, calling for fresh laws and rules.!!

5. Logistical and support Based Crimes:
Logistical and support crime often fly under the radar, but they are the unsung backbone of
terrorist operations. They might not bring in cash, but they build the vital setup that keeps terror
networks running.
The activities in this category includes:

e Document forgery

e Safe house networks

e Transportation and smuggling routes

e Corruption and bribery
Fake documents and identity tricks let operatives slip across borders un-noticed. Safe housed
offer hideouts and bases, while transport setups move people and gear smoothly. Corruption is
key here, bribing or strongarming officials in government lets these networks operate with little
pushback. It erodes the rule of law and guts enforcement.'? These support setups run on loose,
spread-out networks for max flexibility and backups. Down the road, smarter digital IDs and

surveillance tech will force them to get craftier at dodging detection.

LEGAL FRAMEWORKS GOVERNING THE CRIME-TERROR NEXUS
AND THEIR OPERATIONAL EFFECTIVENESS:

Tackling the crime-terror nexus legally is one of the toughest puzzles in today’s criminal justice
and global security world. Historically, laws treated organized crime and terrorism as totally
separate beasts: crime as profit-driven rackets, terrorism as ideology fueled attacks on states
and civilians.

But as these worlds blur, siloed laws just don’t cut it anymore.*® Terror groups now drive into
drug running, cyber scams, and money laundering, while crime syndicates borrow terror tricks
like political threats, hits, and turf wars. This transformation has compelled both domestic and
international legal systems to gradually shift from isolated approaches toward integrated
frameworks. Nevertheless, despite the evolution of legal mechanisms, enforcement continues

to face major obstacles arising from jurisdictional fragmentation, technological advancement,

11 United Nations Interregional Crime and Justice Research Institute [UNICRI], Artificial Intelligence and
Robotics for Law Enforcement 31-39 (2019).

12 phil Williams, Transnational Criminal Networks, in Networks and Netwars: The Future of Terror, Crime, and
Militancy 61, 72-78 (John Arquilla & David Ronfeldt eds., RAND Corp. 2001).

13 Tamara Makarenko, The Crime—Terror Continuum, 6 Global Crime 129 (2004).
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evidentiary limitations, and the transnational nature of criminal—terrorist operations. The
effectiveness of legal frameworks therefore depends not only on legislative provisions but also
on coordination, intelligence-sharing mechanisms, technological adaptability, and institutional

capacity.

1. International level:
a) United Nations Convention Against Transnational Organized Crime (UNTOC), 2000:
The UNTOC, also known as the Palermo Convention, is the primary international instrument
against organized crime.'* It focuses on criminalizing participation in organized criminal
groups, money laundering, trafficking, corruption, and cross-border criminal cooperation.
Although it does not directly regulate terrorism, it indirectly targets terrorist infrastructures by
disrupting criminal supply chains and illicit financial systems used by terrorist groups.
The Convention works through:

e Extradition and mutual legal assistance

e Joint investigations

e Asset seizure and confiscation

e Witness protection mechanisms
Its major limitation is that it was designed mainly for profit-oriented crime and does not fully
address hybrid criminal-terrorist organizations.
b) International Convention for the Suppression of the Financing of Terrorism, 1999:
This Convention criminalizes the funding of terrorist activities, regardless of whether the
source of funds is legal or illegal.®® It enables states to freeze terrorist assets, monitor suspicious
financial transactions, and strengthen international cooperation against terror financing
networks. However, emerging technologies such as cryptocurrencies and decentralized
financial systems have reduced the effectiveness of traditional financial monitoring
mechanisms.
¢) Financial Action Task Force:
The FATF is not a treaty-based organization but a global policy-making body that establishes
international standards for combating money laundering and terrorist financing.®
Its Forty Recommendations and Special Recommendations on Terrorist Financing have

become central to the global regulatory framework governing the crime—terror nexus.

14 United Nations Convention against Transnational Organized Crime, Nov. 15, 2000, 2225 U.N.T.S. 209.
15 International Convention for the Suppression of the Financing of Terrorism, Dec. 9, 1999, 2178 U.N.T.S. 197.
16 FATF, FATF Recommendations (2023).
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The FATF framework works through:

e Monitoring state compliance

e Grey-listing and black-listing non-compliant states

e Requiring states to establish Financial Intelligence Units (FIUs)

e Promoting risk-based financial regulation

e Encouraging international intelligence sharing
The FATF has been particularly effective in compelling states to strengthen domestic financial
regulations because non-compliance can result in economic and diplomatic consequences.
However, despite its influence, FATF faces limitations in regulating emerging technologies.
Decentralized financial ecosystems operate beyond conventional banking institutions, making
regulatory enforcement increasingly difficult. Moreover, informal financial systems such as

hawala networks continue to evade institutional monitoring in many regions.

2. Domestic level:
a.) Anti-Terrorism Law:
Domestic anti-terror laws criminalize terrorist acts, membership, recruitment, financing,
conspiracy, and support activities.
In India, the primary legislation is the Unlawful Activities (Prevention) Act.!’” The Act
significantly expanded state powers relating to detention, investigation, and asset seizure.
The law addresses the crime—terror nexus by:

e Criminalizing terror financing

e Allowing attachment of properties linked to terrorism

e Recognizing conspiracy and support structures

e Expanding investigative powers
The Act has enabled authorities to investigate networks involving hawala transactions,
narcotics trafficking, and cross-border financing.
However, critics argue that broad definitions and extended detention provisions raise concerns
regarding due process and civil liberties.
b.) Anti-Money Laundering Laws:
Financial regulation is central to disrupting the nexus because both organized crime and
terrorism depend heavily on illicit financial systems.

The Prevention of Money Laundering Act plays a crucial role in tracing and confiscating

7 Unlawful Activities (Prevention) Act, 1967.
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criminal proceeds connected to terrorism.!®
The Act operates through:

e Financial surveillance mechanisms

e Attachment of suspicious properties

e Investigation of illicit financial flows

e Cooperation with financial intelligence units
The effectiveness of anti-money laundering laws has increased due to digitized banking
systems and international reporting standards. However, new technologies such as privacy
coins and decentralized exchanges continue to challenge enforcement agencies.
c.) Cybercrime and security laws:
Cybercrime laws are now crucial for tackling the crime-terror link, since terrorists use
encrypted chats, crypto payment, ransomware, online radicalization, and dark web sites for
funding and planning. In India, the Information Technology Act, 2000 is the main law.® It
cracks down on hacking, identity theft, cyber fraud, unauthorized access, and tampering with
digital data. Its cyber terrorism rules let authorities probe attacks on key infrastructure and
digital threats to national security. The Digital Personal Data Protection Act, 2023 adds support
by setting for handling personal data and boosting accountability online. Globally, the
Budapest Convention on Cybercrime pushes countries to team up on investigations and sharing
digital evidence.?° These laws work through:

e Tracking online extremist activity

e Controlling digital money flows

e Probing cyber-funded terror

e Enabling surveillance and data grabs
But fast tech like encryption, blockchain, and Al operations keeps outpacing them, making it

hard to stay ahead in the crime-terror fight.

ROLE OF JUDICIARY IN ADDRESSING THE CRIME-TERROR
NEXUS:

Courts are key players in fighting the crime-terror nexus. They interpret anti-terror and

organized crime laws, balance security with constitutional rights, approve investigative tools,

18 Prevention of Money Laundering Act, 2002.
9 Information Technology Act, 2000.
20 Convention on Cybercrime, Nov. 23, 2001, E.T.S. No. 185.
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and toughen rules against terror financing, money laundering, and global crime networks.
Through big rulings, judges have broadened ideas like conspiracy, illegal groups, funding
support, and digital evidence in cases trying crime to terror. They’ve shaped anti-terror laws

and boosted global teamwork against these hybrid threats.

a.) State of Maharashtra v. Bharat Shanti Lal Shah (2008):

This key ruling backed the constitutionality of the Maharashtra control of Organized Crime
Act (MCOCA), made to hit crime syndicates. The Supreme court saw organized crime as a
major national security risk, especially with links to terrorists via extortion, arms smuggling,
and money flows. It greenlit police powers like wiretaps and confessions to senior officers,
supercharging probes into crime-terror ties.?*

b.) Kartar Singh v. State of Punjab (1994):

Here, the Supreme court upheld the Terrorist and Disruptive Activities (Prevention) Act
(TADA) but stressed that special anti-terror powers need court checks. It noted terrorism
thrives on Crime-like support such as funding, logistics, conspiracies while warning against
abusing laws that could hurt civil rights. This set the rule: judges must oversee security V.
freedoms.?

c.) People’s Union for Civil Liberties (PUCL) v. Union of India (2004):

The court examined anti-terror rules on outlaw groups and affirmed the government’s power
to ban those tied to terror funding and crime networks. It backed bans but demanded safeguards
and judicial review, underscoring court’s watch over anti-terror moves.?

d.) Yakub Abdul Razak Memon v. State of Maharashtra (2013):

From the 1993 Bombay blasts, this showed crime syndicates and terrorists merging via
smuggling, arms deals, money channels, and global coordination. The Supreme court called
these crime-terror setups a huge security threat, sharpening laws on conspiracy and cross-
border terror crimes.?*

e.) National Investigation Agency v. Zahoor Ahmad Shah Watali (2019):

This expanded Unlawful Activities (Prevention) Act probes. For bail in terror cases, courts
shouldn’t deep-dive evidence if there’s clear initial involvement. It empowered agencies

against terror funding and crime support like financial plots.?®

21 State of Maharashtra v. Bharat Shanti Lal Shah, (2008) 13 SCC 5.

22 Kartar Singh v. State of Punjab, (1994) 3 SCC 569.

2 People’s Union for Civil Liberties v. Union of India, (2004) 9 SCC 580.

24 Yakub Abdul Razak Memon v. State of Maharashtra, (2013) 13 SCC 1.

%5 National Investigation Agency v. Zahoor Ahmad Shah Watali, (2019) 5 SCC 1.
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f.) United States v. Osama Bin Laden:
This U.S. case spotlighted how terrorists lean on crime tools like illegal money moves, fake
docs, and secret logistics. Courts recognized the global, networked terror finance side and

pushed worldwide intel sharing to tear it down, advancing global anti-funding efforts.?

EMERGING TRENDS: THREATS AND CHALLENGES:

The emerging trends within the crime—terror nexus reveal a significant transformation from
traditional, territorially based criminal networks to highly decentralized, technology-driven,
and transnational operational ecosystems. One of the most concerning developments is the
increasing convergence between cybercrime and terrorism, where terrorist organizations now
rely on encrypted communication systems, dark web marketplaces, ransomware operations,
and cryptocurrency-based financial mechanisms to sustain their activities. The rise of
decentralized finance (DeFi), blockchain technologies, and privacy-focused digital currencies
has substantially weakened conventional anti-money laundering and counter-terror financing
mechanisms, making financial surveillance increasingly difficult for regulatory authorities. At
the same time, artificial intelligence is rapidly becoming a force multiplier within criminal and
terrorist networks. Al-enabled technologies are capable of automating cyber fraud, generating
deepfake propaganda, optimizing illegal supply chains, and facilitating sophisticated
surveillance evasion techniques. These developments indicate that the future of the crime—
terror nexus will be shaped less by physical territorial control and more by dominance over
digital infrastructures, data systems, and anonymous financial architectures. Consequently, the
nexus is evolving into a “Techno-Nexus,” where technological capability itself becomes a

strategic weapon.

Alongside these technological transformations, the nexus is also becoming structurally more
complex and legally challenging. Contemporary organized criminal groups and terrorist
organizations are increasingly adopting hybrid operational models in which ideological
violence, financial crimes, cyber offences, environmental exploitation, and transnational
smuggling activities coexist within a single networked structure. This hybridization weakens
traditional legal distinctions between organized crime and terrorism, thereby exposing the
inadequacy of existing legal frameworks that continue to regulate them separately. Emerging

threats such as drone-assisted smuggling, illegal exploitation of natural resources, trafficking

26 United States v. Osama Bin Laden, 92 F. Supp. 2d 189 (S.D.N.Y. 2000).
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of digital identities, and Al-assisted autonomous criminal operations further complicate
enforcement efforts. Moreover, jurisdictional fragmentation remains a major challenge because
criminal-terrorist networks operate seamlessly across borders while law enforcement powers
remain territorially restricted. Differences in cyber laws, delays in extradition processes, and
limitations in international intelligence-sharing mechanisms create substantial enforcement
gaps that sophisticated networks increasingly exploit. These trends demonstrate that future
threats arising from the crime—terror nexus will not merely be more violent, but also more

technologically invisible, financially decentralized, and legally difficult to regulate.

CONCLUSION AND SUGGESTIONS:

The Crime-Terror Nexus represents a fundamental reconfiguration of global instability,
rendering the traditional legal distinction between “profit-driven crime" and "ideologically-
driven terror" a dangerous anachronism. Organized crime has evolved into the indispensable
"logistical backbone™ of modern terrorism, offering a professionalized menu of services—from
"Sovereignty-as-a-Service" via state capture to "ldentity Laundering" through digital forgery.
This symbiotic ecosystem allows non-state actors to bypass the Westphalian order, operating

with the reach and resilience of sovereign nations.

The humanized reality of this nexus is felt in the destabilization of entire regions where the
"agnostic" smuggler and the "neutral” money launderer are as critical to the destruction as the
insurgent. Current legal silos, which separate criminal justice from national security, often fail
to account for these "ideologically agnostic™ facilitators. To safeguard the global rule of law,
the international community must transition from Reactive Justice to Disruptive
Jurisprudence. Dismantling the criminal infrastructure is not merely a police matter; it is the
most viable path toward a proactive defense against the ever-evolving specter of 21st-century

terrorism.

Suggestions:

e Codification of ""Nexus Statutes': Nations should implement laws that criminalize
the "facilitation of terrorism" as a primary terror offense. This bypasses the criminal’s
defense of "purely economic motive™ by holding facilitators strictly liable for the
outcomes their services enable.

o Establishment of Universal Digital Jurisdiction: International law must adopt a
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"Harmful Effects” doctrine. This allows for the prosecution of digital enablers—such
as those providing Al-driven money laundering or virtual training environments—
regardless of their physical location or the location of their servers.

e Adoption of the ""Objective Recklessness™ Standard: To eliminate the loophole of
"willful blindness," the legal burden of proof should shift to whether a facilitator should
have known their services—such as providing forged biometrics or military-grade
logistics—were assisting a proscribed entity.

e Integration of Predicate Oversight: Regulatory bodies (like FATF) should interlink
with environmental and cultural heritage agencies (like CITES and UNESCO). This
ensures that "Green" and "Heritage™" crimes—such as illegal gold mining or antiquity
looting—automatically trigger anti-terror financing protocols.

e Corporate 'Strict Liability" for Supply Chains: Major logistics and digital
platforms should be held legally accountable for the integrity of their infrastructure.
Failure to implement Al-driven screening to prevent “dual-use” technology from
reaching terror cells should result in severe corporate penalties.

e Asset Seizure for Restorative Justice: Seized criminal and terrorist assets should be
redirected into a "Global Resilience Fund" to provide restitution, de-radicalization, and
economic rehabilitation for communities most affected by criminal-insurgent
hybridization.

e Creation of "Nexus Task Forces': Law enforcement must move away from
compartmentalized units. Integrated "Nexus Hubs" should combine financial,
environmental, and cyber-intelligence to track the overlapping flows of profit and

political violence in real-time.

REFERENCES:

e Alex P. Schmid, The Routledge Handbook of Terrorism Research (Routledge, 2011).

e Louise Shelley, Dirty Entanglements: Corruption, Crime, and Terrorism (Cambridge
University Press, 2014).

e Phil Williams, Transnational Criminal Networks, in Networks and Netwars: The
Future of Terror, Crime, and Militancy (RAND Corporation, 2001).

e Tamara Makarenko, The Crime—Terror Continuum: Tracing the Interplay between
Transnational Organized Crime and Terrorism, 6 Global Crime 129 (2004).

Page | 16


http://www.ijlra.com/

www.ijlra.com
Volume 3 Issue 2 | May 2026 ISSN: 2582-6433

e Michael Levi, Combating the Financing of Terrorism: A History and Assessment of the
Control of “Threat Finance”, 50 Brit. J. Criminology 650 (2010).

e Nikos Passas, Informal Value Transfer Systems and Criminal Organizations (National
Institute of Justice, 1999).

e United Nations Convention against Transnational Organized Crime, Nov. 15, 2000,
2225 U.N.T.S. 209.

e International Convention for the Suppression of the Financing of Terrorism, Dec. 9,
1999, 2178 U.N.T.S. 197.

e Council of Europe, Convention on Cybercrime (Budapest Convention), Nov. 23, 2001,
E.T.S. No. 185.

e United Nations Security Council Resolution 1373, U.N. Doc. S/RES/1373 (Sept. 28,
2001).

e Financial Action Task Force (FATF), FATF Recommendations (2023).

e Financial Action Task Force (FATF), Organised Crime and Terrorist Financing
(2010).

e Financial Action Task Force (FATF), Guidance for a Risk-Based Approach to Virtual
Assets and Virtual Asset Service Providers (2021).

e Financial Action Task Force (FATF), Virtual Assets Red Flag Indicators of Money
Laundering and Terrorist Financing (2020).

e Europol, EU Serious and Organised Crime Threat Assessment (SOCTA) (2021).

e United Nations Office on Drugs and Crime (UNODC), The Globalization of Crime: A
Transnational Organized Crime Threat Assessment (2010).

e United Nations Office on Drugs and Crime (UNODC), Global Study on Smuggling of
Migrants (2018).

e United Nations Office on Drugs and Crime (UNODC), World Drug Report 2023
(2023).

e United Nations Interregional Crime and Justice Research Institute (UNICRI), Artificial
Intelligence and Robotics for Law Enforcement (2019).

e Unlawful Activities (Prevention) Act, No. 37 of 1967, India Code.

e Prevention of Money Laundering Act, No. 15 of 2003, India Code.

e Information Technology Act, No. 21 of 2000, India Code.

o Digital Personal Data Protection Act, No. 22 of 2023, Gazette of India.

e Kartar Singh v. State of Punjab, (1994) 3 SCC 569.

Page | 17


http://www.ijlra.com/

www.ijlra.com
Volume 3 Issue 2 | May 2026 ISSN: 2582-6433

e People’s Union for Civil Liberties v. Union of India, (2004) 9 SCC 580.

e State of Maharashtra v. Bharat Shanti Lal Shah, (2008) 13 SCC 5.

e Yakub Abdul Razak Memon v. State of Maharashtra, (2013) 13 SCC 1.

e National Investigation Agency v. Zahoor Ahmad Shah Watali, (2019) 5 SCC 1.
e United States v. Osama Bin Laden, 92 F. Supp. 2d 189 (S.D.N.Y. 2000).

Page | 18


http://www.ijlra.com/

