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ABSTRACT

The recognition of privacy as a fundamental right under the Indian Constitution has
transformed the legal discourse surrounding personal data in the digital age. Despite this
advancement, India’s legislative framework for data protection remains fragmented, reactive,
and unevenly enforced, raising critical questions about its capacity to safeguard individual
autonomy. This paper undertakes a purely doctrinal analysis of India’s privacy and data
protection laws, examining constitutional principles, statutory provisions, and key judicial
pronouncements to trace the evolution of privacy jurisprudence. It critically evaluates the
Information Technology Act, 2000, the Information Technology Rules, 2011, and the Digital
Personal Data Protection Act, 2023, identifying gaps in coverage, enforcement mechanisms,
and safeguards against state surveillance. Comparative insights from global frameworks such
as the EU’s General Data Protection Regulation (GDPR) and OECD Guidelines highlight
India’s legislative shortcomings and areas for reform. Findings reveal that, while judicial
interpretation particularly in K.S. Puttaswamy v. Union of India has laid a strong constitutional
foundation, statutory measures remain piecemeal and lack robust accountability provisions.
The paper argues for a comprehensive, rights-based, and harmonised privacy regime that
integrates judicial doctrines, international best practices, and technological realities to
effectively protect personal data. This doctrinal critique contributes to the ongoing discourse
on balancing innovation, governance, and individual freedoms in India’s rapidly digitising

society.
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INTRODUCTION

Background

The exponential growth of digital technologies, data-driven platforms, and artificial
intelligence has revolutionised governance, commerce, and communication, but it has also
created unprecedented challenges to individual privacy. Personal data is now a critical
economic resource, often termed “the new oil,” and its unregulated collection, storage, and use
pose significant threats to autonomy and dignity. In India, this transformation has sparked a
legal and policy debate over the adequacy of existing privacy protections. While the Supreme
Court’s landmark judgment in K.S. Puttaswamy v. Union of India (2017) declared privacy a
constitutionally guaranteed fundamental right, legislative efforts to translate this recognition
into a robust regulatory framework have been fragmented. The Information Technology Act,
2000 (IT Act) and its subordinate rules were drafted in an era preceding mass digitalisation and
fail to address many modern risks, while the Digital Personal Data Protection Act, 2023 (DPDP
Act) introduces a regulatory model that is criticised for broad state exemptions and weak

enforcement mechanisms.

Research Problem

Despite the judicial recognition of privacy as intrinsic to the right to life and personal liberty
under Article 21, India’s legislative response remains reactive and sector-specific. The
coexistence of outdated provisions, narrow definitions of sensitive personal data, and limited
accountability structures creates legal uncertainty. The absence of a unified, rights-based
statutory framework also raises concerns about state surveillance, corporate exploitation of
data, and the erosion of user autonomy in the digital ecosystem. This disconnect between
judicial doctrine and statutory architecture underscores the need for a detailed doctrinal

critique.

Research Question
This study seeks to explore:
e How has the Indian judiciary developed the constitutional right to privacy, particularly
in relation to informational privacy?
e To what extent do current statutory frameworks primarily the IT Act and DPDP Act
fulfil this constitutional mandate?
e What are the doctrinal inconsistencies and gaps in India’s data protection regime, and

how can they be addressed through reform?
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Scope and Methodology

This research is purely doctrinal in nature, focusing on legal texts, constitutional provisions,
case law, parliamentary debates, Law Commission reports, and international instruments such
as the OECD Privacy Guidelines and EU General Data Protection Regulation (GDPR). It does
not rely on fieldwork or empirical surveys. Instead, it employs doctrinal legal analysis to
examine how constitutional rights and legislative frameworks intersect, diverge, or

complement each other in regulating privacy in the digital era.

Significance of the Study

The paper aims to contribute to the scholarly discourse by bridging the gap between judicial
jurisprudence and statutory regulation of privacy. It argues that the constitutional recognition
of privacy remains under-implemented due to inconsistent legislation, weak enforcement
mechanisms, and broad exemptions favouring state and corporate actors. By critically
evaluating the doctrinal evolution of privacy rights alongside India’s fragmented data
protection laws, this study seeks to present a coherent legal framework that prioritises
individual rights while accommodating technological innovation. Its findings can inform
legislative reforms, judicial reasoning, and regulatory strategies in shaping a rights-based

digital governance model.

CONCEPTUAL FOUNDATIONS

Understanding Privacy as a Legal Concept

Privacy, as a legal right, has evolved from a narrow conception of physical seclusion to a
multifaceted principle encompassing decisional autonomy, informational control, and dignity.
Early Indian jurisprudence (Kharak Singh v. State of U.P., 1963) treated privacy as incidental,
but later constitutional interpretation particularly in Justice K.S. Puttaswamy (Retd.) v. Union
of India (2017) recognised it as a fundamental right under Article 21. The judgment placed
privacy on par with core liberties such as freedom of expression and equality, acknowledging
its role in protecting identity, reputation, and informational integrity. Thus, privacy is not

merely a personal claim but a constitutional guarantee limiting state and private interference.
Concept of Data Protection

Data protection refers to the legal, technical, and procedural safeguards regulating the

collection, processing, and storage of personal information. It operationalises privacy by
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creating rights for individuals (data principals) and obligations for entities processing data (data
fiduciaries). Core principles of data protection include:
e Consent and Purpose Limitation: Data should be collected for specific, lawful
purposes with informed consent.
e Data Minimisation: Only necessary data should be processed, reducing risks of
misuse.
e Storage Limitation and Security: Data must be retained only for as long as needed
and safeguarded through technical and organisational measures.
e Transparency and Accountability: Organisations must be accountable for
compliance, ensuring fairness in data handling.
Data protection, therefore, is a regulatory tool designed to enforce the constitutional right to

privacy, particularly in the digital economy.

Privacy and Data Protection: Complementary but Distinct

While closely related, privacy is a broad constitutional right, whereas data protection is a legal
mechanism for ensuring informational privacy. Privacy concerns individual autonomy and the
right to control personal information, while data protection focuses on procedural safeguards
and regulatory oversight. This distinction is critical for doctrinal analysis: a strong data
protection law strengthens privacy but does not define its limits. The Indian model currently
reflects this imbalance, with constitutional recognition of privacy outpacing statutory

development.

The Puttaswamy Framework and Informational Privacy

The Puttaswamy judgment established that privacy includes informational self-determination,
meaning individuals have the right to control dissemination of their personal data. The Court
laid down a three-part test legality, necessity, and proportionality to assess state or private
interference with privacy. This doctrine sets a constitutional benchmark for evaluating all
subsequent legislation, including the DPDP Act, and provides a lens for critiquing surveillance

regimes and exemptions granted to government agencies.

International Foundations and Global Norms
International law significantly influences privacy and data protection discourse in India:
e OECD Privacy Guidelines (2013): Introduced foundational principles of purpose

limitation, transparency, and accountability.
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e UN Human Rights Council Resolutions: Affirm that privacy rights apply equally
online and offline, urging states to protect citizens from arbitrary surveillance.

e EU General Data Protection Regulation (GDPR): Offers a rights-based model with
strong enforcement, serving as a global benchmark for comprehensive privacy
protection.

India’s framework currently falls short of these international standards, providing a basis for

doctrinal critique.

Technological Context: Why Privacy Needs Legal Reinforcement

The rapid digitisation of financial services, healthcare, education, and governance in India has
intensified risks of unauthorised data collection, profiling, and breaches. The Aadhaar program
and data-intensive platforms highlight tensions between state efficiency and individual liberty.
Without clear statutory safeguards, constitutional principles risk becoming aspirational rather
than enforceable. Thus, the digital age requires not just judicial recognition but legally codified,

enforceable rights and responsibilities

CONSTITUTIONAL FRAMEWORK

Privacy as an Extension of Article 21

The Indian Constitution does not expressly mention the right to privacy, but judicial
interpretation has expanded Article 21 Right to Life and Personal Liberty to include privacy as
a core component of dignity. The landmark Justice K.S. Puttaswamy (Retd.) v. Union of India
(2017) judgment marked a constitutional watershed, unanimously affirming privacy as a
fundamental right. The Court emphasised that privacy is inherent to liberty and autonomy,
forming the foundation of other rights such as freedom of speech, equality, and due process.
This recognition places an obligation on both the State and private actors to respect individual

informational autonomy in a rapidly digitising society.

Evolution of Privacy Jurisprudence in India
Privacy jurisprudence in India has developed incrementally through judicial pronouncements:
e In Kharak Singh v. State of U.P. (1963), the Supreme Court rejected privacy as a
standalone right but struck down domiciliary visits by police, hinting at its implicit

protection under personal liberty.
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e In Govind v. State of Madhya Pradesh (1975), the Court explicitly recognised privacy
as a constitutional value, though subject to reasonable restrictions.
e The nine-judge bench in Puttaswamy (2017) overturned earlier rulings like M.P.
Sharmav. Satish Chandra (1954) and Kharak Singh (1963), explicitly affirming privacy
as a constitutionally protected right derived from Articles 14, 19, and 21.
This doctrinal evolution demonstrates that privacy is no longer a peripheral value but a

fundamental right central to democracy and dignity.

Interplay Between Privacy and Reasonable Restrictions
Articles 19(2) to 19(6) allow reasonable restrictions on fundamental freedoms, and privacy is
no exception. The Puttaswamy verdict introduced a three-part test for assessing any restriction
on privacy:
1. Legality: There must be a valid law authorising the infringement.
2. Necessity and Legitimate Aim: The interference must serve a legitimate state interest.
3. Proportionality: The restriction should be proportionate, meaning the least intrusive
option must be chosen.
This proportionality doctrine has become a guiding principle for evaluating surveillance

measures, data retention policies, and other privacy-affecting legislation.

Surveillance Powers and Constitutional Limits

India’s current surveillance regime, rooted in the Indian Telegraph Act, 1885 and Information
Technology Act, 2000, grants the State broad interception powers. In People’s Union for Civil
Liberties v. Union of India (1997), the Supreme Court acknowledged privacy concerns and
mandated procedural safeguards, including oversight mechanisms. However, these
frameworks predate widespread digitisation, raising doctrinal concerns over whether they meet
the proportionality standard set by Puttaswamy. The absence of judicial pre-authorisation for
surveillance and limited parliamentary oversight highlight gaps between constitutional

guarantees and statutory practice.

Privacy as a Facet of Other Constitutional Rights
Privacy intersects with multiple constitutional provisions:
e Article 14 (Equality): Arbitrary collection or misuse of personal data violates the

principle of equality before the law.

Page | 5040


http://www.ijlra.com/

www.ijlra.com
Volume 2 Issue 8 | Sep 2025 ISSN: 2582-6433

e Article 19 (Freedom of Speech and Expression): Privacy safeguards enable
individuals to exercise free speech without fear of surveillance.
e Directive Principles (Article 38): Social justice objectives imply protection against
exploitation of personal data.
Thus, privacy is not merely a standalone right but a framework right supporting broader

constitutional freedoms.

Role of Judicial Activism in Privacy Protection

In the absence of robust statutory safeguards, the judiciary has played a transformative role in
privacy jurisprudence. The Supreme Court has pushed Parliament to enact stronger data
protection laws, emphasising informational self-determination, the right to be forgotten, and
protection from mass surveillance. The Court’s reasoning in Aadhaar (2018) further clarified
that privacy is subject to restrictions but must always be backed by necessity and
proportionality. This judicial activism underscores a rights-first approach, but implementation

depends on coherent legislation.

Constitutional Gap Between Recognition and Enforcement

Although privacy is firmly entrenched as a fundamental right, enforcement mechanisms are
weak due to a lack of explicit constitutional or statutory remedies. India lacks a constitutional
data protection authority, leaving enforcement dependent on sectoral laws and regulatory
bodies. This creates a significant doctrinal gap between the constitutional recognition of
privacy and its practical realisation.

LEGISLATIVE FRAMEWORK ON PRIVACY AND DATA PROTECTION
Information Technology Act, 2000: The First Attempt at Data Protection
The Information Technology Act, 2000 (IT Act) was India’s first legislation to address
cybercrime and electronic transactions, but it was not designed as a comprehensive privacy or
data protection law.
e Section 43A introduced limited protection by holding corporate entities liable for
negligence in implementing reasonable security practices for sensitive personal data.
However, it does not provide a definition of “reasonable security,” leaving compliance

standards ambiguous.
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e Section 72A penalises disclosure of personal information without consent but primarily
focuses on contractual or fiduciary breaches rather than recognising privacy as a
fundamental right.

The IT Act’s provisions are thus reactive and narrowly focused, lacking explicit enforcement

mechanisms or regulatory oversight, making it inadequate for a rights-based privacy regime.

IT Rules, 2011: A Fragmented Extension
The Information Technology (Reasonable Security Practices and Procedures and Sensitive
Personal Data or Information) Rules, 2011 attempted to expand privacy protection by
mandating consent for collection and transfer of sensitive personal data.
e The Rules define Sensitive Personal Data (SPDI) narrowly, covering categories like
passwords, financial information, and biometric data.
e Compliance obligations apply only to body corporates, leaving state surveillance
outside their purview.
e The Rules fail to provide detailed remedies for violations, and enforcement remains
weak due to the absence of a dedicated regulator.
While these Rules marked a step forward, they lack legislative depth and fail to incorporate
modern privacy principles like data minimisation, purpose limitation, or individual rights to

access and correction.

Digital Personal Data Protection Act, 2023: A New Regulatory Model

The Digital Personal Data Protection Act, 2023 (DPDP Act) represents India’s first dedicated
data protection legislation. It introduces a legal framework for data processing but has drawn
criticism for its broad exemptions and limited independence of enforcement bodies:

e Rights of Data Principals: The Act grants individuals rights to information, correction,
erasure, and grievance redressal but lacks explicit recognition of a “right to be
forgotten” or portability.

e Obligations of Data Fiduciaries: Entities processing personal data must ensure
security safeguards, maintain transparency, and appoint Data Protection Officers in
certain cases.

e Government Exemptions: The Act allows exemptions for state agencies on grounds
of national security and public order without stringent checks, raising proportionality

concerns.
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e Data Protection Board of India (DPBI): The enforcement authority is under executive
control, leading to apprehensions about its independence.

While the DPDP Act introduces penalties for non-compliance and mandates breach

notifications, its risk-based approach and discretionary exemptions have sparked debate about

whether it aligns with the constitutional privacy framework set by Puttaswamy.

Sectoral Regulations: A Patchwork Approach
India’s privacy laws remain sector-specific, with different regulators overseeing financial,
health, and telecom data:
e The Reserve Bank of India (RBI) regulates banking and financial data security.
e The Telecom Regulatory Authority of India (TRAI) prescribes obligations for telecom
operators on data retention.
e The Health Ministry’s Telemedicine Guidelines and proposed health data policies
provide partial coverage.
However, these frameworks are fragmented and lack interoperability, creating overlapping

obligations for organisations and inconsistencies for individuals.

Surveillance and Interception Laws
Provisions for surveillance under the Indian Telegraph Act, 1885 and IT Act, 2000 (Section
69) empower the State to intercept, monitor, or decrypt communications.
e The Supreme Court in PUCL v. Union of India (1997) mandated procedural safeguards,
but these laws remain outdated and opaque.
e Absence of judicial oversight or a data protection-first approach to surveillance creates

doctrinal inconsistency with privacy jurisprudence under Article 21.

Overlap and Legislative Gaps
The coexistence of the IT Act, IT Rules, and the DPDP Act reveals a lack of harmonisation:
e Multiple definitions of personal and sensitive data lead to legal uncertainty.
e No overarching framework clearly distinguishes between private sector obligations and
state powers.
e Absence of robust rights like portability, algorithmic transparency, and automated
decision-making safeguards reflects a law that is industry-centric rather than rights-

driven.
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JUDICIAL INTERPRETATION AND DOCTRINAL TRENDS

Early Judicial Treatment of Privacy

The Indian judiciary’s engagement with privacy initially reflected a cautious and narrow
approach. In M.P. Sharma v. Satish Chandra (1954), the Supreme Court rejected the concept
of a constitutional right to privacy, citing the absence of explicit provisions. Similarly, Kharak
Singh v. State of Uttar Pradesh (1963) refused to recognise privacy as an independent right but
struck down police domiciliary visits as unconstitutional. These rulings revealed a judicial
hesitation to expand rights beyond the text of the Constitution, framing privacy merely as a
procedural concern rather than a substantive liberty.

Recognition of Privacy as a Constitutional Value

A gradual doctrinal shift occurred in Gobind v. State of Madhya Pradesh (1975), where Justice
Mathew acknowledged that privacy could be implied within the ambit of Article 21. Though
the judgment upheld surveillance provisions, it emphasised that privacy would gain
constitutional protection as democracy evolved. This case introduced the idea that privacy was
not absolute but subject to reasonable restrictions based on compelling state interests, laying

the groundwork for future jurisprudence.

Puttaswamy (2017): A Transformative Judgment
The nine-judge bench in Justice K.S. Puttaswamy (Retd.) v. Union of India (2017) definitively
established privacy as a fundamental right, rooted in dignity, liberty, and equality. The
judgment articulated three dimensions of privacy:
e Physical Privacy: Protection against bodily intrusion.
e Decisional Privacy: Autonomy in personal choices (family, marriage, reproduction).
e Informational Privacy: Control over dissemination of personal data.
The Court adopted a proportionality test legality, legitimate aim, and necessity as a doctrinal
tool to assess state actions. This case also emphasised that privacy is not merely a defensive
right but a positive obligation, requiring the State to create a legal framework safeguarding

individuals against both state and private sector intrusions.
Aadhaar Judgment and Proportionality in Practice

In Puttaswamy Il (Aadhaar Case, 2018), the Supreme Court applied the proportionality

doctrine to evaluate the Aadhaar program’s data collection and authentication mechanisms.
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The Court upheld Aadhaar’s use for welfare schemes but struck down its mandatory use for
bank accounts and mobile numbers, emphasising minimal intrusion. This demonstrated a
nuanced judicial approach, balancing technological innovation with privacy concerns and
reinforcing that state surveillance and data processing require statutory backing, necessity, and

proportionality.

Surveillance Jurisprudence: PUCL Case

In People’s Union for Civil Liberties (PUCL) v. Union of India (1997), the Court scrutinised
the interception powers under the Indian Telegraph Act, 1885, highlighting the lack of
procedural safeguards. It mandated oversight mechanisms, such as review committees, but did
not introduce judicial pre-authorisation. This decision, while progressive for its time, remains
inadequate in the era of mass digital surveillance, illustrating the judiciary’s struggle to
reconcile privacy rights with national security concerns in a rapidly evolving technological

context.

Emerging Doctrines: Right to Be Forgotten and Informational Self-Determination

Recent judgments have introduced doctrines such as the Right to Be Forgotten. In X v.
Registrar General, High Court of Karnataka (2021), the Court acknowledged the need for
individuals to control digital footprints, although statutory clarity is lacking. Informational self-
determination, emphasised in Puttaswamy (2017), has since become central to data protection
debates, signifying that privacy is not merely a shield but a right to actively shape one’s online

identity.

Doctrinal Trends and Gaps
Indian courts have consistently advanced privacy jurisprudence but face limitations:

e Strengths: Courts have anchored privacy in constitutional morality, embraced global
standards, and directed Parliament to enact comprehensive laws.

e Limitations: Reliance on judicial interpretation without clear legislation creates
unpredictability, and courts often defer excessively to executive claims of national
security.

e Trend: Indian privacy jurisprudence is steadily moving toward a rights-based,
proportionality-driven model, but its doctrinal robustness is undermined by legislative

inertia and weak enforcement mechanisms.
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COMPARATIVE LEGAL PERSPECTIVES
European Union: GDPR as a Rights-Based Model
The General Data Protection Regulation (GDPR), implemented in 2018, is widely regarded as
the most comprehensive global framework for privacy and data protection. It is explicitly
rights-driven, recognising privacy and data protection as fundamental rights under Articles 7
and 8 of the Charter of Fundamental Rights of the European Union (CFR). Key features
include:
e Data Subject Rights: The GDPR grants broad rights, including the right to access,
rectification, erasure (“right to be forgotten™), portability, and restriction of processing.
e Accountability and Transparency: Organisations (data controllers) must demonstrate
compliance, adopt privacy-by-design, and provide clear privacy notices.
e Enforcement: Independent supervisory authorities in each EU member state can
impose significant administrative fines, ensuring strong enforcement.
e Cross-Border Applicability: The GDPR applies extraterritorially, regulating entities
outside the EU that process EU residents *data.
GDPR’s holistic and rights-based model demonstrates a constitutionalisation of privacy,
ensuring proportionality and due process in data governance. India’s DPDP Act draws some

inspiration from GDPR but falls short on enforcement independence and breadth of user rights.

United States: Sectoral and Market-Driven Approach
Unlike the EU, the United States has no single federal privacy law. Instead, it adopts a sectoral
model:

e HIPAA (1996): Protects health information.

e GLBA (1999): Regulates financial data.

e COPPA (1998): Governs children’s online privacy.

e CCPA (California Consumer Privacy Act, 2018): Provides state-level rights, including

opt-outs from data sale and deletion rights.

The U.S. approach prioritises consumer protection and economic regulation over a rights-based
framework, with much of enforcement left to the Federal Trade Commission (FTC). While
technologically adaptive, this fragmented model lacks comprehensive safeguards and has

inspired India’s sectoral patchwork approach.
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United Kingdom: Post-Brexit Continuity

The UK continues to follow GDPR through the UK Data Protection Act, 2018, demonstrating
that robust data protection can coexist with advanced digital economies. The UK has retained
high regulatory standards, emphasising independent oversight and user-centric rights despite
its departure from the EU. This reflects the value of maintaining global adequacy standards to

enable international data flows.

Australia: Privacy Act and Enforcement Reforms
Australia’s Privacy Act, 1988, updated periodically, offers comprehensive protections with
principles-based regulation, though less prescriptive than GDPR. Key features include:
e Australian Privacy Principles (APPs) that focus on data minimisation, security, and
accountability.
e Broad investigative powers for the Office of the Australian Information Commissioner
(OAIC).
Australia is currently reviewing reforms to expand penalties and strengthen enforcement,

demonstrating a gradual movement toward stricter regulation.

OECD Guidelines and Global Standards

The OECD Privacy Guidelines (2013) established foundational principles like purpose
limitation, data quality, accountability, and trans-border safeguards. These guidelines
influenced GDPR and numerous national privacy laws, encouraging harmonisation in global
data flows. India’s DPDP Act incorporates some OECD principles but lacks an independent

regulator, weakening enforcement credibility.

Lessons for India
India’s legislative framework remains less comprehensive and rights-driven than GDPR and
lacks the institutional independence of UK or Australian models. Comparative analysis
highlights key gaps:
e Weak Enforcement: Unlike GDPR’s independent supervisory authorities, India’s
Data Protection Board operates under executive control.
e Limited Rights: India’s law omits key rights such as algorithmic transparency and a
robust right to be forgotten.
e Broad Exemptions: Provisions granting state agencies sweeping surveillance powers

undermine the proportionality doctrine.
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e Global Trade Implications: Without adopting international adequacy standards, India
risks trade barriers on cross-border data flows.

A comparative study shows that while India has initiated a data protection regime, it is still

compliance-oriented rather than rights-focused. Moving toward a GDPR-like model with

stronger accountability, enforcement, and independence would bridge the gap between

constitutional principles and statutory implementation.

CRITICAL DOCTRINAL ISSUES

Disjunction Between Constitutional Recognition and Statutory Implementation

The Supreme Court’s Puttaswamy (2017) judgment elevated privacy to a fundamental right
under Article 21, framing it as intrinsic to dignity, autonomy, and liberty. However, statutory
protections remain fragmented and inconsistent. The Information Technology Act, 2000,
drafted in a pre-digital era, does not reflect privacy as a constitutional right but only as a
contractual or fiduciary obligation. The Digital Personal Data Protection Act, 2023 (DPDP
Act), while a step forward, primarily adopts a compliance-driven, risk-based approach rather
than a rights-based framework. This doctrinal gap reveals a disconnect: constitutional
interpretation has advanced a robust privacy standard, but statutes lag behind, limiting

enforceability.

Broad State Exemptions and Surveillance Powers

The DPDP Act provides sweeping exemptions to government agencies for processing personal
data on grounds of national security, sovereignty, and public order. These exemptions lack a
statutory proportionality test or judicial pre-authorisation, undermining constitutional
safeguards. Similarly, provisions under the Indian Telegraph Act, 1885 and IT Act, Section 69
grant interception powers without requiring independent oversight. In the absence of
parliamentary or judicial scrutiny, India’s surveillance framework risks violating privacy
principles articulated in Puttaswamy and international standards such as the UN Human Rights
Committee’s General Comment No. 16. This doctrinal inconsistency threatens the legitimacy

of privacy protections.

Weak Enforcement and Regulatory Independence
Unlike the EU’s GDPR, which mandates independent data protection authorities, India’s Data
Protection Board of India is an executive-appointed body, raising questions about its autonomy.

Without regulatory independence, enforcement risks being selective or politically influenced.
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Judicial pronouncements have repeatedly stressed the need for robust oversight mechanisms;
however, the DPDP Act’s framework lacks sufficient checks and balances, eroding public trust.

Consent Fatigue and Ineffectiveness

The statutory model relies heavily on consent as the primary safeguard for personal data
processing. However, studies and jurisprudence recognise that consent is often illusory in the
digital ecosystem, where users routinely agree to terms without informed understanding. Courts
have acknowledged that privacy protection cannot rely solely on individual bargaining power
but requires systemic regulation. The absence of statutory clarity on algorithmic decision-

making, profiling, and automated processing further limits the meaningfulness of consent.

Right to Be Forgotten and Emerging Privacy Rights

Indian courts, such as in X v. Registrar General, High Court of Karnataka (2021), have
acknowledged the Right to Be Forgotten as a facet of privacy. Yet, the DPDP Act provides
only partial recognition, lacking clear procedural guidelines for content takedown or balancing
privacy against free speech. This inconsistency creates a doctrinal vacuum, as emerging privacy
rights like data portability, algorithmic transparency, and informational self-determination are

either absent or vaguely defined.

Absence of a Unified Legal Architecture

India’s data governance remains fragmented: financial, telecom, and health data are regulated
by separate frameworks, creating compliance overlaps and enforcement gaps. The judiciary
has repeatedly emphasised harmonisation, but legislative reforms have failed to deliver a
single, coherent privacy framework. The absence of a unified architecture dilutes constitutional

protections and complicates judicial review.

Proportionality Doctrine: Limited Legislative Reflection

Although the proportionality test has become the judicial standard for assessing privacy
intrusions, statutory language rarely incorporates it. This disconnect limits the application of
constitutional principles to administrative actions, leaving much discretion to executive
agencies. As a result, privacy violations are often challenged only after harm occurs,

undermining the preventive role of legislation.
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NEED FOR LEGISLATIVE REFORM

Bridging the Gap Between Constitutional Doctrine and Statutory Law

The recognition of privacy as a fundamental right by the Supreme Court in Puttaswamy (2017)
created a constitutional mandate for a strong, rights-based data protection regime. However,
the current statutory architecture including the IT Act, 2000 and the DPDP Act, 2023 does not
fully reflect this elevated status of privacy. Reform is essential to create legislation that
explicitly acknowledges privacy as a constitutional guarantee and incorporates the
proportionality doctrine into statutory language. This would ensure that laws governing
personal data processing, surveillance, and information flows are consistent with fundamental

rights jurisprudence.

Establishing a Unified and Comprehensive Privacy Code

India’s regulatory framework for privacy remains fragmented, with separate provisions for
finance, telecom, health, and e-governance. This sectoral approach complicates enforcement,
increases compliance burdens, and weakens individual protection. A consolidated privacy code
should replace piecemeal laws, bringing all personal data processing activities state or private
under a single, comprehensive statute. Such a code would also streamline definitions of
“personal data,” “sensitive data,” and “processing,” which are currently inconsistent across

laws.

Strengthening Oversight and Institutional Independence
Effective privacy enforcement requires a truly independent regulatory authority. The Data
Protection Board of India (DPBI) under the DPDP Act currently lacks institutional autonomy,
as its composition and functions are controlled by the executive. Reform should provide for:

e Appointment of independent experts through parliamentary oversight.

e Financial and administrative autonomy.

e Broad investigative and sanctioning powers similar to EU Data Protection Authorities

(DPAS).

This independence is vital to building citizen trust and ensuring that privacy is enforced

impartially, especially against powerful state actors.

Revisiting State Surveillance and Exemptions

The DPDP Act’s blanket exemptions for government agencies undermine constitutional
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safeguards. Reform should mandate:
e Judicial Pre-Authorisation: No interception or data collection without court approval.
e Proportionality and Necessity Tests: Incorporate statutory requirements to justify
surveillance.
e Parliamentary Oversight: Introduce mechanisms for regular review of surveillance
programs.
Without these safeguards, privacy protections risk becoming symbolic, particularly in the
context of growing reliance on artificial intelligence, biometric systems, and predictive

policing.

Expanding and Clarifying User Rights
The DPDP Act grants limited rights, omitting key privacy safeguards such as:
¢ Right to Be Forgotten: Clear statutory recognition and enforcement mechanisms.
e Algorithmic Transparency: Mandatory disclosures about Al-based decision-making.
e Right to Data Portability: Empowering users to transfer data between service
providers.
Legislative reform should align these rights with international standards, empowering citizens

to exercise meaningful control over their data.

Embedding Privacy-by-Design Principles

Laws must mandate privacy-by-design and security-by-default approaches, ensuring that
privacy is embedded into technological systems at every stage. Statutory obligations should
include risk assessments, impact audits, and proactive security measures, particularly for
entities processing sensitive data at scale. These measures would reduce reliance on reactive

enforcement and promote a preventive regulatory model.

Harmonising with Global Standards

As India strengthens its digital economy, cross-border data flows are increasingly important.
Without a globally recognised privacy regime, India risks trade barriers and adequacy
challenges under frameworks like the EU GDPR. Reform should incorporate OECD principles,
GDPR standards, and UN Human Rights Council guidance, positioning India as a global leader

in privacy protection while facilitating international data exchange.
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Educating Citizens and Building Awareness

Legislation should not only regulate entities but also educate citizens. Mandatory awareness
campaigns, privacy literacy programs, and simplified grievance redressal mechanisms are
essential for empowering individuals. Privacy is most effective when combined with civic

participation and understanding.

RECOMMENDATIONS
Enact a Unified Privacy and Data Protection Code
India’s current legal architecture is fragmented across the IT Act, DPDP Act, Telegraph Act,
and various sectoral laws, leading to regulatory inconsistency. A consolidated Privacy and Data
Protection Code should be introduced to harmonise definitions, principles, and enforcement
mechanisms. This unified framework must explicitly recognise privacy as a constitutional right
and integrate proportionality and necessity tests as statutory safeguards for any intrusion into

personal data.

Strengthen the Independence and Capacity of the Regulator
The Data Protection Board of India (DPBI) should be restructured as an independent
constitutional or statutory authority with financial and administrative autonomy, similar to the
Election Commission or CAG. Appointment processes must involve Parliament or a multi-
stakeholder selection panel. The regulator should have:

e Investigative and audit powers over both public and private entities.

e The ability to impose meaningful penalties for non-compliance.

e A mandate to publish transparency reports and conduct privacy impact assessments.

Introduce Explicit Rights for Individuals
Legislation should codify a comprehensive suite of rights to empower individuals:
e Right to Be Forgotten: Clear procedures for content takedown requests, balanced with
free speech rights.
¢ Right to Data Portability: Allow users to seamlessly transfer data between service
providers.
¢ Right to Algorithmic Transparency: Require entities to disclose Al-based decision-

making processes that affect individuals.
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e Right to Object to Profiling: Provide mechanisms to challenge data-driven profiling
and targeted advertising.
Embedding these rights in law would enhance autonomy and align India with global privacy

norms.

Reform Surveillance Laws
A transparent, rights-based surveillance regime is essential. Reforms should include:
e Judicial Pre-Authorisation: Mandatory court approval for interception, surveillance, or
bulk data collection.
e Independent Oversight: Establish a bipartisan Parliamentary committee or Privacy
Oversight Board to review surveillance programs.
e Sunset Clauses and Review Mechanisms: Regular assessment of necessity and
proportionality of surveillance authorisations.
These measures would bring India’s surveillance practices in line with constitutional

jurisprudence and international human rights standards.

Mandate Privacy-by-Design and Security-by-Default
A statutory obligation for privacy-by-design should ensure that privacy is embedded at every
stage of system development, rather than being an afterthought. Organisations should be
required to:

e Conduct Privacy Impact Assessments (PIAs) before launching high-risk data

processing activities.
e Adopt security-by-default measures to minimise vulnerabilities.
e Maintain transparent breach notification protocols, with strict deadlines for reporting

incidents to both regulators and affected individuals.

Enhance Penalties and Remedies
Current penalties under the DPDP Act are largely financial and lack deterrence. A tiered
penalty system should be introduced, including:

¢ Significant fines proportionate to global turnover (like GDPR).

e Individual compensation rights for victims of data breaches or privacy violations.

e Criminal liability for deliberate misuse of sensitive data or unauthorised surveillance.
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Establish Sector-Specific Codes Under a Unified Framework
While a unified code is essential, certain industries such as health, fintech, and telecom require
sectoral codes of practice. These should be developed under a single privacy framework but

tailored to industry-specific risks, ensuring flexibility while maintaining consistency.

Global Harmonisation and Cross-Border Data Flow Standards
India should adopt OECD and GDPR standards to ensure data adequacy and facilitate
international trade. Mutual recognition agreements for data protection frameworks would

strengthen India’s digital economy and improve its position as a global outsourcing hub.

Public Awareness and Capacity Building
Privacy protection is ineffective without public participation. Reforms should include:
e Mandatory awareness campaigns explaining privacy rights.
e Digital literacy initiatives to help citizens understand consent, security, and personal
data risks.
e Training programs for judges, law enforcement, and policymakers to ensure consistent

interpretation of privacy principles.

Regular Legislative Review and Adaptability

Given rapid technological change, privacy laws should incorporate review mechanisms
mandating updates every 3-5 years. Independent expert committees should periodically review
privacy impacts of Al, biometric surveillance, and emerging technologies, ensuring laws

remain relevant and proactive.

RECOMMENDATIONS
Enact a Unified Privacy and Data Protection Code
India’s current legal architecture is fragmented across the IT Act, DPDP Act, Telegraph Act,
and various sectoral laws, leading to regulatory inconsistency. A consolidated Privacy and Data
Protection Code should be introduced to harmonise definitions, principles, and enforcement
mechanisms. This unified framework must explicitly recognise privacy as a constitutional right
and integrate proportionality and necessity tests as statutory safeguards for any intrusion into

personal data.
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Strengthen the Independence and Capacity of the Regulator
The Data Protection Board of India (DPBI) should be restructured as an independent
constitutional or statutory authority with financial and administrative autonomy, similar to the
Election Commission or CAG. Appointment processes must involve Parliament or a multi-
stakeholder selection panel. The regulator should have:

e Investigative and audit powers over both public and private entities.

e The ability to impose meaningful penalties for non-compliance.

e A mandate to publish transparency reports and conduct privacy impact assessments.

Introduce Explicit Rights for Individuals
Legislation should codify a comprehensive suite of rights to empower individuals:
e Right to Be Forgotten: Clear procedures for content takedown requests, balanced with
free speech rights.
e Right to Data Portability: Allow users to seamlessly transfer data between service
providers.
e Right to Algorithmic Transparency: Require entities to disclose Al-based decision-
making processes that affect individuals.
¢ Right to Object to Profiling: Provide mechanisms to challenge data-driven profiling
and targeted advertising.
Embedding these rights in law would enhance autonomy and align India with global privacy

norms.

Reform Surveillance Laws
A transparent, rights-based surveillance regime is essential. Reforms should include:
e Judicial Pre-Authorisation: Mandatory court approval for interception, surveillance,
or bulk data collection.
¢ Independent Oversight: Establish a bipartisan Parliamentary committee or Privacy
Oversight Board to review surveillance programs.
e Sunset Clauses and Review Mechanisms: Regular assessment of necessity and
proportionality of surveillance authorisations.
These measures would bring India’s surveillance practices in line with constitutional

jurisprudence and international human rights standards.
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Mandate Privacy-by-Design and Security-by-Default
A statutory obligation for privacy-by-design should ensure that privacy is embedded at every
stage of system development, rather than being an afterthought. Organisations should be
required to:
e Conduct Privacy Impact Assessments (PIAs) before launching high-risk data
processing activities.
e Adopt security-by-default measures to minimise vulnerabilities.
e Maintain transparent breach notification protocols, with strict deadlines for reporting

incidents to both regulators and affected individuals.

Enhance Penalties and Remedies
Current penalties under the DPDP Act are largely financial and lack deterrence. A tiered
penalty system should be introduced, including:

e Significant fines proportionate to global turnover (like GDPR).

e Individual compensation rights for victims of data breaches or privacy violations.

e Criminal liability for deliberate misuse of sensitive data or unauthorised surveillance.

Establish Sector-Specific Codes Under a Unified Framework

While a unified code is essential, certain industries such as health, fintech, and telecom require
sectoral codes of practice. These should be developed under a single privacy framework but
tailored to industry-specific risks, ensuring flexibility while maintaining consistency.

Global Harmonisation and Cross-Border Data Flow Standards
India should adopt OECD and GDPR standards to ensure data adequacy and facilitate
international trade. Mutual recognition agreements for data protection frameworks would

strengthen India’s digital economy and improve its position as a global outsourcing hub.

Public Awareness and Capacity Building
Privacy protection is ineffective without public participation. Reforms should include:
e Mandatory awareness campaigns explaining privacy rights.
e Digital literacy initiatives to help citizens understand consent, security, and personal

data risks.
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Training programs for judges, law enforcement, and policymakers to ensure consistent

interpretation of privacy principles.

Regular Legislative Review and Adaptability

Given rapid technological change, privacy laws should incorporate review mechanisms

mandating updates every 3-5 years. Independent expert committees should periodically review

privacy impacts of Al, biometric surveillance, and emerging technologies, ensuring laws

remain relevant and proactive.
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